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EXECUTIVE SUMMARY

This document collects the results of the
was formed for the first <call of the Open
Architecture Specification Process in the Core Service Framework Area

concerned with the topic Interoperability of Message-Based Service Interaction

in relation to the NEXOF work package 2.

The goal of the Al NTEROP I nvestigation Tea
standards related to interoperability in the context of message-based service

interaction and to (b) collect guidelines, best practices and patterns for the

solution of the messaging-related interoperability problems, and to (c) place the

findings into the context of the ensuing conceptual NEXOF Reference

Architecture.

The first thing, the Team had to do, was to explain the theoretical background of
message-based interoperability. That means to define Interoperability and to
separate the different types of interoperability, which are syntactic, semantic
and pragmatic interoperability. Furthermore two models, the LCIM (section
2.3.1) and the SOSI (section 2.3.2) are presented and taxonomy for message-
based interoperability problems is introduced. Based on this taxonomy,
interoperability problems and their solutions are described. To this section,
three different projects - the eEe (section 5.1), the KoBas (section 5.2) and the
Poseidon (section 5.3) project contributed here concrete examples. This section
is followed by a list of interoperability standards, which is divided in syntactic
and semantic standards. These standards are published by different
organisations, like the W3C, the WS-I and the IEEE. This is one reason, why
using a standard doesnot make services int
also patterns and best practices to avoid these problems are also collected in
this report.

The final part shows how to integrate the results of this report in the context of
the NEXOF Conceptual Architecture and what has to be done in the future to
reach better interoperability.
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1 INTRODUCTION

1.1 Overview
Services operate by exchanging messages with each other. Each service

needs to understand each othersdé messages

Services, however, are developed independently according to different
standards and techniques. Furthermore, the same standards are often used in
different ways. This jeopardizes the interoperability between services.

The goal of this document is to identify interoperability problems i on the
message-based interoperability level T and to offer concepts for their solutions,
thus, the document aims at (a) providing a survey of praxis-proven standards
for interoperability in the context of message-based service interaction and (b)
collecting guidelines, best practices and patterns for the solution of the
messaging-related interoperability problems. Eventually, these approaches for
solving interoperability problems shall be placed into the context of the ensuing
conceptual NEXOF Reference Architecture. The presented solutions are based

on the practical experience of the partners I n t he ANEXOF

l nvestigation Teamo that was for med
Construction Cycle.

1.2 Problem Statement

Interoperability of message exchange is concerned with (data) format
interoperability, protocol interoperability and most importantly the semantics of
these messages. Interoperability is also concerned with higher level, but still
application and domain independent protocols that describe how sequences of
messages are interrelated, for instance, if they are defining transactions or
sessions.

In the presence of standards, interoperability is often impeded by ambiguities
and incomplete specifications. Here, additional constraints or new versions are
used to unify and formalize the intent of a standard. The former approach is,
e.g., adopted by WS-I. As an example of the latter, SOAP 1.2 excludes certain
elements in the body that SOAP 1.1 missed to prohibit.

Regarding higher level protocols, standards are not commonly adopted or are
still missing and best practices vary a lot. In particular, sessions are
implemented using very different standards.

In the absence of standards or in the presence of conflicting standards,
interoperability becomes a mediation challenge. Messages and protocols have
to be transformed. In practice, tools like ESB (Enterprise Service Bus) or SCA
(Servicer Component  Architecture) runtime  environments  provide
transformations between different messages and protocols, thereby aiming at
hiding the use of different communication mechanisms. Nevertheless,
interoperability remains a problem in practice because different vendors, which
address varying business domains, adopt standards to a different extent. In
such situations, best practices and respective patterns are needed.
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1.3 Scope

The scope of the call Al nt er oper aiBialsietdy Sefr viMees d qnd er a
interoperability related to the exchange of single messages and to the exchange

of a set of interrelated messages. It addresses standards for data formats, for

message formats and for application and domain independent protocols

together with the necessary mediation. It does not cover domain specific high

level process protocols.

The Al NTEROP l nvestigati on Teamo wa s for
Construction Cycl e of NB&clidatios PradgseimtheAr c hi t e ¢
Core Service Framework Area and is concerned with the topic Interoperability of
Message-Based Service Interaction in relation to the NEXOF work package 2.

Nine position papers were submitted, all from different affiliations.

Unfortunately, these position papers deal with message based interoperability

only to a small degree.

The Investigation Team was constituted as one team wherein all interested
participants collaborate. Active Participants are from 4 affiliations:

APeter Graubmann, Siemens

AStanislav Pokraev, Telin

AEric Piel, TU Delft, representing the project Poseidon (see [21])

AFrancisco Javier Diez, Tekniker, representing the projects KOBAS and eEe
(see [33][32])

1.4 Contributions

Contributions to this call are expected in the area of standards; constraints for
standards; and cross-standard mediation (which is needed when interacting
services use different but overlapping standards).

We expect best practice patterns and constraints on patterns for mediation.
Here, we expect documentation and analysis of the different existing solutions
for a given problem/requirement, including a discussion of the lack of standards
or the weaknesses of existing ones that gave rise to these solutions. The
contribution is further expected to include a thorough analysis of the essential
commonalities and variability of the involved patterns.

1.5 Baseline

Baseline for this IT is the definition of interoperability in the context of SOA:
Anteroperability is the ability of multipl
effectively.o

And with respect to the focus of this document, the interoperability definition
reads: finteroperability is the ability of multipl e systems to use =eac
services effectively by exchanging messages.

To handle the topic Interoperability of Message-Based Service Interaction in
relation to the NEXOF work package 2 in a structured and efficient way, the use
of a model is helpful.
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Interoperability models try to determine certain interoperability levels in order to
characterise and categorise different types of interoperability. This
categorisation helps to focus the discussion about interoperability and discerns
the several types of interoperability according to the involved actors (or
communicating entities).

We present here the LCIM and the SOSI Model which together basically
encompass most of the other models.

1.6 Document purpose and structure
This report collects the contributions received and discussed within this IT. It
documents the following concrete findings identified by the Investigation Team:

1. Identification of interoperability models to use as a conceptual base

2. Derivation of a taxonomy of problems in the context of message-based
Interoperability

3. ldentification of concrete examples with appropriate solutions

4. Extracting best practises and relevant standards
A brief overview of the structure of this document is given in the following.

The document starts out to discuss briefly the fundamental interoperability
concepts including interoperability models (section 2) and relevant
interoperability dimension (section 3) in order to provide a basis for the further
discussion, to define the scope of the document and to thus achieve the above
stated goals. In particular, the different interoperability dimensions structure the
view on interoperability and the scope of the document. Focus is on the
linguistic or theoretical dimension (section 3.1); it is concerned with the
syntactic, semantic and pragmatic aspects of interoperability. There are other
dimensions discussed in section 3.2: dimension which is dedicated to a
syst emo6s .v idistinguisiies .pleysical, technical, application-related,
organizational and enterprise interoperability), life-cycle dimension (i.e.
interoperability at design, deployment, (dynamic) configuration and run time)
and domain dimension (i.e. interoperability between end-points, between
platforms).

These discussions are followed by the presentation of a taxonomy of message-
related interoperability problems (section 4) structured according to the
linguistic/theoretical dimension into syntactic, semantic and pragmatic
interaction problems.

In the line of the taxonomy, given in section 4, examples of concrete
interoperability problems from existing projects are presented. The projects
considered in this section are the project eEe (nationally funded by the Spanish
Government) and the EU funded projects KoBaS and Poseidon. Short project
descriptions can be found in the introduction to section 0.

Section 6 provides a starting point for the collection of relevant interoperability-
related standards (section 6) and the selection of guidelines, best practices and
patterns for message-based interoperability (section 7).

The integration of the findings of the sections 6 and 7 into the conceptual
NEXOF architecture is shown in section 8. The final section (section 9) draws
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conclusions, summarises lessons-learnt and makes possible forecasts on the
future work.
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2 INTEROPERABILITY CONCEPTS

2.1 Definition of Interoperability

There have been many attempts to define what interoperability means (see also
see [54], Appendix B: STATE-OF-THE-ART DEFINITIONS OF
INTEROPERABILITY). Below we present the most cited definitions and use
them to derive some common characteristics of interoperability. Interoperability
is:

e The ability to operate in conjunction [10]

e The ability of two or more systems or components to exchange information
and to use the information that has been exchanged [4]

e The capability to communicate, execute programs, or transfer data among
various functional units in a manner that requires the user to have little or no
knowledge of the unique characteristics of those units [6]

e The condition achieved among communications-electronics systems or
items of communications-electronics equipment when information or
services can be exchanged directly and satisfactorily between them and/or
their users [2]

e The ability to share and exchange information using common syntax and
semantics to meet an application-specific functional relationship [5]

e The ability of two or more systems or components to exchange and use
shared information [9]

e The ability of systems to provide and receive services from other systems
and to use the services so interchanged to enable them to operate
effectively together [9]

e The ability of information and communication technology (ICT) systems and
of the business processes they support to exchange data and to enable the
sharing of information and knowledge [3]

e The ability to transfer and use information in a uniform and efficient manner
across multiple organizations and information technology systems. It
underpins the level of benefits accruing to enterprises, government and the
wider economy through e-commerce [15]

e The ability of a set of communicating entities to (i) exchange specified
information and (ii) operate on that information according to a specified,
agreed-upon, operational semantics [36]

According to the definitions given above, interoperability can be characterized
by the following properties:

e The involvement of multiple (two or more) entities (that is, systems,
components, services, units, forces, organizations)

e Its ability to interact (e.g., to operate in conjunction, to communicate, to
transfer data, to exchange information or knowledge, to provide and to
accept services)

e Its requiring little or no knowledge of the unique characteristics of the
interacting entities
NEXOF-RA AFP7-216446 AIT Report Alnteroperability of Message-based Service Interaction A P dhoé 62
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e |t is about achieving some goal (to operate effectively together, to meet an
application-specific functional relationship, to exchange information or
services satisfactorily, to use information)

I n the context of S OA, systems interact u
system provides services to and uses services from other systems. Thus, in

case of software systems, interoperability is the ability of the (software) systems

to use each otherdos (software) services, i
exchanged data. In case of business systems, interoperability is the ability of

the systems to use each ot dm@avidesbusinassi ness
functions to each otherdéds and .uSeeices he pr o\
hide the unique characteristics of the systems that provide them, e.g., a

software service hides the specific system implementation technology and a

business services hides the internal company structure and the internal

business processes. In addition, according to the SOA paradigm, multiple

systems can i nteract wi t h littl e or no k
characteristics. Fi nal | vy, u s i n guices,aystms ghouldebe @bk tos e r

achieve some goal.

Based on the identified interoperability properties in the definitions given above
the following definition of interoperability in the context of SOA is adopted:

finteroperability is the ability of mult i pl e systems to use each
effectively.o

And with respect to the focus of this document, the interoperability definition
reads: A nt eroperability is the ability of mu |
services effectively by exchanging messages.o

2.2 Fundamental Characteristics of Interoperability

Saying that #Ainteroperability is the abilit
ot her 0s services effectivelybo points I mm
characteristic constituents of interoperability:

e there are several entities (that is, systems) i and they are communicating,

e there is some information communicated or shared (at least the wish to use
a certain service and the result of the execution of this service), and

e the communicating partners interact, that is, they show a certain behaviour
during the communication process.

Thus, |l ooking for interoperability probl ems
with whomo, Awhat i s communi Edlawegitlescand @A ho
guestions,the | i st of t he f#Afbundanyenptraolb |iemtsedr oipse r

e Problems related to the communicating entities:
This refers to the problem to correctly locating, identifying and addressing an
interaction partner. The problems thus are:

¢ to find out where the respective entity is and how it can be reached (this

is closely related with service discovery)
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e whether a communication partner is really the one that is expected (this
refers to authentication questions), and

e what language the communication partner speaks (this means, what kind
of protocol is needed for the interaction).

e Problems related to the communicated information:
This relates to the problem of understanding and interpreting the conveyed
information correctly. The information can be considered as a sentence (or
a set of sentences) in a certain language. Thus, there is:

e the problem whether this sentence consists of identifiable and
understandabl eo wordso (vocabulary) and
e whether it is built correctly according to the jointly understood rules (the
grammar).

e Problems related to the way the information is communicated:
This is the question how to transport the information; and since information
communication refers to a conversation, this is an act with a certain duration
during which problems with the communication behaviour or process of the
involved entities may occur.

In all systems there are different classes of communication entities with different
information to communicate. Thus, interoperability and the therewith related
problems occur on various levels. The following section on interoperability
models tries to identify the relevant levels of interoperability (and presents a
classification that is widely discussed in literature). The then following section
presents different viewpoints on interoperability and their dimensions.

I n t he definition, t her e I s t he further
interactively required services i s e f f .e Sihde \the Ildegfirition does not

specify in a measurable way what effectiveness means, this has to be

considered a rather vague quality requirement whose relevance, never the less,

is obvious. The attempt to realise it drives very different approaches, starting

from the aim to improve the technical conditions of communication (speed,

reachability and ubiquity of access, independence from wires, etc.) to the wish

to reduce mutual understanding and knowledge problems (see the approaches

to use semantics to overcome the communic
problems). Thus,the HfAef fectivenesso required in th
has to be seen as a general driver which is implicitly present within all models

and dimensions.

2.3 Interoperability Models

Interoperability models try to determine certain interoperability levels in order to
characterise and categorise different types of interoperability. This
categorisation helps to focus the discussion about interoperability and discerns
the several types of interoperability according to the involved actors (or
communicating entities).
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There exists a rather long list of interoperability models (search for
interoperability models with Google delivers a long list with about 6.290 hits for
the key word Ainter oper),ad fordinstange, thed eveld
of Information System Interoperability (LISI) model, the Organisational
Interoperability Maturity (OIM) Model, the NATO-born NATO C3 Technical
Architecture (NC3TA) Reference Model, the Levels of Conceptual
Interoperability Model (LCIM), the System of Systems Interoperability (SOSI)
MODEL; there is also a rather huge variety of interoperability frameworks
issued by national governments or funded national and international projects
which implicitly or explicitly employ interoperability models (like the European
Interoperability Framework EIF [3] or the Interoperability Technical Framework
for the Australian Government [15]).

We present here the LCIM and the SOSI Model which together basically
encompass most of the other models.

2.3.1 The Levels of Conceptual Interoperability Model (LCIM)

Within the Modelling and Simulation (M&S) community?, t he ALevel s

Conceptual I nteroperability Mo d.el @is
development started probably around 1999 with early ideas (see [39]), which
had been enhanced (see [40], [35]) and eventually led to the LCIM as presented
here (see, for instance, [41], [42], [43]). In the description of the different levels,
a service-oriented type of integration of systems (of-systems) has been kept in
mind since this is the view of NEXOF-RA.

The Levels of Conceptual Interoperability are defined as below (the
presentation combines the formulations given in [42], [43], [44] and adapts them
slightly for service-orientation):

e Level 07 No interoperability: Stand alone systems do not interoperate

e Level 1 17 Technical Interoperability: Communication protocols are available
to exchange information between interacting services and applications®. A
communication infrastructure is established allowing systems to exchange
bits and bytes T that is, unstructured pieces of information. However, the
underlying network and the respective protocols are defined unambiguously

(LCI M)

This | evel also comprises what 1 s somet i me
interoperat i on o0, t hat i s, the plain hardware i

and plugs and nowadays by wireless equipment

e Level 2 T Syntactic Interoperability: A common structure to exchange
information is established that is, a common data format is applied. A
common protocol to structure the data is used. The format of the information
exchange is unambiguously defined

The M&S community: http://www.msco.mil/

Applications in the NEXOF-RA context can be composed of services but do no provide
services for others. See upcoming definition of Glossary/WP6&7!
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e Level 3 i Semantic Interoperability: A common information exchange
reference model (data model) is used, this means, the meaning of the data is
shared and the content of the information exchange requests are
unambiguously defined

e Level 4 i Pragmatic Interoperability: The interoperating services and
applications are aware of the methods and procedures that each system is
employing. In other words, common workflow models are used; the intent of
sending data is understood and the use of the data T or the context of their
application 7 is known by the participating services; the context in which the
information is exchanged is unambiguously defined

e Level 51 Dynamic Interoperability: Common execution models are used and
the effects of exchanging data caused in the sending and receiving services
is understood (this means, the services are mutually able to comprehend the
state changes that occur in the respective assumptions and constraints that
each is making over time, and they are able to take advantage of those
changes. The effect of the information exchange within the participating
systems is unambiguously defined.

e Level 6 1 Conceptual Interoperability: Common conceptual models are used
and the abstractions, constraints, concepts, relations and roles are aligned.

This requires that conceptual models are documented based on engineering
methods enabling their interpretation and evaluation by other engineers. In
essence, this requires a fully specified, but implementation independent
model.

Level 1 (technical interoperability) and level 2 (syntactic interoperability) are
referred to as fi nt thepe lavels lhie Ibasic yneahseoff e | s 0
interoperation are defined: messages can be exchanged and the structure of

the thereby transported data can be interpreted.

On level 3 (semantic interoperability) and level 4 (pragmatic interoperability),
interoperation means rely on the ability to interpret the meaning of the data and

how the interaction is performed. These are the proper Ainter
message content can be interpreted (that is, syntactic entities can be mapped

onto each other) and protocol behaviour can be interpreted (that is, message

sequences can be mapped onto each other).

Level 5 (dynamic interoperability) and level 6 (conceptual interoperability) form

the ficomposability | evelso which are concel
the modelling level. With these two levels, a new dimension comes into play.

Levels 1 to 4 consider interoperation fdat c
interoperability during operation of the involved services or applications (they

wi || be subsumed umdearn timhd er@omprar@adpféni atyio |
Systems Interoperability (SOSI) Model (see next section). Levels 5 and 6

consider the evolution and the modelling of systems that have to interoperate.

The questions to be asked for level 5 are, for instance, what happens if (1) there

is a need to dynamically evolve the message contents, or (2) new services are

added during run time. Level 6 additionally requires a fully specified, but
implementation independent model. Dynamic and conceptual interoperability
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are subsumed i n t he SOSI| Mo d el |l evel
below).

The levels in the LCIM model represent capabilities. Interoperability problems
that occur on one level have to be solved in the higher levels T this at least
holds for levels 1 to 4 in a rather trivial sense (for instance, if an interoperating

partner uses a Aunknowno vocabul ary,

interoperability is no longer sufficient and solutions have to be provided on the
semantic interoperability level). Higher interoperability levels in general require
the interoperation on the lower levels. Systems that are interoperating on a
higher interoperability level usually allow to reduce the demand on their mutual
knowledge about the communication structure.

2.3.2 The System-of-Systems Interoperability (SOSI) Model

The SOSI Model was mainly developed in the Software Engineering Institute
(CMU/SEI) under the aegis of the Department of Defence (DoD). It discerns
three levels of interoperability (see [36]):

e Operational Interoperability: Activities necessary to operate a system (the
focus is on interactions with other systems and with users)

e Constructive interoperability: Activities to create and sustain (that is, to
develop and to maintain and to evolve) a system (the focus is on
architecture, standards, commercial of the shelf (COTS) products (that is, in
the SoA context: the systematic composition of services in order to build
complex systems, etc.)

e Programmatic interoperability: Activities to manage the evolution and
extension of a system of systems (focus is here on management and the
related structures and processes (as, for instance, contracts, legal
constructs, support processes, etc.) whereas the focus of constructive
interoperability is on software and system development).

fconst

The first | evel Afoperational i nteroperabildi

one t o four addressed by t he LClI

i nteroperabilityo cover s tekee tht SOSIModee vel s

additionally introduces a further rather orthogonal dimension with its
Aprogrammatic interoperabilityo that
respect to the development and evolution aspects (thus, the question about the
technical aspects of system development and evolution is extended with an
explicit management aspect).

Thus, the focus of message-based interoperability is the operational
interoperability.
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Figure 1 The Level of Conceptual Interoperability Model (LCIM) and the System of Systems
Interoperability (SOSI) Model, presented in relation; the categorization of the

interoperability levels on the left side of the figure is according [43]
(The figure follows closely the presentations in [42] for the LCIM and [37] for the

SOSI Model)

2.3.3 Main Focus of Message-based Interoperability:

Operational Interoperability

This section contrasts the SOSI operational interoperability and the LCIM levels

1 to 4 with another i albeit only slightly different i model® and details some of

the relevant aspects. Her e, t his

mod el i s c al

ed

i nteroper abi | i tiyofdowseevithsame smodificatonsii in quites
wide-spread use. It consists of the following five layers*:

e The Physical Interoperability Layer which deals with the plain physical

connectivity between devices

e The Technical Interoperability Layer which is mostly concerned with
information transport and data types; technical interoperability is application

domain agnostic

models propagated in literature.
4 The wording filayerso i
discussed models.

S

The presentation of yet another model may also highlight the polymorphism of the

used in order
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e The Application Interoperability Layer which is concerned with information
interpretation; it is dedicated to domain-specific data

e The Organisational Interoperability Layer which is concerned with processes
and workflows

e The Enterprise Interoperability Layer which is concerned with the definition
of business models; it makes the rules that govern processes and workflows
explicit

The descriptions of technical, application, and organisational interoperability
follows to some extent the findings of the QualiPSo Project as collected in the

QualiPSo deliverables [16][16][18] (i n t hi s cont ext , pibtnease no
I nteroperability I s, I n t he Quali PSo t
i nteroperabilityo)

Figure 2 The level of operational interoperability -- Hierarchy of integration planes5 [34]

2.3.3.1Physical Interoperability
Physical interoperability is the very basis of any interoperability. It deals with
plain physical connectivity between devices, that is, the computers and the
systems running on them. Physical interoperability relies on using plugs,
copper cables, optical fibres, radio links, routers, repeaters, and so on.

2.3.3.2Technical Interoperability
Technical interoperability mainly provides for an undisturbed exchange of
information between different communication partners (communicating
systems) ensuring the expected and agreed communication properties. The
content of the transported information is of no relevance for this interoperability
layer. Thus, it is not aware to which application domains the exchanged
information belongs.

Main aspect of technical interoperability is the linking together of computational
systems. That is firstly done by agreeing on the interconnection mechanisms
like the Internet Protocol Suite or the OSI Reference Model. The related
protocols take care of the aspects of accessing a communication partner and
directing the transported data. They also provide for the mapping of the data
representations (coding, data formats, encryption, etc.) which are based mainly
on the syntactic structure of the data. And they proffer different communication
means like http, ftp, remote invocation, etc.

Also SCA (Service Component Architecture) provides a technical
interoperability solution with its container technology, although this is a slightly
different approach to interoperability with a strong focus on portability.

SCA defines an abstract component model and specifies how those
components can be assembled. These assemblies are called composites.

° In [34], Poll ock and Hodgson use ttirelevelsor di Mlgr 8hi er ar
Ailevel sdo is replaced by fiplaneso in order to avoi
ingredients from the LCIM and the SOSI Model.
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SCA components can be implemented in any (supported®) language; they are
combined to form services which can interact with other SCA components or
with Non-SCA applications (services). The SCA runtime mechanism supports
the use of a variety of bindings, that is, access mechanisms’ to SCA
components. The components building one single composite are not restricted
to run in the same process, they might be spread across different processes on
the same machine or even on different machines. The model of SCA defines
how components in a composite relate to one another and how they should be
wired together. SCA specifies, too, how composites running in different vendor
environment interoperate cross vendor or domain boundaries.

But there is one | imitation, which 1 snoét
practice all of the components in a composite must run within a sing
SCA environment. So, SCA offers interoperability of components of one

composite within one domain and cross domain interoperability of composites

or applications as |l ong as al/|l of Ats comp

container.

Technical interoperability is, of course, also concerned with interoperability
supporting services, as, for instance, those providing information security (that
is, confidentiality, integrity, authenticity, availability, non-repudiation and risk
management®), or means for service description, registration and discovery, etc.

However, there is a further dimension to technical interoperability. The
interoperability definitions given in section 2 which state that interoperating
means Afusing each otherds services effect
becomes necessary to facilitate the mutual use of services. The European
Interoperability Framework EIF (see [3] and [16]), for instance, makes an
attempt to provide respective recommendations i in particular from a view on e-
government system-of-systems. It requires, for instance, data integration
(basically on the basis of the XML family of standards) and service integration
(where fithe technical solutions adopted fo
the capability for each partner concerned to organise their data processing
systems and networks in the way that is best suited to their practices, (i.e.,
technol ogi cal approach, | egal frameWh.r k, proi
The goal is to achieve, that transactions between administrations and
enterprises and citizens can be fully automated. A further proposal, besides the
recommendation to use the interoperability means cited already above, is to use

According to [48] there is a variety of conventional object-oriented and procedural
|l anguages that are supported: -deatNcdakguagéssueh C++, CO
as BPEL and XSLT; and also declarative languages such as SQL and XQuery. SCA also
supports a range of programming styles, including asynchronous and message-oriented
styles, in addition to the synchronous call-and-return style.

Examples include the SCA default binding (that i
provides for the interoperability among SCA components); for interoperability with the non-
SCA world, there is the Web service binding (based on WSDL and SOAP), session EJB
binding, and JMS binding. SCA also provides an extensibility mechanism by which an
SCA runtime can add support for additional binding types. [48]
Risk management has to include protections against viruses, worms, Trojan horses, etc.
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EDI°-based standards; another, to provide for different access technologies and
multi-channel access. A further problem stated is the interoperability with
legacy applications.

The EIF recommendations or similar proposals are not on the semantic level
(their realisation does not require that the communication partners semantically
analyse the content) but they need the domain-specific elaboration of
conventions and standards, as the example EIF clearly shows for the
eGovernment domain. Same considerations may hold for the medical domain,
or for other domains. Also collaborating enterprises may develop their own
rules.

2.3.3.3Application Interoperability (Semantic
Interoperability for Applications)
Semantic i nteroperability for applicati
Il nteroperabilityo for short, Ithasmemswees on t h

that the transported information shares the same meaning for the interacting
systems/services. Thus, [18] states:

Semantics is defined as the meanings of terms and expressions. Hence
semanti c i nteroperability 1is Athe ability
information on the basis of shared, pre-established and negotiated meanings of

terms and e€%Xpressionsod

For technical i nteroperability, it wa s ma
exchanged information that was considered and which had to be adapted in

order to be understoodi funder st oodé& ©o0h fihavsegsbeen he
not in the sense of i h av The gneaningtoE thé ect ual |
exchanged information, that is, how the terms and expressions the information

is composed of, have to be interpreted, is defined and agreed outside the

technically interoperable system (see Figure 3, the upper part). In particular, it

is an agreement process that has to be accomplished in advance of operating

the system, that is, already before the system in question is being developed,

indeed. In typical SOA and NEXOF scenarios, this in general cannot be

achieved because the communication partner is not necessarily known prior to

running the system.

Application interoperability tries to overcome this problem.
Semantic interoperability entails a co-ordination of meaning. [18]

According to the EIF (European Interoperability Framework [3]), semantic
interoperability Aenables systems to combi
information resources and t o process it i n Tlke ElReani ngf

o EDI (Electronic Data Interchange) standards are concerned with exchange of forms and

documents.
10 As an aside, ilt should be mentioned that [18]c ont i nues fAé and is needed i
make other types of interoperability work (syntactic, cross-c ul t ur al , international

respect to syntactic interoperability, this statement seems to be in contradiction with the
approach taken here. But it is only seemingly so: as the following paragraph explains, in
the context given here, semantics of the used terms and expressions have to be available
in any case; it is only the questions where and when the semantics are agreed upon.
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understanding of semantic interoperability is, however, more restrictive as it
al so demands t hat it he precise me
understandable by any other application that was not initially developed for this
p ur p o $he datter requirement is quite challenging as it not just covers the
ability to link up information resources. Rather the goal is to allow information to
be dynamically understandable and reusable by IT applications that were not
involved in its creation.

The understanding of interoperability within the project QaliPSo is:

Semantic interoperability aims to ensure that, on the top of technical
interoperability, the meaning of exchanged information is understood by
applications and services. Globally standardized information models are
difficult to achieve. Hence, middleware services for the harmonisation of
heterogeneous information models play an important role for achieving
semantic interoperability. Organizational interoperability is about the
collaboration of companies and administrations that wish to exchange
information and to co-operate despite having different internal structures and
processes.

The following figure shows the relationship between technical interoperability
and semantic interoperability in the context of message exchange of
applications. These applications are symbolised with their roles sender and
receiver.

Figure 3 Distinction/relation between technical interoperability and application interoperability

2.3.3.40rganisational Interoperability

According to the EIF (European Interoperability Framework [3]) definitions:
AnOrgani sational i nteroperability i S
modelling business processes and bringing about the collaboration of
administrations that wish to exchange information, but that may have a different
internal organisation and structure for their operations. Moreover,
organisational interoperability aims at addressing the requirements of the user
community by making services available, findable, accessible and user-
oriented. 0

Organizational interoperability is about the collaboration of companies and
administrations that wish to exchange information and to co-operate despite
having different internal structures and processes. Organizational
interoperability aims at

service availability,

easy identification,

access and user-orientation in scenarios that include

inter-working of processes and co-operation of people across organizational
borders.

In short, organisational interoperability focuses organising business processes
and internal organisation structures for better exchange of data.
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2.3.4 Other Interoperability Models
There are even more Interoperability perspectives, like the interoperability with
humans and the so-called Enterprise Interoperability (which is modelling
organisational domains). These interoperability perspectives cannot be seen as
relevant for the topic Interoperability of Message-Based Service Interaction and
are therefore not in the scope of this paper.
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3 INTEROPERABILITY DIMENSIONS

Interoperability dimensions focus on aspects of or views on interoperability that

i n many casecsutatriengfioc raonsds fnort hogonal o wi t h
the interoperability models (for instance, questions of syntax and semantic

surely recur on all levels of the LCIM or the SOSI Model).

We discern in this paper the several interoperability dimensions like the
linguistic/theoretical dimension, the life-cycle/time dimension or the
domain/space dimension. The linguistic/theoretical dimension seams to be
Well-known and is often referred. It is differentiated in syntactical, semantically
and pragmatically interoperability.

3.1 Linguistic/Theoretical Dimension

When building an information system, the developer of the system decides what
entities (or phenomena) from the real world should be represented in the
system and which of their properties are important for the purpose of the
system. Based on that, he or she defines a language to interact with the
system. A language, according to [7], comprises three parts: syntax, semantics

and pragmatics. Syntax is devoted to Athe for mal
another o, S e ma ntibns ofsthe tsigns td trehll evorld entitias they
represent o, and pragmatics to fAthH® rel at

i nt er pr Based orsthe distinction given by Morris [7] we define three
dimensions of interoperability, respectively syntactic, semantic and pragmatic
interoperability.

3.1.1 Syntactic Interoperability

The syntax of a language defines a list of valid words in the language (called
vocabulary) and the rules that govern the way words combine into sentences
(called grammar). A parse tree is a tree that represents the structure of a
sentence according to some language grammar. The process of constructing a
parse tree is called parsing.

Syntactic interoperability is concerned with ensuring that systems, involved in
some communication use the same vocabulary and grammar to parse the
exchanged sentences. Syntactic interoperability problems arise when the
systems use incompatible vocabularies or grammars. This leads to an inability
to create a correct parse tree (or to the construction of an incorrect parse tree)
and to the inability to use the data in the exchanged sentences.

3.1.2 Semantic Interoperability

Semantics is concerned with the meaning of the syntactic constructs in a

language. Accordingto[l4]semanti cs i s Athe meaning and
For our purpose this definition is too general and not practical. Instead, in the

context of information systems, semantics i
object in an information system and areallwor | d obj ect. This repres
definition is wellls upported by Ul |l manfiZ sshicmdedaves ng tr i

1 In the case here, the interpreter may of course be a service or system.
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from [8] and from [1] T the two most important theories that are the basis of the

modern science of language.
concept
(thought)

represents abstracts

symbol ____ffffrffo___> thing
(language) (reality)

Figure 4 The Meaning Triangle [12]

The meaning triangle distinguishes between things, concepts, and symbols. A

thing is any entity (or a relationship between two or more entities) in the real-

world. During our lives we learn to classify such real-world things into abstract

classes, i.e., we derive concepts that abstract the real-world entities (or
relationships between two or more entities) with similar characteristics. A
concept is part of our fAinternal real i tyo,
minds. In order to communicate, we need a symbol that represents the concept

by the means of language and thus refers to the thing in the real-world.

Concepts can be derived in two ways T by explicitly enumerating all the things
that a concept abstracts, or by stating some properties that must be true for all
things that a concept abstracts. In the first case we say that a concept is
defined by extension. In the second case we say that a concept is defined by
intention. A concept can be defined by extension if it abstracts a finite set of
things. Infinite sets of things are always abstracted by intentional concepts or
by combining previously defined concepts.

Semantic interoperability is concerned with ensuring that a symbol has the
same meaning, (i.e., refers to the same thing in the real world) for all systems
that use this symbol in their languages. Semantic interoperability problems
arise when different systems use different symbols to refer to the same things in
the real world or use the same symbol to refer to different things in the real
world. As explained earlier, a symbol refers to a thing in the real world
indirectly, i.e., the symbol represents a concept that abstract the real-world
thing. This means that semantic interoperability problems are either caused by
different abstractions of the same real-world entities (or the relationships among
them) or by different representations of the same concepts.

3.1.3 Pragmatic Interoperability

Systems communicate by messages that contain data about some entity in the

real world. When a system receives a message it changes its state, sends a

message back, or both [13]. In most cases, messages sent to the system

change or request the system state, and messages sent from the system

change or request the state of the systemds

Pragmatic interoperability is concerned with ensuring that a message sent by a

system causes the effect intended by that system, i.e., a number of systems are
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pragmatically interoperable when they share the same expectations about the
effect of the messages they exchange. Often, an effect is achieved by sending
and receiving multiple messages in specific order, defined in an interaction
protocol.

Pragmatic interoperability problems arise when there are differences in the
meaning of the data in the exchanged messages (e.g., semantic problems) or
there are differences in the interaction protocols of the systems that exchange
these messages.

3.2 Other Dimensions

There are some more dimensions of interoperability like the Life-cycle/time
dimension, which is related to changes occurring in time (i.e. reconfiguration,
evol uti on o] Asothérexampleds,the ®omain/Space Dimension.
There are services, which are interoperable within their domain 7 their specific
field of application i but they must not be interoperable with services in other
domains. These dimensions are derived from the following questions (see
[58]):

e From which knowledge domain can we draw expertise to understand the
interoperability problem?

e During which lifecycle stage does the problem occur?

e Which types of products are involved in the observed interoperability
problem?

e Which types of processes were active when the problem occurred?

e Which types of human or automated producers are involved in the problem?

The related dimensions are:

The knowledge dimension comprises five ontological domains which cover the
area of information systems (IS) well. The organisational domain refers to the
knowledge about social contexts and processes in which the information system
is used. The application domain refers to the knowledge about the application
domain for which the information system is intended. The IT application domain
refers to the knowledge about typical IT applications and their use in a certain
application domain. The technical domain covers the hardware and software of
an information system. In the technical and IT application domains we find
issues of data management and software management, hence relating the 1S
field closely to the field of software engineering. Finally, the development
process knowledge refers to the methods and tools used in systems
development.

The lifecycle dimension characterises the phase in which some situation is
observed or some activity can take place. At the highest level of granularity,
there are four phases: During the business-strategic phase of the project
strategic business decisions are made. During the business-operational phase
of the project business activities are executed. During the ICT-development
phase of the project some ICT solution is developed. During ICT-execution
phase of the project some ICT system is performing operations.
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The product dimension specifies types of products that are relevant in some
observed situation or that are involved in some activity. Possible values are:
model-type i the involved products have the nature of models, document-type,
notation, and language.

The process dimension has to be distinguished from the lifecycle phase. It is
defined as the processes that are active in some observable situation. At the
highest level, there are distinguished three kinds of processes: human process,
automated-process, and human-computer-interaction.

The producer dimension is related to producers which are human or automated
actors that are capable of creating and processing some products. For example
a human actor, a team or a system can be a producer. They are characterised
by their responsibility (e.g. system-analyst, development-team, and enterprise-
system). Producers are observable at any lifecycle stage.

These dimensions are mentioned here to show further approaches. Their
scope aims at projects and is much wider than the scope focussing on
interoperability of Message-Based Service Interaction. It is not expected that
they provide deeper insight into the topic and therefore they are not further
enlarged in this context.
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4 A TAXONOMY OF MESSAGE-RELATED INTEROPERABILITY

PROBLEMS

This section proposes a taxonomy for message related interoperability
problems which will allow to structure the next section (that is, section 0) where
concrete interoperability problems from existing projects will be described as
well as the there from derived requirements and the chosen solutions (which, in
turn, will serve as basis for the proposed guidelines and best practices). This
taxonomy is presented, following the linguistic/theoretical interoperability
dimension (section 3.1). With respect to semantic and pragmatic
interoperability, we will follow closely the distinctions presented in Errore.
L'origine riferimento non e stata trovata. where a more detailed discussion
can be found.

A message is a limited amount of information which is sent from an information

source to a receiver. In the SOA context, the information source and the

receiver are mainly services, but may be also (service-oriented) applications,

components, (NEXOF-compliant) platforms, etc. As long as there is no need to

di stinguish them, the term Aslemessagee 0 wi | |
exchanging entities in a service-oriented system.

Main characteristics of a message are that it has a certain format and that it

transports a certain finite amount of information which also is referred to as the

message content. The format is defined by the syntactic of the message, which

can provide syntactical interoperability (see section 3.1.1). The discrete nature

of messages (that is, the complete Aconver s
interaction is split into fractions) makes messages distinct from a (continuous)

information flow. Obviously, it is not sufficient to restrict the considerations on

single messages alonei we have to consider also the fc¢
the entire amount of information that has to be exchanged is split into several

messages with possibly several diverse sources and receivers (see section

2.3). Hence, the taxonomy given here has also to consider message flows

(including their inherent concurrency) as well as single messages.

Within interoperability scenario with message exchange a common protocol for
making different domains/technologies able to interact seems the most reliable
solution. But using protocols don érdally eliminated interoperability failures. In
some cases they are the fault of poor implementations. In other cases, they are
purposeful failures, meant to ensure that third party equipment is not utilized in
a vendor's solution. However, in many cases the problem is with the
specifications. There are two primary specification problems that can cause
interoperability failure:

One problem is that a feature requires functionality that is not defined in any
specification. Therefore, the feature cannot be implemented in an interoperable
way. The second one is that a feature can be implemented in many different
ways. Each one is using different specifications or different call flows, and is
assuming different functionality in each participating component of the system.
However, each component in a particular deployment can choose a different
way, and therefore the overall system lacks interoperability.

NEXOF-RA AFP7-216446 AIT Report Alnteroperability of Message-based Service Interaction A P 2%oé 62

©)



NEXOF AR

reference architecture

Slightly simplifying, it could be said that problems identifying and understanding
the message format pertain to syntactic interoperability problems, the
interpretation of the message content is susceptible to semantic interoperability
problems, and from the message flow and, in particular from its concurrent
nature, pragmatic interoperability problems may arise.

Citation

fFour classes of conflicts that have to be taken care of when merging different
data sources (from Tolk, Muguira: The levels of Conceptual interoperability
model [/ also introduced in SISO é):

Semantic conflicts: The concepts of the different local schemata do not match
exactly, but have to be aggregated or disaggregated. They may only overlap or
be subsets of each other, etc.

Descriptive Conflicts: There are homonyms, synonyms, different names for the
same concept, different attributes or slot values for the same concept, etc.

Heterogeneous Conflicts: The methodologies being used to describe the
concepts differ substantially, e.g., one concept is described in the Unified
Modelling Language (UML), the other in the relational data model description
methodology IDEF1X.

Structural Conflicts: Different structures are used to describe the same concept,
e.g., in one local schema an attribute is used, in the other schema a reference
to another concept is used to describethesa me part ofreatityp&@ vi ew of

4.1 Syntactic Interoperability Problems

Syntactic interoperability is related with the capacity of interacting services to
identify every entity in a message. The two main problems that arise are that
(a) interacting services do not know the vocabulary (or part of it) used by their
interaction partners or (b) they know the vocabulary but do not know how to
interpret correctly the rules to build the message (that is, they do not understand
the grammar). The grammar for building a message defines the message
format.

4.1.1 Different Character Sets

Words are the units of the language defined by the grammar. The words are
composed of characters. The characters necessarily have binary
representations. The set of characters used in a language defines the
character set. Because the services are developed by humans, the vocabulary
has a visual representation that is understandable by humans. This fact forces
in several cases that the character sets used by two services are different. This
means we have the following cases:

e Interoperating services use different character sets
e Interoperating services use different character representations
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4.1.2 Incompatible Grammar

The vocabulary of a language defines the set of words that can be used in a
language. The grammar defines the rules how the words in the vocabulary can
be composed to build sentences, in the SOA context, to build messages. If a
word of the vocabulary used by a service can not be mapped into the
vocabulary of its interaction partner, this one can not interpret the message and
therefore can not interoperate. The same situation appears when the rules of
the grammars used by both systems are totally incompatible and it is not
possible for one service to interpret the message of the other service. This
means we have the following cases:

e Interoperating services use different vocabulary and there is no or an
incomplete mapping
e Interoperating services use different grammar

Incompatible grammar is related to syntactic interoperability problem. An
example for this can be shown in the context of message exchange by web
services: The message sender encodes data in a message using syntactic
rules, specified in some grammar. The message receiver decodes the received
message using syntactic rules defined in the same or some other grammar. If
the sender is using encoding rules which are incompatible to the decoding rules
of the receiver, it leads to mismatching message parse trees and problems
arise.

4.1.3 Grammar subset

The difference of this problem with the previous one is that one system is able
to know the grammar of the other system but not in opposite sense. This kind
of problem is typical when some service or standard evolves, but there are still
services that did not participate in this evolution for different reasons. This
problem affects mainly the service that has not evolved but at the end can affect
both of them. If there is no backward compatibility in the evolution the problem
will be the previous one. This means we have one problem but depending of
the point of view we have the following cases:

e Grammar of service A is a subset of grammar of service B
e Grammar of service A is a superset of grammar of service B

4.2 Semantic Interoperability Problems

The information conveyed by a message is a string of syntactic entities. Some
of them are necessary to parse the transmitted sequence of characters and to
define the context; others convey the proper message content. These syntactic

entities are referred to as N. s @améctyl s O

identifying all the symbols in the sequence of syntactic entities is a syntactic
interoperability problem. Semantic interoperability problems relate to cases
where interacting services either use the same symbols but associate a
different meaning with them; or they use different symbols but associate the
same meaning with them. That means that the interacting services use
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different mappings when they associate the symbols in the messages with the

real-world objects that are meant to be represented by these syntactic entities.

Based on this consideration and the convention that meaning is expressed by
Aconceptso (see i n parti secibnaBrl.2)ithre® méimMme ani ng
semantic interoperability problems can be identified: (a) the concept

interpretation mismatch, (b) the concept representation mismatch, and (c) the

confounding problem. They are described in the following sections (see 4.2.1,

4.2.2,4.2.3).

To answer such semantic misunderstanding glossaries are used. Glossaries
reduce the interpretation diversity of vocabulary and related data types. They
offer interacting services to look-up semantic of concepts or symbols. The
interacting services can so succeed in efficient unambiguous data exchange.

First, however, Figure 5s hal | demonstrate t hfer eccads ewitthhat
respect to semantics: this case is given, if all involved services use the same

symbol that represents an identical concept in their respective knowledge

spaces (that is, their respective universes of discourse). In a classical setting,

this can be achieved by convention i but propagating conventions and insisting

on their observation does not work well in the heterogeneous setting of service-

oriented systems, in particular if they are large and open.

_’L
( . \ . I
| service A : I service B |
I knowledge I I knowledge |
I space : : space :
)

symbol

USES/ \USGS

[ service A j [ service B j

Figure 5 Plain interoperability T trouble-free with respect to semantics

Figure 5 also shows that semantic interoperability is mainly concerned with the
following notions: services, symbols, concepts and knowledge spaces. For a
certain service, there are certain symbols associated with concepts in its
knowledge space. Interoperability problems arise if jointly used symbols do not
refer to the same concepts jointly used concepts are not associated with the
same symbol, or equally named concepts in different knowledge spaces are
defined inconsistently. In this context, it should be noted that concepts are
identified by their name.

4.2.1 Concept Interpretation Mismatch

Concept interpretation mismatch means that interoperating services use the
same symbol (syntactic entity) to refer to different related concepts. We
distinguish if the referred concepts are completely different or if they are
somehow related. This means, we have the following cases (see also Figure
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6):

e The interoperating services use the same symbol to represent concepts with
disjoint meaning

e The interoperating services use the same symbol to represent concepts with
overlapping meaning

e The interoperating services use the same symbol to represent concepts with
a meaning of different generality (the one concept includes the meaning of

the other concept)
conceptl

represents represents represents represents
representsT

symbol symbol symbol

represents

Figure 6 Concept interpretation mismatch

——_—— e —

sservice
knowledge
aoeds
abpajmouy|
90IAIBS ,

space

/
_____ s e AP -
represents represents

Figure 7 Concept interpretation mismatch: distinction with respect to the knowledge spaces of
the involved services

4.2.2 Concept Representation Mismatch

Concept representation mismatch means that interoperating services use
different symbols (syntactic entities) to refer to the same or closely related
concepts. We distinguish the following cases:

e The interoperating services use different symbols to represent the same
concept

e The interoperating services use different symbols to represent concepts with
overlapping meaning

e The interoperating services use different symbols to represent a concept
with a meaning of different generality (the one concept includes the meaning
of the other concept)
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represents / \represents p T T p representsf

represents

symboll symbol2 symboll symbol2 symboll symbol2

Figure 8 Concept representation mismatch

4.2.3 Confounding Conflict
As already stated above, concepts can be defined using other already defined
concepts. Confounding conflicts arise if concepts that abstract the same real-
world thing are defined differently

The interoperating services use differing definitions of the same concept
(confounding conflict). This leads to different meanings of a term in another
context or domain. For instance, the term conductor has a different meaning in
a music domain from in an electrical engineering domain. To solve this

mismatch, human intervention is required.
-
defines\ /jefines

Figure 9 Confounding Conflict

4.3 Pragmatic Interoperability Problems

As already said above, pragmatic interoperability problems arise if
interoperating services have a different understanding of the meaning of the
exchanged information (this leads to the semantic problems as described in the
previous section 4.2) or if there are differences in the interaction protocols with
respect to the exchanged messages. Here we distinguish (a) problems with
respect to message occurrence and ordering, and (b) problems with respect to
the content conveyed within the messages.

4.3.1 Message Occurrence and Message Ordering Problems
There are different types of Message Occurrence and Message Ordering
problems. The following section gives an overview with short examples over
the most important of those problems:
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>

— ack —> ack
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unexpected acknowledgement missing message
A sends a message B sends an acknowledgment B expects a
that is not expected to a message of A that is not message that is
by B expected by A not set by A

unexpected message

that is not sent by B

missing acknowledgement
A expects an acknowled-
gement of its message to B

Figure 10 Message occurrence problems and incongruent message types (synchronous vs.
asynchronous messages)

a d
a b — [
— ——» c
b —— —
_b> a > a > d
c +— a and b are
> message names

Figure 11 Protocol mismatch (message ordering problems)

Unexpected Message: One service (A) sends a message, which is not
expected by the receiver, service (B). A possible solution is to guide the
services through a Mediator, which forwards only messages, which are valid
for service B

Unexpected Acknowledgement: Service B receives a message from
service A whereupon it sends an acknowledgement, which is not expected
by service A. Again a Mediator could be set up, which forwards the
message from A to B, but does not forward the acknowledgement.

Missing Message: ServiceB expects a message from

send this message. A Mediator could send this message instead of A.

Missing acknowledgement: Service A sends a message to B and expects
an acknowledgement, which is not sent by B. So resolve this problem a
Mediator must receive the message from A and send the acknowledgement
when forwarding it to B.

Incongruent message order (protocol mismatch): If service A sends two
messages, but service B expects these two (or more) messages in a
different order, a Mediator has to store the first message until the second
message has arrived and forward both of them in the order, expected by B.
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4.3.2 Message Content Mismatch

— > X+y xry ¥
y T — >
— > (x) and (y) denote message content

(x+y) is the sum of the individual contents

Figure 12 Incongruence with respect to the expected number of messages

e Message combining: Service A sends two messages, X and y, but service
B expects just one message with the content of both. One solution for this
problem is to deploy a Mediator, which receives the two messages from A,
merges them and sends the complete message to B.

e Message splitting: Service A sends a message to B, which expects two
different messages. In this case the Mediator would have to receive the
complete message from A, split it into two messages and send both (in the
correct order) to B.

[ (x+y) (x) ) R (x+y)l (x) and (y) denote message content

(x+y) is the sum of the individual contents

Figure 13 Incongruence of expected message content

¢ Information overflow: Service A sends a message, which contains specific
information. Service B expects a message, which contains just a part of the
information, sent by A. The Mediator has to filter the message, sent by A,
and forward only the part expected by B.

e Information underflow: Service A sends a message which specific
information, but B expects more information. The Mediator has to complete
the message with information from another source or with a default value.

4.4 General Problems

Messaging standards are often used to avoid interoperability problems. Even a
lot of effort is spent for development of specification languages and techniques
not enough attention is given to the quality aspects of specifications. It is
unclear what determines a specificationd6 s qual i ty

It is, however, undisputed that interchangeable message structures, their
meanings, intentions and allowed interactions need to be specified and should
be the essential parts of interoperability standards. Furthermore, it is suggested
that model based specifications are of high quality since they are implementable
through MDA transformations (Model Driven Architecture transformations).
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5 EXAMPLES FOR INTEROPERABILITY PROBLEMS AND

SOLUTIONS
This section collects experiences from the following projects:

e The eEe Project (Tekniker)
e The KoBaS Project (Tekniker)
e The Poseidon Project (TH, ESI. TUE, TUD, VUA, UA, UVT, UT, NT)*?

In addition to the following particular examples, section 7 describes established
state-of-the-art guidelines and patterns.

Brief project descriptions are given in the following sections:

5.1 The eEe project

The acr onee [3R]eEeror espond to the Spanish ndef
eemaqui nao which becodnetso whreql itsrhan si-aftfei ci e
machined and refers to the devel opment of
intelligent electronic machine tools. The project is one of the largest research

projects in the field of machine tools funded by the Spanish Ministry of Industry,

Tourism and Trade (MICyT). The eEe project has four development tracks

which are called:

Eco-machine

E-machine

New processes i Multifunctionality
Precision and productivity

The projectds -machinmded rias k d &pihg tineeligent o deve
adaptive and autonomous machine tools with interfaces for advanced usage,

providing new control algorithms and reliable operation. In achieve this goal, a

new software has been developedtheso-c al | ed #fAbl ack boxo,

The @bl ac ks the defirtionsof higlo level rules concerning all variables
used in an advanced machine tool controller. These rules consist of two
clauses: the condition that has to be evaluated in a certain situation and the
actions that have to be taken if the condition holds. During the design of the
system special attention has been paid to interoperability and scalability aspects
in order to allow modular composition and thus support a great variety of
actions and functionalities.

The innovation driven by the project comes from the implementation of a Web
Services approach in an industrial automation context, both internally (allowing
the invocation of methods from any available Web Service) and externally by
providing a Web Service interface to other applications.

2 Thales TH, Embedded Systems Institute Eindhoven ESI, Technische Universiteit

Eindhoven TUE, Technische Universiteit Delft TUD, Vreije Universiteit Amsterdam VUA,
Universiteit van Tilburg UvT, Universiteit Twente UT, Noldus Technology NT
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5.2 The KoBaS Project

The KoBaS project (see [33]) aims at providing a breakthrough in the current
practices in the use of production machine, developing a set of tools of new
conception meant to provide an advanced task and process planning, based on
techniques such as Virtual Reality, 3D & Discrete Events Simulation,
Knowledge Based System and Finite Element Analysis, evolved, combined and
optimized in their interaction thanks to a new brand of innovative technologies
that are the main object of KoBaS. The approach is meant to be flexible,
adaptable, and scalable, to cope with the needs of a wide range of
manufacturing centres for a number of traditional but strategic industrial sectors
in Europe.

Thanks to this new core of innovative tools, the manufacturing machine itself
becomes intelligent, being able to provide, starting from the virtual model of the
goods to be produced and naturally interacting with the user, the actual goods.

These novel tools, for task and process planning, will be provided as services
(customized for every manufacturing machine) for less intensive R&D traditional
industrial sectors, by a Network of High-Tech SMEs constituted during the
project.

5.3 The Poseidon Project

The commission of the European communities has recently pushed for the
establishment of a European Network for Maritime Surveillance (see [26]).
Such a network will provide safe and secure usage of the seas around Europe,
integrated and coordinated maritime planning, research, climate control, and
sustainable development.

Thi s net wor k wi | | require the coop
agencies, and an efficient usage and integration of not only existing navigation,
monitoring and tracking systems, but also the systems in the respective
operations and control centres.

This new kind of large-scale component-based system, in which the
components have an operational entity of their own, and usually a managerial
entity as wel |l , -of-sy &h 309 dseed27]fi SgSsptesemts
considerable engineering challenges that have been acknowledged by the
Dutch Embedded Systems Institute and Thales Nederland. They have set up
the Poseidon research project [21], committed to devising engineering best
practices for developing, integrating and deploying such maritime safety and
security (MSS) systems.

Interoperability in the Poseidon project: Since a SoS usually consists of systems
of different vendors, their integration may not be straight-forward. This could
have various reasons, ranging from mismatching hardware connections to
different electrical signals, or deviating protocols for transmitting service
requests and data. Our primary focus is on the last item. Typically, when
setting up a connection between systems, the semantics of the transmitted data
is different, and the protocols are not compatible. In that case, adaptation must
be performed, either manually, or it can be assisted by means of automatic
protocol adapter generation [28].
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5.4 Syntactic Interoperability Problem: Different character
set (ASCII)

e Interoperating entities uses different character set or character
representation

¢ Interoperating entities uses different vocabulary

e Grammar of one entity is a subset of grammar of other entity

e Grammar of one entity is a superset of grammar of other entity

5.4.1 Problem Statement

In the Kobas project (see [33]) was addressed the next problem. A France
machine uses ASCII Latin character representation and a Chinese machine
uses Chinese ideographic

5.4.2 Derived Requirement(s)
Both machines have to understand the same character set.

5.4.3 Proposed Solution

The best solution is that the machine added value software using the standard
UTF-8 Character set. All known characters can be represented by this
standard.

When the system can be adapted to this character set a message translator can
be used to transform UTF-8 characters to ASCIl i.e. and vice versa.

5.5 Syntactic Interoperability Problem: Different Character
Set (Floating point number)

5.5.1 Problem Statement

For instance in the Poseidon project a component could be expecting a floating
point number of 64bits while another component uses a floating point number of
128bits.

5.5.2 Derived Requirement(s)
Both components have to understand the same floating point representation.

5.5.3 Proposed Solution

This is usually solved by having the interfaces precisely defined via a standard
interface description language (as, for instance, OMG IDL [23], Java interfaces,
XML Schema [25]), from which an adapter to convert from one format to the
other can be automatically generated. For the syntactic interoperability
problems, the adapters are relatively straightforward. Each adapter behaves
like a proxy between the client and the service, and converts each field of the
messages between the types used by the client and the one used by the server
(following generic conversion rules).
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5.6 Syntactic  Interoperability  Problem: Incompatible
grammar

5.6.1 Problem Statement

In the application of the black box developed in the eEe project [32], the black
box has to monitor the machine status and therefore it must read data values
from a Programmatic Logic Controller of Omron company. The black box uses
OPC XML-DA [46] standard to read data values. OPC XML-DA is an
application domain standard based on Ole for Process Control (OPC) but using
a web services interface. The letters XML-DA corresponds to Data Access
using XML.

Omron provides an OPC DA server but it does not provide OPC XML-DA
server. OPC DA is based on Microsoft DCOM technology.

5.6.2 Derived Requirement(s)
The black box is not able to communicate with the Omron OPC Server and it is
not able to read any data.

5.6.3 Proposed Solution

There are OPC XML-DA gateways provided by other companies that permit to
wrap OPC server and offer an OPC XML-DA interface. Wrappers are a generic
approach to provide other interfaces than the original one. The use of generic
wrappers is possible when we use standards. If we don not used a standard we
have to build wrapper for every system that we can interoperate.

There are two important problems associated to wrappers:

e Not always is possible to map both interfaces correctly
e There is a loss of performance

5.7 Syntactic Interoperability Problem: Grammar subset

5.7.1 Problem Statement

The surveillance module is the core of the black box developed in the eEe
project [32]. The surveillance module has to fire an action when some condition
is accomplished. The action is a web service invocation. This invocation is
done use SOAP 1.1 protocol.

In the application of the black box the action desired in one company is to send
a SMS to the responsible of the machine. There is a web service available to
do that uses SOAP 1.2 protocol. Another desired action is to send a e-mail to
the same person but the service available uses SOAP 1.1 protocol.

5.7.2 Derived Requirement(s)
An interoperable system has to support SOAP 1.1 and SOAP 1.2 because old
services use 1.1 version and new services use 1.2 version.
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5.7.3 Proposed Solution

There are software packages that build the web service interface layer
automatically, i.e. Apache Axis, Microsoft .NET or GSOAP. Because SOAP 1.2
is backward compatible there is no problem for these packages to build
interfaces compatible with both versions of the standard.

The developer has not worried about the accomplishment of these standards
because is ensured by the software package and also the implementation is
more reliable.

5.8 Semantic Interoperability Problem:; Concept

Interpretation Mismatch
The interoperability problems collected in this section are related to section
4.2.1. They are concerned with interoperating entities that use the same
symbol to:

e represent concepts with disjoint meaning
e represent concepts with overlapping meaning
e represent concepts with a meaning of a different abstraction levels

5.8.1 Problem Statement

For example in the Poseidon project the problem of inclusion of concepts was
encountered with two services which are part of Vessel Traffic Management
and Information Services. Theyares har i ng t he concept
receives the data broadcast by ships via radio and associates to this concept
only static properties (name, size, etc), while the other service displays the
movement of the ships on a map, and associates to this symbol also
information on ship movement (a list of all the positions and time the ship has
been observed).

5.8.2 Derived Requirement(s)
All services, including and sharing a concept of an entity, should have the same
properties of the entity and should deal with these.

5.8.3 Proposed Solution

In the project the main technique investigated to overcome the interoperability
problems is the introduction of "adapter" components [29]. Such a component
acts as a translator by providing a service compatible with the first component
and using adequately the service provided by the second component. This is
done by using an intermediary format (which is a superset of the formats used
by the two services) through which each service request and response is
translated. Given enough information about the behaviour of each service, the
data passed between the services, and the domain of work, it is possible to
generate automatically the adapter component. In case of data missing when
converting a concept into a more generic one, the adapter can either fill it with
default values or answer that the functionality of the service using this concept
IS not available.
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5.9 Interoperability Problem: Concept Representation

Mismatch
The interoperability problems collected in this section are related to section
4.2.2. They are concerned with interoperating entities that use the different
symbols to:

e represent the same concept
e represent concepts with overlapping meaning
e represent concepts with a meaning of different abstraction levels

5.9.1 Problem Statement
For example in the Poseidon project, such problem occurs when the unit of an
angle which is in radian in a message while expected in degree by a service.

5.9.2 Derived Requirement(s)
Message specification should have a syntactical part defining the data of the
message including its unit.

5.9.3 Proposed Solution

Using a fidatabase of uni t conversion

knowledge, permits to build automatically an adapter between the components.
This domain knowledge is written by the engineer in charge of the system
integration.

5.10 Interoperability Problem: Confounding Conflict
The interoperability problems collected in this section are related to section
4.2.3. They are concerned with interoperating entities that use:

¢ different definitions of the same concept (confounding conflict)

5.10.1 Problem Statement

Confounding conflicts involve equating concepts that are actually different. For
example, although two airlines might report the prices of their tickets as an
attribute price, the two concepts of price cannot be equated if one airline
includes taxes in the attribute value and the other does not.

5.10.2 Derived Requirement(s)
The concepts of the attributes should be described so that a mapping or
transformation could be executed.

5.10.3 Proposed Solution

Problems like this can be solved in particular by the Model-based mapping
pattern; which belongs to semantic conflict solution patterns during the
transformation:

The Model-based mapping pattern is applicable, when it is impossible or
impractical to create an ontology with shared meanings, or when
schema-level differences are a primary source of conflict, or when
combinations of data sources cannot be reliably predicted before run
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time or when a priori script generation and deployment is impractical.
The pattern requires an available model that explicitly defines the
meaning of one schema in terms of another (see [59]).

5.11 Interoperability Problem: Message Occurrence and

Message Ordering Problems
The interoperability problems collected in this section are related to section
4.3.1. They are concerned with interoperating entities that use:

e Unexpected message or unexpected acknowledgement
e Missing message or missing acknowledgement
¢ Incongruent message order

5.11.1 Problem Statement

In the Poseidon project, a typical example of such a pragmatic interoperability
problem is when a service receives a data without answering anything while the
client expects a return status (occurrence problem).

5.11.2 Derived Requirement(s)

Additional to the specification of messages (static message format / syntax and
semantic of the message data) the usage of the message as part of typical
sequences of messages should be specified. The expected behaviour within
communications (sequences of messages) by usage of the message should be
defined.

5.11.3 Proposed Solution

The usage of Petri nets to represent the behaviour/expectations of the
components permits to represent sequence of communications, from which an
adapter can be derived to re-order or, like in this particular case, insert
messages.

Our adapter specifications consist of (behavioural models of) the given services,
a behavioural property, and a Specification of the Elementary Activities (SEA).
The SEA describes (from a semantic perspective) the elementary building
blocks for the adapter. It consists of transformation rules on message types,
and describes which messages can be created, deleted and transformed. It is
represented using Petri nets with arc multiplicities. There are several ways to
obtain the SEA of a service. First, if a particular set of services is composed,
the rules may be simple enough to be specified manually. Second, if the
interfaces of the services are specified using technologies of semantic web or
ontologies, this information could be analyzed to create an SEA automatically.
Third, in an intra-organizational environment, there could be strict rules for
message names and types from which an SEA can be deduced. These, and
related techniques like semantic mapping [31], are research areas on their own;
in particular [30] presents an interactive approach to find and refine SEA-like
specifications for adapters using mismatch trees.

An adapter is a service such that the net that results after composition with the
given services is closed and satisfies the behavioural property (usually we seek
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for deadlock freedom). Furthermore, to ensure implement ability, an adapter
may only be constructed from the elementary activities described by the SEA.

5.12 Interoperability Problem: Message Format Specification
The following section was delivered by Francisco Diez (Tekniker).

5.12.1 Problem Statement: Message Format Specification

One system does not understand the other because they use different message
formats. It is a syntactic and pragmatic problem because it affects to
information representation and protocol knowledge.

This is corrected by the use of standards but everybody is not using the same
standard and/or the standard definition permits different message formats.

5.12.2 Derived Requirement(s)

e The system has to be adapted to different message formats.

e Development effort is higher

e Bug possibilities increase. It is necessary more test resources and reliability
decreases.

e There is a performance lost. Not suitable for high performance applications.

5.12.3 Proposed Solution

e Selection of a standard for message format specification. Web services
standards (WS*) are open, neutral and extended. WSDL, SOAP and WS-
are suitable for this problem.

e Complete and unambiguous set of rules to use standards correctly. The
implementations of different vendors and tools have different interpretations
of these standards.

e Exception handling specification.

e Conformance tests to ensure the correct implementation

e Open source tools to generate message handling according to the set of
rules

5.13 Interoperability Problem: Specialized Messages

5.13.1 Problem Statement

Data is exchanged using specialized messages, through messaging systems.
An example for such specialized messages can be found with the EDIFACT-
X400 message-based middleware. It forms the basis of the HL7 standard,
which is a collection of international standards for data exchange between
organisations and there computer systems operating in the healthcare domain.

The main problem with this approach is that message semantics are fixed,
resulting in poor adaptability, as new message field types must undergo a
normative process before they are implemented.

5.13.2 Derived Requirement(s)
Specification of messages should allow being easily expandable with additional
field types.
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5.13.3 Proposed Solution
Nowadays a popular solution is to use XML. The XML language allows
definition of messages with self-describing structures.

Even when this approach is sufficient in terms of the required data, most clinical
research projects can not afford such a solution, because of the required
development effort, and the necessary acquisition of adequate communication
and message-parsing.

5.14 Partial Interoperability and respective Measures
The problem of partial interoperability was by mentioned by Francisco Diez,
Tekniker.

Interoperability can be partial. Regarding semantic interoperability there are
two levels of partial semantic:

e unidirectional semantic interoperability
e Didirectional semantic interoperability of meaningful fragments

5.14.1 Problem Statement

Generally if the message format is not completely parsed the interoperability is
null but in some cases a system by design can assume a lost of information
when this lost is not real because is a consequence of a message mismatch.

5.14.2 Derived Requirement(s)

From messages which are not full semantic interoperable data as much as
possible should be detected, interpreted and meaningfully presented for further
processing.

5.14.3 Proposed Solution
Depending on unidirectional or bidirectional semantic interoperability there are
different proposed solutions.

Unidirectional semantic interoperability is achieved by using a deeper level of
data structure i.e. finer grained entries are structured and labelled. Of course
the way is determined by each interoperating system or the involved vendor. A
mapping is required in order for the receiving system to correctly match
imported data items with the corresponding equivalents in the local repository.
There may be a poor alignment of data values, resulting in the need for a code
mapping (translation) process to occur either at import or whenever data are
queried and retrieved. This solution is well-know for data migration from legacy
to new systems. However it is often a costly process, as many complex
mappings and data transformations have to be defined and implemented. This
approach is usually used to integrate whole repositories. It seams to be too
costly to implement for the transfer of single, individual messages.

Semantic interoperability of meaningful fragments is attained by agreeing and
sharing fine grained data structures between sender and receiver. The
mappings are attempted to be performed per data set for the received standard
message and not to attempt to receive messages from diverse source-system.
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The approach is scalable only to the extent that a library of predefined standard
messages can be developed and maintained.
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6 INTEROPERABILITY STANDARDS

In this section some of the most common interoperability standards (focused on

web services) are presented. These standards certainly enhance

i nteroperability, . bareachtfuli iatgroperabiitythe (samey ur e it
standards must be used and the implementations have to be interoperable.

The following is definitely not a complete list of standards, but only a part of it.

By the way,agap-anal ysi s woul dn dis poimtabkcausestieremse at t h
no problem examples which could be searched for.

6.1 Syntactic Interoperability: Standards

6.1.1 Interoperability Issues

6.1.1.1Basic Profile

1.1.1.1.1 Basic Profile 1.1/ WS-I / Final Specification

The Basic Profile 1.1 provides implementation guidelines for how related set of
non-proprietary Web Service specifications (i.e. SOAP, WSDL, UUID, XML)
should be used together for best interoperability.

This is the current ver sion of the Basic P
I nteroperability Organisationo

1.1.1.1.2 Basic Profilel.2 / WS-1 / Working Group Draft

The Basic Profile 1.2 builds on Basic Profile 1.1 by incorporating Basic Profile
1.1 errata, requirements from Simple SOAP Binding Profile 1.0, and adding
support for WS-Addressing and MTOM.

1.1.1.1.3 Basic Profile 2.0 / WS-1 / Working Group Draft
The Basic Profile 2.0 is an update of WS-I BP that includes a profile of SOAP
1.2.

1.1.1.1.4 Basic Profile Extensions
The following is a list of some examples out of more than 100 so called WS-Star
(WS-*) specifications, which extend the Basic Profile for additional features:

e Attachments Profile 1.0 / WS-1/ Final Specification
This Profile adds support for SOAP with Attachments and MIME bindings,
and is intended to be used in combination with the Basic Profile 1.1.

e Simple SOAP Binding Profile 1.0 / WS-I / Final Specification
This Profile is derived from those Basic Profile 1.0 requirements related to
the serialization of the envelope and its representation in the message,
incorporating any errata to date. This profile defined the way WSDL (Web
Services Description Language) is to bind operations to a specific transport
protocol SOAP. This Profile composed with the Basic Profile 1.1
supersedes the Basic Profile 1.0.

e Basic Security Profile 1.0/ WS-l / Board Approval Draft
Basic Security Profile defines the WS-I Basic Security Profile 1.0, based on
a set of non-proprietary Web specifications, along with clarifications and
amendments to those specifications which promote interoperability. Besides
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the Basic Profile, the Basic security Profile makes some recommendations,
intended to improve the security.
e REL Token Profile 1.0 / WS-1/ Working Group Draft
The REL Token Profile adds support for the Rights Expression
Language to the Basic security Profile 1.0.
e SAML Token Profile 1.0 / WS-1/ Working Group Draft
SAML Token Profile adds an additional security token (Security
Assertion Markup Language) type for use with Basic Security Profile
1.0.
e Conformance Claim Attachment Mechanism (CCAM) 1.0 / WS-I / Final
Specification
Conformance Claim Attachment Mechanism (CCAM) catalogues
mechanisms that can be used to attach Profile Conformance Claims to Web
services artefacts (e.g., WSDL descriptions, UDDI registries).

6.1.1.2Web Services Architecture / W3C / Working Group

Note

Web services provide a standard means of interoperating between different
software applications, running on a variety of platforms and/or frameworks.
This document (WSA) is intended to provide a common definition of a Web
service, and define its place within a larger Web services framework to guide
the community. The WSA provides a conceptual model and a context for
understanding Web services and the relationships between the components of
this model.

The architecture does not attempt to specify how Web services are
implemented, and imposes no restriction on how Web services might be
combined. The WSA describes both the minimal characteristics that are
common to all Web services, and a number of characteristics that are needed
by many, but not all, Web services.

6.1.2 Messaging Specifications

6.1.2.1WS-Addressing 1 Core 1.0/ W3C / Recommendation
Core provides transport-neutral mechanisms to address Web services and
messages. This specification defines XML elements to identify Web service
endpoints and to secure end-to-end endpoint identification in messages. |t
essentially consists of two parts: a structure for communicating a reference to a
Web service endpoint, and a set of Message Addressing Properties which
associate addressing information with a particular message.

6.1.2.2WS-Addressing i WSDL Binding 1.0 / W3C /

Candidate Recommendation
WS-Addressing i WSDL Binding defines how the abstract properties defined in
Web Services Addressing i Core are described using WSDL.

6.1.2.3WS-Addressing 7 SOAP Binding 1.0 / W3C /

Recommendation
WS-Addressing i SOAP Binding provides transport-neutral mechanisms to
address Web services and messages.
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6.1.2.4WS-Eventing / W3C / Public Draft
WS-Eventing defines a baseline set of operations that allow Web services to
provide asynchronous notifications to interested parties.

6.1.2.5SOAP 1.2 / W3C / Recommendation
SOAP is a lightweight, XML-based protocol for exchange of information in a
decentralized, distributed environment.

6.1.2.6SOAP Message  Transmission Optimization
Mechanism (MTOM) 1.0 / W3C / Recommendation

SOAP Message Transmission Optimization Mechanism describes an abstract
feature for optimizing the transmission and/or wire format of a SOAP message

6.1.3 Metadata Specifications

6.1.3.1 W3C XML Schema Definition Language (XSD) 1.1/

W3C / W3C Working Draft
XML Schemas express shared vocabularies and allow machines to carry out
rules made by people. They provide a means for defining the structure, content
and semantics of XML documents

6.1.3.2 Web Service Description Language (WSDL) 2.0 /

W3C / Recommendation
WSDL is an XML based language for describing Web services and how to
access them. It specifies the location of the service and the operations (or
methods) the service exposes.

6.1.3.3 WS-Policy 1.5/ W3C / W3C Recommendation
WS-Policy describes the capabilities and constraints of the policies on
intermediaries and endpoints e.g. business rules, required security tokens,
supported encryption algorithms, privacy rules).

6.1.3.4 WS-PolicyAttachment 15 / W3C [/ W3C

Recommendation
WS-PolicyAttachment defines two general-purpose mechanisms for associating
policies with the subjects to which they apply; the policies may be defined as
part of existing metadata about the subject or the policies may be defined
independently and associated through an external binding to the subject.

6.1.3.5 WS-PolicyAssertions 1.5 / W3C / W3C Working

Draft
WS-PolicyAssertions provides an initial set of assertions to address some
common needs of Web Services applications.

6.1.3.6 WS-MetadataExchange 1.1 / W3C / W3C Member

Submission
WS-MetadataExchange enables a service to provide metadata to others
through a Web services interface. Given only a reference to a Web service, a
user can access a set of WSDL /SOAP operations to retrieve the metadata that

describes the service.
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6.1.3.7 RDF/ XML Syntax Specification / W3C / W3C

Recommendation
The Resource Description Framework (RDF) is a language for representing
information about resources in the World Wide Web. This specification is
related to XML syntax.

6.1.3.8 RDF Vocabulary Description Language 1.0: RDF

Schema/W3C /W3C Recommendation
This specification describes how to use RDF to describe RDF vocabularies.
This specification defines a vocabulary for this purpose and defines other built-
in RDF vocabulary initially specified in the RDF Model and Syntax Specification.

6.2 Semantic Interoperability: Standards

6.2.1.1High Level Architecture HLA /IEEE 1516
The High Level Architecture (HLA) is a general-purpose-architecture for
distributed computer simulation systems. Using HLA, computer simulations can
communicate to other computer simulations regardless of the computing
plattorms. Communication between simulations is managed by a Run-Time
Infrastructure (simulation) (RTI).

6.2.1.20ntology Interface Layer (OIL) / W3C
The Ontology Inference Layer OIL is a proposal for a web-based representation
and inference layer for ontologies, which combines the widely used modelling
primitives from frame-based languages with the formal semantics and
reasoning services provided by description logics. It is compatible with RDF
Schema (RDFS), and includes a precise semantics for describing term
meanings (and thus also for describing implied information).

6.2.1.3Global Information Locator Service / USGS
GILS is a metadata format used by federal agencies, including science
agencies, to identify government resources at various levels. Required by OMB
Circular A-130 (Paperwork Reduction Act) and FIPS 192. GILS is also used
internationally.

6.2.1.40AI-PMH / OAI / 2.0
The Open Archives Initiative Protocol for Metadata Harvesting (referred to as
the OAI-PMH in the remainder of this document) provides an application-
independent interoperability framework based on metadata harvesting. There
are two classes of participants in the OAI-PMH framework:

e Data Providers administer systems that support the OAI-PMH as a means of
exposing metadata; and

e Service Providers use metadata harvested via the OAI-PMH as a basis for
building value-added services.

6.2.1.5XML Metadata Interchange / OMG
The XML Metadata Interchange (XMlI) is an Object Management Group (OMG)
standard for exchanging metadata information via Extensible Markup Language
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(XML). It can be used for any metadata whose metamodel can be expressed in
Meta-Object Facility (MOF).

The most common use of XMI is as an interchange format for UML models,
although it can also be used for serialization of models of other languages
(metamodels).

6.2.1.6Specification for a data descriptive file for

information interchange / 1SO 8211

Cancels and replaces the first edition (1985). It specifies an interchange format
to facilitate the moving of files or parts of files containing data records between
computer systems.  Specifies: media-independent file and data record
descriptions for information interchange; the description of data elements,
vectors, arrays and hierarchies containing character strings, bit strings and
numeric forms; a data descriptive file; a data descriptive record; three levels of
complexity of file and record structure; FTAM unstructured and structured
document types.

6.2.1.7Specification and Standardization of Data Elements

/1SO 11179
The ISO/EIC 11179 is a family of standards for informational and organisational
structure of metadata registries. It provides an international standard for
formally expressing the semantics of data elements in consistent manner. The
consistency allows interoperability.

6.2.1.8Universal Description, Discovery and Integration
(UDDI) 3.0.2 / OASIS / OASIS-Standard
Universal Description, Discovery and Integration (UDDI) defines a set of
services supporting the description and discovery of businesses, organizations,
and other Web services providers, the Web services they make available, and
the technical interfaces which may be used to access those services.

6.2.1.9Semantic Annotations for WSDL and XML Schema

(SAWSDL) / W3C / Recommendation
Semantic Annotations for WSDL and XML Schema (SAWSDL) defines a set of
extension attributes for the Web Services Description Language and XML
Schema definition language that allows description of additional semantics of
WSDL components

6.2.1.100WL Web Ontology Language for Services (OWL-

S) / W3C / W3C Member submission
OWL-S is an OWL-based Web service ontology, which supplies a core set of
markup language constructs for describing the properties and capabilities of
Web services in unambiguous, computer-interpretable form

6.2.1.11A Semantic Web Rule Language Combining OWL

and RuleML (SWRL) / W3C/ W3C Member submission
SWRL includes a high-level abstract syntax for Horn-like rules in both the OWL
DL and OWL Lite sublanguages of OWL. A model-theoretic semantics is given
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to provide the formal meaning for OWL ontologies including rules written in this
abstract syntax.

6.2.1.12Resource Description Framework (RDF) Concepts and

Abstract Syntax / W3C / W3C Recommendation
RDF Concepts and Abstract Syntax define an abstract syntax on which RDF is
based, and which serves to link its concrete syntax to its formal semantics. It
also includes discussion of design goals, key concepts, data typing, character
normalization and handling of URI references.

6.2.1.13Resource Description Framework (RDF) Semantics

/ W3C / W3C Recommendation
This is a specification of a precise semantics, and corresponding complete
systems of inference rules, for the Resource Description Framework (RDF) and
RDF Schema (RDFS)

6.2.1.14SPARQL Query Language for RDF / W3C / W3C
Recommendation
SPARQL can be used to express queries across diverse data sources, whether
the data is stored natively as RDF or viewed as RDF via middleware. SPARQL
contains capabilities for querying required and optional graph patterns along
with their conjunctions and disjunctions.

6.2.1.15Web Service Modelling Ontology (WSMO) / ESSI
WSMO working group / Final draft
The WSMO is ontology for describing semantic web services. It extends the
Web Service Modelling Framework (WSMF) and adds a formal ontology and
language.

6.2.1.16Web Service Modelling Language (WSML) / ESSI /
1.0
WSML is a language for modelling Web services, ontologies, and related
aspects, and is based on the Web Service Modelling Ontology (WSMO). The
formal grounding of the language is based on a number of logical formalisms,
namely, Description Logics, First-Order Logic and Logic Programming.
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7 GUIDELINES , PATTERNS, BEST PRACTICES
Generally it is always the best to adopt the standards, listed in the previous
chapter; but this must not be sufficient to create efficient, interoperable services.

The following Best Practices and Patterns are extracted from different papers;
they give an introductive overview over what has to be considered when
designing und using services.

7.1 Interoperability Problem: Different standards for same

issues
Often, there are different standards from different committees for one issue.

For example the Liberty Al FHFaandctbeOS- |1 dent i f

Federation both are about identify federation. These standards both use a
Security Token Service, but with different tokens. So it i sndt e
services are standardised, but you have to check which standards are
implemented.

7.2 Interoperability Problem: Different interpretations of

standards
However, the main drawbacks of relying on standards is that different
interpretations of the standard may have been used, resulting in still
incompatible services (often in subtle ways)

7.3 WS-I development Best Practices
To develop a WS-* -based web service it is recommended to hold the following
steps (for further information check source [52]):

1. Start creating your web service by implementing only the WS-BasicProfile
and test the interoperability deeply before implementing the WS-* features.

2. Always use the WS-BasicProfile 1.1 or 1.2 for basic Web Service
specifications. It is widely adopted and there is a lot of free (or also
commercial) software for testing the interoperability.

3. Once the BasicProfile is implemented and tested insert the WS-*
specifications, you need, one by one and test extensively after every new
implementation.

4. As a lot of the WS-* specifications are not final yet and the documentations
are not yet complete, search for samples or people who implemented similar
things, post in forums or communicate in any other way with people who
made experiences with WS-I standards.

7.4 Best Practice: Aligning Code and Contract

7.4.1 Problem: Code-first vs. Contract-First approach

The nfesva eontract-f i r st 06 question i s usual
be answered before starting to create any service. Some say, that the contract-
first approach guarantees best interoperability (which is not that sure, because
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not very many people are able to design a solid service contract), on the other
side is the code-first way more familiar to most software developers.

7.4.2 Solution: Hybrid approach

In[49J]a hybrid approach get 0idto combire thebestd ,

parts of both ways.

7.5 Pattern: Integrating Legacy Systems
When companies create new applications it is always necessary to integrate the
legacy assets, even if this is quite a lot of work ([56]).

7.6 Best Practice: Implement Multi-Binding Services

7.6.1 Problem with different versions of standards

A problem is that the standards are evolving and that there are standards,
which are not downwardly compatible. When different products use the same
standard but in different versions it can be, that they are not compatible.

For Example the Windows Communication Foundation (WCF) February 2006
Community Technology Preview (CTP) supports SOAP 1.1 and SOAP 1.2; but
nearly all bindings use SOAP 1.2 by default. If any WCF Service uses these
bi ndi ngs, it Cc a n dwvith the BEANWebLogia Sexver,i whieh
supports only SOAP 1.1.

Another example is the WS-Addressing specification, which exists in 4 different
versions: March 2003, March 2004, August 2004 versions and the version 1.0
(May 2006), which is split in three parts: one core specification and one

whi c

specification for each SOAP and WSDL. Thi s i sn6t only confusin

hard to handle.

Problems also can appear by installing service packages, which changes the
implemented standards. It might happen that thereby former interoperability
gets destroyed.

7.6.2 Solution: Multi-Binding

To avoid problems with different versions of standards it is recommend
implementing the service using multiple bindings per version of the protocol (for
further information check [49]).

7.7 Best Practice: Versioning strategy

7.7.1 Problem: version update could degrade interoperability

As services are evolving all the time, in many cases services are not
interoperable with each other all the time (which is equivalent to the LCIM
interoperability level 4). This can be very expensive and nevertheless
disagrees with the concept of services, which says, that services should be
maintained independent from each other.

NEXOF-RA AFP7-216446 AIT Report Alnteroperability of Message-based Service Interaction A P &2)0f 62

©)



NEXOF AR

reference architecture

7.7.2 Solution: Versioning strategy

To reach level 5 or 6 of the LCIM model, which guarantee interoperability over
the whole lifetime of the services a versioning strategy must be defined, which
considers the interoperability with existing service consumers. The best is to
i mpl ement only changes which donot
between services (compare [49]).

7.8 Pattern: Semantic integration

7.8.1 Point-to-Point integration

If there are different data sources, which have all a specific semantic meaning,
a translator is needed to ensure interoperability. With just two data sources the
translator just has to map the meanings of the first source to the meanings of
the second source. |If you there are i.e. four data sources, six different
translators are needed, and if one source changes three of them need to be
updated

Nevertheless the Point-to-Point integration is not completely useless. It can i.e.
be used to create a high performance connection.

7.8.2 Hub-and-spoke integration

In this solution every data source gets mapped to a logical data model which
can be instantiated as a canonical message model. If one data source
changes, just one mapping (from the changed data source to the dictionary) has
to be updated ([56]).

This is the less complex solution for networks with many different data sources.

7.9 Pattern: Participate in industry standards

There are a lot of industry standards dealing with interoperability. Participating
in these standards facilitate to take advantage of industry-wide best practices.
This reduces the cost of semantic interoperability within a company and
between companies ([56]).

7.10 Best Practice: Adopting the MVC

At design time the use of the widely accepted MVC (Model View Controller) is
perfectly valid. The difference is that we have to substitute the View layer but
an interoperability layer. This interoperability layer will permit that the service
can be improved easily in order to get a better integration with other services
without change the business logic or the service model.

7.11 Interoperability Problem: Long development time

Another problem is that it might take a long development time to modify a
service for a given standard. In particular when the integration of the services
must be done within a short period or that not all the services are under the
control of the integrator, solely relying on standard conformance is not realistic.
This is, for example, typical of runtime integration.
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At runtime if we can not change the behaviour of a service and we have to
integrate it with other existing service/s we have to use an intermediate service.
We have different pattern depending of which interoperability type we need [47];

7.11.1.1°70 Wr a p p 8yntactical interoperability
The wrapper adapts the message format from a service to other service
message format.

7.11.1.20 Tr a n s |- Semanticdinteroperability
The translator adapts the message content sent by a service to the content
needed by other service. This adaptation can include:

e Add information
e Filter information
e Adaptation to the context

71113 Pr ot oc ol 1 ARdgnmticantedoperability
The protocol adapter emulates the behaviour expected by the other service.
The functions of a protocol adapter can be:

Split one message in several messages.
Merge some messages in one message
Generate a acknowledge

Generate a request

Change the sequence of messages

Generally, it is necessary to combine two or three patterns. In fact, the most
basic adaptation will include a wrapper with a simple and fixed translator
embedded.

From another point of view the implementation of this pattern can be done point
to point or using a neutral intermediate model. The first approach has better
performance but the second approach has better scalability. In other words, if
the number and variety of services is low the first approach demands less
development efforts but when the number of cases grows, the cost of the
second approach is lower.
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8 INTEGRATION OF T HE PROPOSED GUIDELINES & BEST
PRACTICES WITH THE NEXOF CONCEPTUAL

ARCHITECTURE

Interoperability is a core feature of service interaction: services basically
operate by exchanging messages with each other. Thereby, they need to
under st and e a cdyges campletelysardd umambsgsously. Services,
however, are developed independently according to different standards and
techniques and, furthermore, standards are often used in different ways. This
clearly jeopardizes the interoperability between services. Therefore the NEXOF
conceptual architecture shows four levels of interoperability (see [54], section
3.2.4 Interoperability and figure 14):

NEXOF Component Level
NEXOF Platform Level
NEXOF Business Level
NEXOF Enterprise Level

Enterprise Level Interoperability

Business Level Interoperability

Platform Level Interoperability

Component Level Interoperability

Figure 14 NEXOF Conceptual Architecture i interoperability levels

The conceptual architecture view of the NEXOF Compliant Infrastructure is
organized according to the following separation of concerns:

Service T It addresses the underlying building blocks of SOA
Messaging i It enables services to communicate and interact
Discovery i It provides the bases for reuse

Process 1 It links services into business processes

Analysis T It enables continuous process improvement
Presentation 1 It incorporates people into the SOA equation
Management i It addresses service levels and governance
Security T It makes SOA reliable

Resources 1 It makes SOA effective

These concerns correspond to the top-level requirements

~

Al nteroper abi-Badegd 03 e rMeiscagilemnly elateddottheon o 1 s
concern Messaging and is located in the same layer than service creation,

messaging and composition. Of course, it is cross-cutting to the other concerns

as well.
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Figure 15 Figure 1 NEXOF Conceptual Architecture i Separation of Concerns

Consequently interoperability is a strong requirement for the NEXOF Reference
Architecture and can be found for example as a system requirement (see [54],
section 13.1.1 resource infrastructure requirements).

The NEXOF Reference Architecture is intended to underpin an open, ubiquitous
service ecosystem. Interoperability between independently developed and
deployed systems is an essential feature. To achieve interoperability for
bringing together such independent developed and deployed systems,
guidelines and best practises could be helpful. Therefore it is proposed to
develop NEXOF-RA specific guidelines and best practises seem to be helpful.
Therefore it is proposed to develop NEXOF-RA specific guidelines and best
practices which are adjusted to the architectural patterns of NEXOF-RA.
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9 CONCLUSIONS, LESSONL EARNT AND FUTURE WORK

The actual working period of the INTEROP Investigation Team started at the
beginning of 2009. The first working phase was characterised by high activity of
the team members. An initial draft of concrete objectives was discussed and
agreed. The structure of the document was developed and first contributions to
concepts, interoperability dimensions and a problem taxonomy were provided.
However, the team6 sactivity decreased and it turned out rather difficult to
extract interoperability examples and good practices from the projects of the
participants. Nevertheless three projects contributed fine examples and good
best practices. During this difficult phase of the team work the topic driver got
involved into other projects. Thus, so only until 03/2009, the team coordinator
could play the driving role in co-ordinating the collection of examples and best
practices, in providing input for the conceptual base and as writer of the
document. In addition, clear architectural guidance from work package 7 was
not yet within reach until 03/2009, too. Thus, team activities practically ceased
at this time. However, the results of the INTEROP Investigation Team are
documented in this report which the team started to write and which was
eventually finalized by Siemens alone. The report provides a survey of
standards related to interoperability in the context of message-based service
interaction, collects guidelines, best practices and patterns for the solution of
the messaging-related interoperability problems, and places the findings into the
context of the ensuing conceptual NEXOF Reference Architecture. As direct
consequence to this, the next step was the collection of requirements relevant
for interoperability, based on the experience of the participants. It was already
started in parallel to the definition of the document structure, according to which
the work onthe concrete tasks (see section AConc
was organised. As future activity the documented requirements need to be
compared and adjusted with the NEXOF-RA requirements identified by work
package 10.

Experience from the Open Process and the Investigation Team shows, that a
small team could lead to efficient team work; if a team, however, becomes too
small then there are not enough team members to support and hold up the
activity of the team. Four team members are obviously not sufficient to form a
critical mass.

There have been interesting proposals answ
Message-Based Ser vi ¢ endlmarty @asiioo papersnrélated to the
topic have been presented. Nine contributors of position papers were present
during the kick-off meeting. Thus expectations for a large and active group were
high; these expectations however got disappointed and the team suffered a
rather low participation during the actual working period. Additionally, the
collaboration turned out to be very time consuming and was subordinated to
other project work the team members had committed. For future work of
Investigation Teams, it is recommended to organize a face-to-face workshop to
improve the efficiency of the team. All in all the procedure seems not to be
efficient as could be, especially there was a too low focus and guidance was
missing. Now, after starting the top level pattern activity the integration of
Guidelines/Best Practices into the NEXOF Conceptual Architecture is much
clearer and easier. As the Investigation Team identified relevant pattern,
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guidelines and best practises a further future activity should be to extract these
patterns and integrate them into the NEXOF pattern system. In particular the
mediator pattern, by which communication between objects is encapsulated
with a mediator object, should be paid special attention and a NEXOF specific
mediator pattern should be developed. Of course, it should be part of an
interoperability guideline targeting on NEXOF-RA characteristics and special
features.

Future work should also focus on standards. Many interoperability problems
show that standards certainly enhance interoperability. But standardsd o n 0 t
produce interoperability automatically it and, even worse, they can be a source
of interoperability problems. Such interoperability problems are raised by:

Ambiguity in standard

Error in an implementation

Mismatch in profiling -- different choices of options in standard
Vendor adds non-standardised feature

Vendorest abl i shes mabhkpt implemeratiofn on
Unexpected combination of different standards

Competing standards

On the one hand NEXOF should give recommendations which standards
should be used to reach interoperability and on the other hand work package 9
could influence standardization activities which are within the focus of NEXOF
and contributing projects so that the support of interoperability is well supported.

Moreover, in order to support the usability of NEXOF-RA, it could be useful to
evaluate, whether it is valuable to define an interoperability process for NEXOF-
RA.

Regarding the results of the interoperability team, the main future task should
be a deeper evaluation of the interoperability models, patterns and guidelines
under the consideration of application domain and interoperability requirements.
A special focus should be on implementation issues.

The result should be a feasible interoperability model, guidelines and patterns
integrated in NEXOF-RA. Of course, requiring interoperability is not enough.
Degrees of interoperability can be:

e Architectural concept

e Project/demonstrator

e Tools/available architecture

e Operational interoperable environment

Some tools and interoperable scenarios to assess the degrees of
interoperability of any NEXOF-RA components could be very useful. This could
be part of work package 10.
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11 ACRONYMS

BPEL  Business Process Execution Language
CMU Carnegie Mellon University

COBOL Common Business Oriented Language
COTS Commercial of the Shelf (products)
DoD Department of Defense

EDI Electronic Data Interchange

EIF European Interoperability Framework
EJB Enterprise Java Bean

ESI Embedded Systems Institute, Eindhoven
JMS Java Messaging Service

LCIM Level of conceptual interoperability model
MDA Model Driven Architecture

M&S Modelling and Simulation

NT Noldus Technology

oSl Open Systems Interconnection

PHP PHP: Hypertext Pre-processor

SOA Service Oriented Architecture

SOAP  Simple Object Access Protocol

SCA Service Component Architecture

SEI Software Engineering Institute

SOslI System-of-Systems Interoperability
SQL Structured Query Language

TUE Technische Universiteit Eindhoven
TUD Technische Universiteit Delft

UA Universiteit Amsterdam

UvT Universiteit van Tilburg

uT Universiteit Twente

VUA Vreije Universiteit Amsterdam

WSDL Web Service Description Language
XML Extensible Mark-up Language

XSLT  XSL Transformation SQL

XQuery XML Query Language
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