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1 PATTERN ID-CARD

Name Distributed ESB in ESOA

Abstract This pattern represents the bridge
between two services which use
different protocols and/or datatypes and
need to interact. It is able to perform
those transformations needed in order to
enable interoperability

Level Abstract

Type Functional

Key Concerns Services,
Messaging

Credits Fco. Javier Nieto

Contact Fco. Javier Nieto

(francisco.nieto@atosresearch.eu)
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2 PROBLEM DESCRIPTION

In the current market context, there are a lot of aspects that companies rely on
their IT infrastructures, in order to improve their competitiveness. One of the key
aspects is the re-usage of their existing software and the integration of
heterogeneous systems, not only owned by the company, but also owned by
other companies, so they can collaborate closely.

The integration of existing software (legacy applications) is very important, since
some applications are expensive to be re-engineered and may be critical parts
of larger systems. This is a key aspect for facilitating re-use as much as
possible, decreasing the IT costs and reducing time-to-market when maintaining
existing systems and building new ones.

These existing systems and other external systems use to be heterogeneous,
using different protocols for communication (SOAP, HTTP, TCP messages,
CORBA, etc...) and different data types (same information expressed in
different ways), so interoperability becomes a complex or almost impossible
task.

It is necessary to provide the means for facilitating interoperability, so no matter
the protocols or data types used by systems which need to interact. Doing some
transformations and mappings between data types and protocols, it would be
possible to adapt the inputs and outputs required by each system. This way,
there is no need to modify the original software or even change the installation.

There are existing solutions for solving this kind of problems, such as how to
perform the transformations and mappings between protocols: the Enterprise
Service Buses (ESBs). Although they can provide more complex functionalities,
we intend to provide a generic enough pattern, according to the existing ESBs
and to the functionalities to be provided by other patterns in the overall NEXOF
Reference Architecture, avoiding overlapping and guaranteeing interactions
with some of them.
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3 FUNCTIONAL REQUIREMENTS

Existing ESBs are able to perform a lot of functionalities. Some of them are
even orchestration of services, containers for services and existing applications,
services management, etc...

In our context, this pattern will be focused only in the mediation activities to be
performed by the ESB, so it will be the responsible to transform and map
protocols and data types.

We define a mediator as an intermediate piece of software which enables the
communication between two heterogeneous Agents, by reconciling their
differences (which can be in data and protocol). Mediators will achieve their
objectives by applying the appropriate transformations to messages (using data
adapters and protocol adapters).

Due to this limitation in the scope of the pattern, the number of functionalities
offered is low:

e sendMessage: this functionality is used for sending a message, which
needs to be adapted, to another Agent. Original data types will be
transformed and the communication will be adapted to the protocols
required by the Agent receiving the message.

e addMediator: this functionality adds a new mediator to the system. It
may be a mediator for data types or for protocols.

e modifyMediator: this functionality is used for modifying an existing
mediator, in case it can be improved or a new version needs to be
provided.

e deleteMediator: this functionality is for deleting an existing mediator in
the system, in case it is not needed anymore.

System

modifyMediator

G X

Administrator Agent

deleteMediator

"

When sending a message, it may happen between Agents contained in the
same platform or between External Agents and Agents within the platform. The
mediation will only happen whenever necessary (in case the message sender
and receiver use different protocols and data types).
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The functionalities addMediator, modifyMediator and deleteMediator are part
of a higher level functionality defined in the E-SOA pattern, named
configureESB.

This pattern also provides some functionalities which are not related with the
core purpose of the pattern, but with the integration of the component within a
platform which would implement the E-SOA pattern. These functionalities are:

e getLoggedData: It returns the data logged by this tool.

e subscribeEvent: ilt allows a client to subscribe its interests to a type of
Event. The client will be notified every time an Event of that type occurs.

e configureMonitoringPolicy: It allows the monitoring tool to configure
the monitoring policy for this component.
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4 NON-FUNCTIONAL QUALITIES (QUALITY ATTRIBUTES)

This section provides an evaluation of some quality attributes, according to the
architectural decisions made for the pattern. The list of admitted quality
attributes has been extracted from the Quality Model for NEXOF-RA Pattern
Designing report [ref].

Availability

Buildability

Integrability

Interoperability

Modifiability

+| +| +| +| +

Adaptation to new operating
environments (Portability)

Performance (efficiency)

Recoverability +

Reliability

Resource Efficiency

Reusability

Scalability

Security

+| +| +| +

Testability

Usability

4.1 Rational

In the following text is described how the design choices of the ESB affect the
quality attributes identified.

Some attributes (such as availability, reliability, usability and resource
efficiency) are not affected by the decisions taken, since no mechanisms have
been included that take them into account, but the design does not affect them
negatively as well.

Buildability and Maintainability A The decomposition of the ESB into loosely
coupled sub-components with clear interfaces is positive for these quality
aspects. Each sub-component fulfils one functionality (playing a concrete role in
the transformation tasks), so it is possible modify or create the implementation
of a particular functionality without affecting the rest of the components.

Adaptability (Modifiability and Portability) A By separating the different
concerns of the message transformation (using mediation patterns), the system
can be adapted to fulfil new requirements or improve existing ones, by means of
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new algorithms. Moreover, even if there is a new context (requiring new or
different transformations), the pattern provides the means to add them. The
abstraction existing at this point enables a huge flexibility in the way and
formats to perform transformations.

Integrability and Interoperability A The ESB is the key component to enable
interoperability and, as result, the integrability between components. It provides
clear and simple interfaces for facilitating the integrability of the sub-system.
This fact, in conjunction with the capability for transform messages between
Agents, makes this pattern very positive for the Enterprise SOA pattern in
general.

Reusability and Testability A Thanks to the usage of interfaces and the
flexibility for performing transformations, it is easy to test and reuse the ESB in
new contexts without too much effort. There are simple mechanisms for
managing transformations and simple interfaces for accessing to the
functionalities, so these aspects are affected positively.

Scalability A In terms of transformations supported, the scalability of the ESB is
very good, as the mediation patterns and the functionalities for management
boost this aspect. In terms of number of calls to be executed, the design allows
an implementation of the components using threads, which would provide a
good response time as the number of clients increases.

Thanks to the interfaces related to security and monitoring components,
aspects such as security and recoverability are affected in a positive way, since
the external specialized components will be in charge of improving these
aspects and providing the required functionalities.

There is only one attribute that is affected negatively: Performance. This is
because the mediation patterns give more flexibility, but require the involvement
of components that forward operation calls to others. This implies to execute
some operations which are not directly oriented to solve the problem. At the
end, this affects to the response time.
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5 ASSUMPTIONS

There are a few assumptions for the correct operation of the pattern because of
external dependencies. The required interfaces will give a better idea of the
required methods from external components.

One of the assumptions is related to the authorization. This pattern requires that
an external Security Component will provide the means to check usage
authorization of the components in the platform. The required operation for
doing this is:

] isAutorized()

The ESB requires this operation from the tool that manages the security
of the system to check if the client has the rights to access provided
functionalities of the ESB component.

Distributed ESB
%
o
IR_ESB

+sendMessage(m: Message, a: Agent)
+notifyEvent{e: Event)
+isAutarized()

Another assumption is related to the relationship between Agents. It is expected
to be a communication between two Agents, which will provide the following
method, so anyone can communicate with them:

] sendMessage(m: Message, a: Agent)

The ESB needs that the target Agent will be able to receive the
Message. This method represents the mean to make possible that
communication with the target Agent.

When detecting errors and unexpected behaviours, it is possible to send events
notification and provide logging information. A Monitoring component will be
necessary to take advantage of these optional capabilities, fulfilling the required
interfaces for this purpose. The method for receiving notifications is:

] notifyEvent(e: Event)

Method necessary for receiving those events from the internal
components of the ESB, so the notifications may be re-sent to those
components subscribed.

Finally, there is an assumption about the legacy systems to be integrated
(legacy Agents). It is assumed that they will provide the necessary
programmatic interfaces, so they can be invoked externally by using the
mediators.
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6 SOLUTION

The diagram below shows the architectural choices made by the pattern to

desi gnESB&nn it he
pattern).
interfaces.

context
It introduces the components and their provided and required

of AEnterprise

Distributed ESB ()

IPE_EventsManager

+getLoggedData()

»)

IRE_EventsManager
+notifyEvent{e: Event)

+transformData{source: DataTyped, trReferénce: Transfow
+mediate(source: XMLSA, serviceA: WSDL, serviceB: WS

MediationManager

+subscribeEvent(et: EventType)
+configureMonitoringPolicy({actor: Actor, agent: Agent, p: Parameter([]) )

IRE_ProtodolMediator

EventsManager +sendMessage{m: Message, a: Agent)

DataMediator ProtocolMediator
1P ent+Manager
@ otifyEvent{e{ InternalEvent)
IP_DataM(;a?-‘or

©

IP_ProtocolMediator

+mapProtocol{m: Message, p: Protocol)

MessageHandler

Q
IP_MediationManager

I

IRE_MessageHandler

IPE_MediationManager

+addMediator{mdtr: Mediator)
+modifyMediator{idMdtr: int, mdtr: Mediator)

+findMediator{mi: Messagelnfo, a: Agent)

+isAutorized()

O

IPE_MessageHandler

+deleteMediator(idMdtr: int)

+sendMessage{m: Message, a: Agent)

O

IPE_ESB

+sendMessage{m: Message, a: Agent)
+deleteMediator(idMdtr: int)
+modifyMediator{idMdtr: int, mdtr: Mediator)
+addMediator{mdtr: Mediator)

c

IR_ESB

+sendMessage{m: Message, a: Agent)
+notifyEvent(e: Event)
+isAutorized()

IP_ESB

+getLoggedDatal)

+subscribeEvent{et: EventType)

+sendMessage{m: Message, a

: Agent)

+configureMonitoringPolicy{actor: Actor, agent: Agent, p: Parameter[])

The system also exposes provided and required interfaces to connect to other

systems.

6.1 Components Descriptions

The components of the architecture are described as follows:

6.1.1MediatorManager

The MediatorManager is in charge of the Mediators stored in the system. It has
to manage the Mediators (add, modify and remove) and provides the means to
find which is the best Mediator to be used when two Agents need to interact.
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The exposed operations are:
Provided Operations
| find Mediator (mi: Messagelnfo, a: Agent ). Mediator

Given the basic information of a Message and the target Agent of the
message, it provides the best Mediator to be used for doing the
necessary transformations to the original Message.

| addMediator ( mdtr: Mediator ): int

This method is for adding new Mediators to the system. The Mediator
object contains all the necessary information to determine the
transformations and the selection criteria for the Mediator.

] modifyMediator  (idMdtr : int, mdtr: Mediator ): int

It is mandatory to provide the means to modify existing Mediators, so this
method allows doing it.

| deleteMediator  (idMdtr : int )

In order to improve the scalability and performance, this method deletes
a Mediator, assuming it is expected not to be used anymore.

6.1.2DataMediator

This component is in charge of the transformations related to data types. It
receives a source data type and applies transformations in order to guarantee
the compatibility between Agents. The transformations can be related to
semantic issues (when different data types represent the same thing
conceptually) or to protocol issues (when it is mandatory to change the data
structures used because of the requirements of protocols used in
communication). The component allows translating part of the message or the
whole message, and performing known transformations or an ad hoc
transformation without a direct mapping of data types (exploiting semantics).

The exposed operations are:
Provided Operations

| transformData (source : DataType A, t rReference
Transformation ) : DataTypeB

It performs the required transformation in a message or part of it. It uses
as input the original data structured as DataTypeA (s) and applies the
given Transformation (t) to it (XSLT transformation or a reference to an
internally implemented transformation), obtaining the data structured in a
new DataTypeB.

| mediate (input : XMLSA, serviceA: WSDL, serviceB: WSDL ):
XMLSB

It mediates between two different services, relating parameters and XML
Schema defined in service A with those defined in service B. It is a
flexible transformation as it admits any data structures.
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6.1.3ProtocolMediator

This component is in charge of doing the proper mappings between the original
protocol used during the communication and the communication protocol to be
used. It will perform any transformation if needed and it will send the original
message to the target Agent using the required protocol. It might need to send
one or more messages, according to the type of protocol used.

The exposed operations are:
Provided Operations
] mapProtocol (m Message, p: Protocol )

It prepares the connectors for the provided Protocol and transforms the
original Message for adapting it to the new protocol to be used. At the
end, it will send messages to the target Agent.

Required Operations
] sendMessage(m: Message, a: Agent)

This component needs that the target Agent will be able to receive the
Message. This method represents the mean to make possible that
communication with the target Agent.

6.1.4MessageHandler

This component is the first contact point of the pattern. It receives the
messaged from the Agents and finds the best Mediators to be used, contacting
with the MediatorManager. Then, it launches the mediation interacting with the
DataMediator and delegates the final communication to the ProtocolMediator.

The exposed operations are:
Provided Operations
] sendMessage(m: Message, a: Agent)

This operation is used by an Agent that have to send the Message m to
the Agent a. It starts the mediation process in the ESB.

Required Operations
| isAutorized()

The component requires this operation from the tool that manages the
security of the system to check if the client has the rights to access
provided functionalities of the ESB component.
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6.1.5EventsManager

The

EventsManager centralizes any event which occurs inside the ESB

component, acting as the external interface for notifying errors and general
events to those external components which are subscribed.

The exposed operations are:

Provided Operations

i

getLoggedData()
It returns the data logged by this tool.
notifyEvent(e: Event)

This component requires this functionality to receive those events from
the internal components of the ESB, so the notifications may be re-sent
to those components subscribed.

subscribeEvent  (et: EventType )

It allows a client to subscribe its interests to a type of Event. The client
will be notified every time an Event of that type occurs.

configureMonitoringPolicy (actor: Actor, agent: Agent,
p[]: Parameters )

This operation configures the monitoring policies of the component. The
agent parameter allows to specify the concrete component to monitor if
the operation is called in a container (e.g. in the Service Runtime
Infrastructure Agent). The parameters allow to set up different policies 1
in form of metrics, quality of service parameters etc.d and events to be
monitored in the component. For example, it can be specified the style in
gathering data (push or pull), a time frame to gather statistics from the
component or the concrete QoS attributes to retrieve.

Required Operations

i

notifyEvent(e: Event)

This component requires this functionality to notify events to the clients
that have subscribed their interest though the subscribeEvent
method.

6.2 Functionality Descriptions
6.2.1SendMessage

Next picture shows how the components that participate to the realization of the
external functionality sendMessage are interconnected. This is a simplification
of the steps performed for launching a mediation, once a Message has been
received.
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