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1 PATTERN ID-CARD
Name
Abstract

Level

Type

Key Concerns
Credits

Contact

Gray-Box Database Replication

Describes an efficient replication
mechanism for databases outside the
database kernel that needs access to
the source code.

Abstract

Non-Functional-Cross-Cutting

Francisco Pérez-Sorrosal
Ricardo Jiménez-Péris
Marta Patifio-Martinez
Damian Serrano-Martinez

Francisco Pérez-Sorrosal
fpsorrosal@fi.upm.es
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2 PROBLEM DESCRIPTION

High availability and scalability are common requirements in current service-
oriented infrastructures (SOI). In order to provide high availability and scalability
for stateful services, it is necessary to provide these two features for the
persistent data at the service infrastructure level. The central component that
manages persistent data in SOls are databases (See Multi-Tier Transactional
Service Runtime pattern). They store and provide data that are crucial for many
services running in the upper tiers of the service-based infrastructure.

Regular databases fail to provide both availability and scalability. The failure of
the database component results in the unavailability of the data, and therefore,
of all the services that rely on this data. Regarding scalability, a database has a
limited capacity in terms of throughput. If this capacity is exceeded, then the
quality of service is drastically reduced. If the excessive load continues over
time, it results in the failure of the database component or the shedding of the
load, what results in the unavailability of the service.

The patterns related to DB replication (White-Box, Gray-Box and Black-Box DB
Replication patterns) precisely address these two requirements, availability and
scalability at the data tier of SOls.

This pattern describes the gray-box database replication approach.
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3 FUNCTIONAL REQUIREMENTS
This section is not applicable to non-functional patterns.

NEXOF-RA AFP7-216446 At e mp | at e Databasd Replication ADAA P & gof@l

@creative
commons



NEXOF FLE]

reference architecture

4 NON-FUNCTIONAL QUALITIES (QUALITY ATTRIBUTES)

Gray-Box Database Replication

Scalability

Availability

Applicability

ol O +| +

Maintainability

4.1 Rational

The main goal of this pattern is to use multiple instances of the database
running on different nodes coordinated by a DB replication protocol. By running
multiple instances on different nodes, it becomes possible to tolerate node
crashes and attain high availability. If the DB replication is performed in a smart
way, it also enables to scale. In order to attain scalability, first a read-one write-
all (ROWA) strategy is used. ROWA allows executing read only queries at one
of the replicas, consuming 1/N th (N being the total number of replicas) of the
replicated system capacity. ROWA enables scaling for read-intensive
workloads. Additionally, updates can be processed asymmetrically, that is, an
update transaction is fully executed only at one of the replicas, and the resulting
update tuples (a.k.a. writeset) are extracted and propagated to the other
replicas. Asymmetric update processing enables to scale for update workloads.

The applicability of the pattern i that is, the number and strength of assumptions
that must be taken into account in order to apply the pattern- must be also
considered. Finally, how the database replication pattern affects maintainability
(measured as the number of components that is required to modify and
maintain to apply the pattern) is another important quality attribute to take into
account.

Each particular DB replication pattern differs from each other in the tradeoffs
among the degree of scalability, applicability and maintainability.

The degree of scalability of this pattern is very high because the writeset
extraction is performed very efficiently (See Writeset Extraction Based on
Extended DB Interfaces pattern). This allows to attain a low ratio between the
cost of fully executing a transaction and only applying the updates for it, what
enables to scale update workloads.

The applicability of this pattern is considered neutral. This pattern requires
implementing the interfaces for writeset extraction in the database (See also
Writeset Extraction Based on Extended DB Interfaces pattern), so the database
source code must be available. This is possible in open-source databases. In
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commercial databases, these interfaces must be ordered on demand to the
specific database vendor. On the other hand, the required extensions are quite
localized and small, what makes it quite feasible in most cases.

Maintainability is also considered as neutral. With this pattern, only the DB
replication code (e.g. an external middleware) needs to be updated, what eases
maintainability. The database kernel is not impacted by the replication
functionality. However, the writeset extraction mechanism needs to be
introduced/adapted accordingly in order to be coherent with the rest of the DB
kernel.
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5 ASSUMPTIONS

The main assumption for this pattern is that data are stored in a database
component.

The database should provide an extended interface for efficient writeset
extraction.

<<subsystem>>
X

O

Extended DB Interface (WSExtraction)

+getWriteset(tid: Transactionld): Writeset
+setWriteset(tid: Transactionld, ws: Writeset)

Q Database

Standard DB Interface

Figure 1 Non-replicated data tier

Additionally, the DB source code should be available since it requires to be
modified.

The Standard Database interface provides the following operations:
| beginTx(pa: Provider Agent): Transactionld

The Database component starts a new transaction triggered by the
Provider Agent pa returning the transaction identifier that univocally
identifies the transaction in the Multi-tier Transactional Service Runtime.

] commitTx(tid: Transactionld)

The Database finishes successfully the transaction identified by the
corresponding tid , persisting the changes in state/data performed
during the transaction. The changes in state/data performed during the
transaction are accepted and must be visible in the Database for other
concurrent transactions.

| abortTx(tid: Transactionld)
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The Database finishes successfully the transaction identified by the
corresponding tid  discarding the changes in state/data performed
during the transaction.

read(pa: Provider Agent, tid: Transactionld, Q:
Query): Data

It retrieves the Data specified by the ProviderAgent pa running on the
Service Runtime in the context of the transaction identified by the
transaction identifier tid . The required data is specified by means of a
query q. It associates the data read in the transaction with TID tid with
the corresponding Provider Agent.

write(pa: Provider Agent, tid: Transactionld, d: Data)

It persists the Data d specified by the Provider Agent pa running on the
Service Runtime in the context of the transaction identified by the
transaction identifier tid . It associates the data written in the transaction
with TID tid with the corresponding Provider Agent.

setTrigger (name: TriggerName , def: TriggerDefinition ,
code: Tr iggerCode )

It allows to define a trigger with name name. A trigger is a procedure that
is executed when a condition is fulfilled on performing insert, update or
delete operations in the database. The concrete conditions and
operations are defined in the def parameter, and the procedure itself is
specified by the code in the code parameter.

unsetTrigger(name  : TriggerName )
It allows to remove the trigger with name name from the database.
inspectLog (range : LogRange) : LogData

This operation allows performing log mining. That is, to retrieve a part of
the database log specified in the range parameter.

The interface for writeset extraction must provide the following two operations:

i

getWriteset(tid: Transactionld) : Writeset

It allows an Agent to retrieve from the database the writeset for a
particular transaction identified by its tid.

setWriteset(tid: Transactionld, ws: Writeset)

It allows an Agent to apply into the database the writeset for a particular
transaction identified by its tid.
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6 SOLUTION

In this pattern, in order to achieve high availability and scalability of the
database component, replication is proposed. Database replication lies in
running the database at different nodes, coordinating them by means of a
replication protocol. There are many different replica control protocols but their
categorization is out of the scope of this pattern description.

High availability is attained by means of the redundancy introduced by the data
replication. In order to attain scalability, the redundancy of processing
transactions should be minimized. If all replicas execute everything, no
scalability could be obtained. The proposed pattern increases scalability by
combining two techniques: the read-one write-all (ROWA) approach and
asymmetric processing of updates. The former targets the improvement of
scalability for read-intensive workloads and the latter the scalability of update
workloads.

In the ROWA approach, read-only transactions are executed at any replica
locally without any further coordination with other replicas. Updates are applied
everywhere.

In the asymmetric processing of updates, an update transaction is executed at
one replica, and its updates are propagated and executed at the other replicas
either sometime during the transaction or after its commit. As transactions run
concurrently at the different replicas accessing the different copies of data
items, replica control needs to be coupled with concurrency control protocol in
order to provide the desired level of isolation for the concurrent transactions.
Clients, before accessing the database to inject transactional requests, need to
discover one of the replicas. This is done transparently by means of a replica
discovery mechanism (See Registry-Based Replica Discovery or Multicast-
Based Repilca Discovery patterns). The basic steps of the DB replication are
summarized in Figure 2*. The database proxy has been omitted for the sake of
clarity. Given a transaction, all its operations are submitted to one of the
replicas. Different transactions can be submitted to different replicas. When a
database replica receives an operation request, it executes it locally and returns
the response. At the end of transaction, if the transaction is read-only, it is
committed locally. If the transaction has updated the database, the updates
(and depending on the replica control protocol, also the identifiers of the objects
read), are propagated to the other replicas. A global serialization order must be
determined among concurrent transactions. This can be achieved by generating
a total order among all update transactions and then only allow transactions to
commit, if they can be serialized according to this total order. The mechanisms
that determine how this can be achieved can vary from setting distributed locks
to optimistic protocols that use a total order multicast and perform certification of
transactions.

! Note that while different replica control protocols might differ in the order and the details of the steps, the
described actions can be found in most protocols.
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Figure 2 DB Replication Example

The Gray-Box DB Replication pattern lies in between the White-Box and the
Black-Box DB Replication patterns. The pattern combines the good
performance of the White-Box DB Replication pattern and the advantages of a
middleware-based approach for replicating the data.

The middleware-based approach encapsulates the replication logic in a new
middleware component that is interposed between the client and the database
and called DB Replication Middleware. Furthermore, concurrency control is now
often implemented in both, the DB Replication Middleware and in the database
kernel, leading to its own complexity.

In this pattern, the DB Replication Middleware can exploit the performance of an

extended writeset extraction/injection interface implementation to perform its

tasks more efficiently (See Writeset Extraction Based on Extended DB

Interfaces pattern). The solution for this pattern is depicted in the following
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figure.

<<subsystem>>
Multi-Tier Transactional Service Runtime

% Database Proxy

g DB Replication Middleware
\@

Extended DB Interface (WSExtraction)

(@) — . _
+getWriteset(tid: Transactionld): Writeset
Standard DB Interface +setWriteset(tid: Transactionld, ws: Writeset)

N

Database

Additionally, this pattern also allows for an efficient execution of write operations
if updates are propagated by simply indicating the physical after-images of
updated records and by providing specialized methods to apply these changes
on remote replicas. This means that the writesets must be extracted in binary
form. Then, only the local replica has to execute the complete write operation
while the other replicas perform more efficient apply operations, freeing up
additional processing capacity.

The deployment diagram shown in Figure 3 depicts a scenario that includes a
replicated database following the gray-box approach. The database proxies are
distributed in the corresponding client nodes. In order to discover and connect
to the different DB Replication Middleware component, the database proxy
depends on a discovery component.
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Client Node Client Node Client Node

g Discovery Discovery Discovery
g Database Proxy g Database Proxy g Database Proxy

Database Node Database Node Database Node

DB Replication Middleware DB Replication Middleware DB Replication Middleware
I~ 1 ™~ ~1
Database Database Database

Figure 3 Gray-box replication pattern

In order to hide database replication to client applications, what is called
replication transparency, this pattern relies on a combination of the Transparent
Replication Proxy pattern and the patterns related to replica discovery (either
the Registry-Based Replica Discovery pattern or the Multicast-Based Replica
Discovery pattern). For example, the database connectivity component of the
client (e.g., a JDBC/ODBC driver) may implement the Transparent Replication
Proxy pattern. In this way, a client interacts with the database through this
enhanced database connectivity component. The proxy is able to transparently
discover the database replicas and connecting to one of them. From that point
on, that replica will execute the transactions locally for that client.

This DB replication pattern together with the Transparent Replication Proxy
pattern also handles failures and guarantee exactly-once execution. Upon a
failure of the replica processing the transaction for a client, the proxy detects it
and performs failover to another replica. We want to outline solutions for two
cases; first, when each operation is a single transaction; and second, when a
transaction consists of several operations. In both cases, we assume that
replica control propagates all updates a transaction has performed to remote
replicas in a single message at the end of transaction just before the transaction
is committed locally.

For single-operation transactions we can distinguish several cases. (1) The
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failure occurred when the client had no outstanding request. Then, nothing
special has to be done. The proxy simply sends the next request to the new
replica. (2). If the failure occurred when there was an outstanding request the
proxy resubmits the request to the new replica. The new replica might have
received the updates before the failure or not. If it has, it should simply return
the outcome of the transaction (it either committed or aborted due to conflicts).
If it has not received the updates, it will simply execute the transaction as a new
transaction. In all cases, each request leads to one transaction executed in the
system.

For multi-operation transactions, there exist several solutions. Here it is outlined
only one. The proxy keeps track of all operations of the current transaction and
the responses it receives. It can discard them when a transaction terminates. In
case of a failure, we can distinguish the following cases. (1) The failure
occurred when no transaction was active, i.e., the last response the client
received was a commit confirmation. Then, the proxy simply submits the
operations of the next transaction to the new replica. (2) The failure occurred
while a transaction was active, i.e., the client has an outstanding read or update
request. In this case, the proxy can resubmit all requests to the new replica,
replaying transaction execution. If it receives the same responses as in the
original execution, execution can resume where it stopped before the crash. If
not, the transaction must be aborted. (3) The failure occurred when the client
had submitted a commit request but before the failed replica responded. In this
case, the proxy resubmits the commit request to the new replica. The new
replica might have received or not received the updates from the failed replica
before the failure. In the first case it can simply return the outcome of the
transaction (which was either committed or aborted) to the proxy. In the second
case it should return an abort as it does not know about this transaction. Then,
the proxy will continue as under (2).
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7 RELATIONSHIPS TO OTHE R PATTERNS

This pattern is an alternative to other database replication patterns shown in the
figure below. Each pattern has different assumptions and tradeoffs in terms of
non-functional attributes.

1
Multi-Tier
Transactional
Service Runtime
=
'3AppI|Cab|7Ta/ iSApplicab&To \ApplicableTo
1 1 1
Black-Box DE Gray-Box DE White-Box DB
Replication Replication Replication

As we have outlined in the previous section, this pattern relies on the
Transparent Replication Proxy pattern applied to the database connectivity
component (the DBProxy, for example a JDBC or ODBC driver) to provide
replication transparency.

Additionally, the connectivity component implements the connection to the
replicas based on any replica discovery pattern (that is, Registry-Based Replica
Discovery or Multicast-Based Replica Discovery).

The pattern relies on writeset extraction/injection interface (exposed by the
Trigger Writeset Extraction, Log Mining Writeset Extraction and Writeset
Extraction Based on Extended DB Interfaces patterns) for getting the data to be
replicated.

As it has been pointed out, this pattern relies on the features provided by the
Writeset Extraction Based on Extended DB Interfaces pattern.
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8 RELATIONSHIPS TO COMPONENTS CATALOGUE

The following sections detail the relationships of the components of this pattern
with regard to the NEXOF Reference Architecture.

8.1 Abstract Components
This pattern is related to the Database abstract component of the NEXOF-RA.

The gray-box database replication approach requires an external middleware
component connected to the database that includes the replication logic. This
component is called Database Replication Middleware in the NEXOF-RA.

8.2 Concrete Components

Some of the most well-known concrete database system components available
these days are:

e Microsoftdés SQL Server [ MSS]
e Oracle [Ora]

e | BM6s DB2 [ DB2]

e Sybase [Syb]

e PostgreSQL [Pos, PosR]

e MySql [MyS]

o &

However, the external interfaces required to perform writeset extraction are not
provided by database vendors in order to avoid other companies to develop
replication solutions on top of their products.

With regard to scientific/technical related work, examples of gray-box database
replication components performing replication on top of open-source databases
with extended interfaces can be found in [LKPJO5, PJKAOQ5].
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9 RELATIONSHIPS TO STANDARDS CATALOGUE

Regarding to databases, the most well-known and used currently in enterprises
are relational databases. In relational databases, the SQL standard is the de
iure standard.
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10 APPLICATION EXAMPLES

DB replication can be used in any scenario where availability and/or scalability
of data management is needed.

One of the applications of this pattern is to increase the availability/scalability of
service registries.

Another application is in the context of multi-tier architectures in order to
overcome the typical DB bottleneck. This scenario is described in detail in the
following figure (Figure 4).

The configuration presented below models a gray-box or a black-box replication
approach.

Clients connect to a single instance of an application server providing the
application services. The services running in this component extract/inject data
from/into a replicated database (its bounds are marked with a dotted line).
However, for the application server instance the data tier does not appear as
replicated. On the one hand, this is achieved by means of the Transparent
Replication Proxy pattern implemented for example at the ODBC/JDBC driver.
Read-only requests can be redirected to any database replica. Update requests
are redirected to a particular database instance. On the other hand, the
replication logic of the database instance i that is, the particular protocol or
algorithm located in the replication middleware- replicates the changes
produced in updated transactions to the other instances in the data tier. Thus,
by means of the features provided by both, the driver and the replication
middleware, the application server is virtually connected to all the instances of
the database, despite it is connected to only one.
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