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Monitoring in Enterprise SOA

Monitoring is an essential task for
decision making in Enterprise-SOA
at all levels, from the running
services and applications, to the
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computational resources. This
document offers a top-level pattern
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monitor the elements included in
NEXOF-Compliant  Infrastructures
(NCI).
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2 PROBLEM DESCRIPTION

Enterprise SOA systems are inherently complex. This complexity is due to the
great amount of software and hardware components -called computational
resources- that conform a service oriented infrastructure. The service-oriented
business applications and services running on top of the infrastructures may
also be complex or participate in a more complex structure by consuming other
services. In order to deal with this inherent complexity, some form of control is
needed. Moreover, these applications and services must guarantee certain
quality of service (QoS) to their consumers (clients). Monitoring is mainly used
to make management decisions. Thus, in order to control properly all these
components and guarantee the required Qo0S, it is necessary to
observe/monitor their state and behaviour.

Therefore, as it has been stated before, in a SOA monitoring is needed at three
different levels:

e Application/Service level i Monitoring at this level allows to manage the
functional software components -called Business Agents- that conform
the business logic and also make decisions on the underlying
infrastructure (e.g. adding new services to the infrastructure). So, this
task is necessary for example to guarantee the SLAs between service
producers and consumers. It may be also necessary to monitor the static
Software Components (programs) from which the agents are created (for
example, to monitor the creation or deletion of agents) and the QoS of
the Service provided by an agent.

e NEXOF Compliant Infrastructure (NCI) level 7 In this level is considered
the monitoring of the software components that constitute the NEXOF
infrastructure such as designers, ESBs, runtimes, registries etc. These
elements are called Infrastructure Agents and provide basic services to
the service-oriented applications and services running on top of a NCI.
Monitoring these components may help in making decisions about what
are the required computational resources to guarantee a certain QoS for
the services running on top of the NCI.

e Computational Resource Infrastructure level i Monitoring at this level
allows to manage the hardware and software resources (e.g. hosts,
network components, virtual machines etc.) that constitute the substrate
on which the NCls run. Managing Computational Resources is necessary
to ensure that the underlying infrastructure offers the required QoS to the
services of the NCI.

So, to summarize, it is necessary for an Enterprise SOA to monitor all its
components i from the business services to the underlying infrastructured in
order to achieve a correct operation of the whole enterprise system and
applications.
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3 FUNCTIONAL REQUIREMENTS

The following use-case diagram (Figure 1) shows the functional requirements
related to monitoring that this pattern meets.

O System
.« .  \
Administrator X configureComponent
getMonitoredData
/ subscribeEvent
K notify Event
Agent

Figure 1 Functionalities provided by the Monitoring Tool for ESOA

configureMonitoringPolicy: This functionality allows to configure the
monitoring policies and features of the Enterprise SOA infrastructure and
business components.

getMonitoringData: This functionality returns the data of the system that
needs to be monitored. It allows recovering both, the functionality of the
applications and services running on top of a SOA infrastructure and the
functionality of the computational resources provided by a SOA
infrastructure.

subscribeEvent: It allows an agent to subscribe its interests to different
types of events produced in components.

notifyEvent: Eventually, the agents that registered interest in events are
notified every time an event occurs.
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4 NON-FUNCTIONAL QUALITIES (QUALITY ATTRIBUTES)

The following table summarizes the quality attribute the pattern affects.

Availability +

Maintainability +

Performance (efficiency) -

Scalability/Adaptability +

4.1 Rational

In the following text is described how the design choices of the Monitoring Tool
affect the quality attributes identified.

Maintainability A The maintenance of the components of the Monitoring Tool
of the NEXOF Compliant Infrastructure is eased by decomposing the Monitoring
Tool into loosely coupled sub-components. Each sub-component fulfils one
functionality (playing a concrete role in the monitoring tasks), so it is possible
modify the implementation of a particular functionality without affecting the rest
of the components.

Availability A By means of the decomposition of the Monitoring Tool the
availability of the monitoring service can be also improved. The Monitoring Tool
itself can monitor its own components. In this way, a failure on an agent
implementing a particular role can be detected. This failure can be notified to
the management component of the NEXOF Compliant Infrastructure, so the
system can react to the failure and launch another agent providing the same
service on a different computational resource.

Performance A The monitoring tasks may affect negatively (degrade) the
performance of the services provided by an E-SOA. However, the functionality
provided by the Monitoring Tool for performing the monitoring tasks has been
decomposed in two different approaches in order to select the most appropriate
one depending on the requirements of the service consumer. The Pull approach
is used when it is necessary to monitor explicitly an element of the system
without affecting too much the performance. The Push (publish/subscribe)
approach affects negatively the performance because it requires more
resources and interactions with the infrastructure. However, it allows reacting to
events produced on the elements of the system, what can be used to improve
other quality attributes as it has been stated above.

Adaptability (Modifiability and Portability) A By separating the different
concerns of the monitoring task, the system can be adapted to fulfil new
requirements. Also by abstracting the two different approaches of monitoring by
means of a well-defined interface, the adaptability of the system is also
increased. This interface also allows connecting in cascade several monitoring
components to ease the control of the Enterprise SOA infrastructure.
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5 ASSUMPTIONS

This section describes the context where the proposed pattern is applicable.

Monitoring Tool Component

~N
S

IR Monitoring Tool

+configureComponent(a: Actor, sc: Software Component, p[]: params)
+getLoggedData(sc: Software Component, e: Event)
+isAuthorized(a: Actor, sc: Software Component)

+subscribeEvent(a: Agent, sc: SoftwareComponent, e: Event)
+notifyEvent(sc: Software Component, e: Event)

Figure 2 Functionalities required by the Monitoring Tool for E-SOA

The diagram in Figure 2 shows the functionalities required by the Monitoring
Tool from other parts of the system before it makes sense to apply the pattern.

The proposed pattern is applicable in a context where the following
functionalities are provided:

| configureMonitoringPolicy: this functionality is required by the
Monitoring Tool in order to configure the monitoring policies of the
components that need to be observed.

] getLoggedData: this functionality must be provided by the components
that are able to be monitored explicitly in order to extract monitoring data.
The functionality must return the data specified by the consumer from
applications and services running on top of a NCI, the NCI components
and the computational resources of the E-SOA infrastructure.

] subscribeEvent: this functionality is required by the Monitoring Tool in
order to be notified when some events are produced by particular
components.

] notifyEvent: this functionality is required by the Monitoring Tool in order
to notify events to the clients that have subscribed their interest though
the subscribeEvent method.

] isAuthorized: this functionality is required by Monitoring Tool in order to
check if the clients have the rights to access the monitored data from the
components.
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6 SOLUTION

The Monitoring Tool is the component that allows to observe the state (e.g.
attributes/features) and behaviour (e.g. events) of the Software Components,
Business Agents and Services existing on an Enterprise SOA system. This
component also allows to monitor the resources of the infrastructure; in
particular it allows to get useful information about the different components of
the system, both software (Infrastructure Agents) and hardware (Computational
Resources), i.e. the registry, the ESB, the runtime, hosts, communication links
etc. In order to accomplish its task, the Monitoring Tool gets logged data from
the runtime components and agents and from the computational resources that
compose the enterprise SOA™.

6.1 Monitoring Alternatives

There are two style alternatives for this pattern in order to perform the
monitoring task on a component depending on the request originator (either the
originator is a part of the system acting as a client or as a server): Pull and
Push. Both alternatives can be used independently or co-exist in the same
system architecture.

6.1.1Pull Monitoring (Reactive Monitoring)

In the Pull monitoring, the request for monitoring a component is initiated by the
actor (client). That is, an actor (or any other requester agent) sends a specific
request for getting information about a particular component to the Monitoring
Tool. Upon receiving the request, the Monitoring Tool, checks the security
policies of the actor with regard to the particular component (e.g. if he/she is
allowed to get information from the component), and finally delegates the
request to the concrete Enterprise SOA Infrastructure Agent (e.g. Service
Runtime, GUI Runtime etc.) in order to retrieve the logged data for the desired
component.

For example, with this alternative, when the system administrator considers that
a service component must be monitored, he/she will perform a request directly
to the Monitoring Tool asking for the information of that particular service. The
next figure (Figure 3) shows in more detail how the components interact to
monitor a service using the Pull approach.

! From that point on, we will refer to computational resources also as components.
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Monitoring Tool : Infrastr re Agent rity Tool : Infrastri re Agen rvice Runtime : Infrastri re Agen

sd Monitoring Service (Pull) )

Authorization passed &
for user administrator

1: getMonitoringData(administrator:(Actor, service: Agent, f[]: Parameters)

2|: isAuthorized(administrator: Actor, service: Ageeft)

1 7]

3 L

4 : getLoggedData(servicef Agent, p[J: Parameters)

Y

Figure 3 Monitoring a service (Pull)

In the previous figure, an actor (in this case the system administrator) sends a
message to the Monitoring Tool in order to get information from a particular
service. Upon receiving the message, the Monitoring Tool checks if the service
information can be obtained by the particular actor, in this case the system
administrator. Finally, if the authorization is obtained, the Monitoring Tool asks
the Service Runtime where the particular service is running for the monitoring
information required.

6.1.2Push Monitoring (Proactive Monitoring)

In this alternative, the monitoring information about a component is originated in
the component itself. Previously, an actor (e.g. a system administrator) or any
other requester agent (e.g. an autonomic management tool) has manifested
interest in monitoring a particular component/agent. In this case, the Monitoring
Tool provides an operation to register the interest from clients in particular
components/agents and manages a data structure that allows to correlate each
component/agent with the clients that want to stay informed about the possible
events that occur in the component/agent.

The monitoring system is notified when events occur in each component in
order to deliver information to the client (agent) that has requested monitoring
information in a particular component. Then the Monitoring Tool checks the
clients registered to that particular event and sends them a notification message
(e.g. implementing the publish/subscribe or observer pattern [GHJV95,
BMRS+96]).

As an example of this pattern, when a system administrator considers that a
service component must be monitored, he/she will register first that component
in the Monitoring Tool using the provided operation by the interface. Eventually,
the system administrator will be informed by the Monitoring Tool. The following
figure (Figure 4) shows more details of the previous scenario using the Push
approach.
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% |

: Administrator

I e B S——

seq Monitoring Service (Pugh) )

Authorization passed for &
user administrator

1: subscribeEvent(administrator: Actor, service: Agent, e: Event)

isAutorized(administrator: Actor,}ence/gelt

L

)

4 : subscribeEvent(monitoring togl: Actor, service: Agent, e: Event)

7

5

6 : subscribe(a:|Actor, [service: Agent, e: Event)

sends a message to the

Upon an event is triggered, the component
Monitoring Tool

message 8 : notifyEvent(service: Agent, e: Event)
that has interest in
the event e in the service

/

10 : notifyEvent(seryice: Agent, e: Event)

The Monitoring tool sends a - /
for every actor ™

9} getSuibscriptors()

Figure 4 Monitoring a service (Push)

First of all, the administrator user (actor) manifests its interest in monitoring a
particular event on a particular service to the Monitoring Tool. Then, the
Monitoring Tool checks if the actor is authorized to monitor the particular
service. If the administrator is authorized to monitor the service, the Monitoring
Tool subscribes its interest for the event in the service runtime and also
registers in itself the interest of the actor (administrator) in that event, in order to
notify him/her when receiving events from the Service Runtime.

Upon an event occurs in a component, the component notifies the service
runtime and the Service Runtime notifies the Monitoring Tool. Then, the
Monitoring Tool retrieves the actors registered in that particular event. Finally,
the Monitoring Tool sends a notification to each registered actor.

6.2 Components of the Monitoring Tool
The Monitoring Tool can be decomposed in the components shown in Figure 5.
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<<slbsystem>>
Monitoring

Log Manager

: 0

IP Log Manager IP Statistcs Manager
gent) i y(actor: Actor, agent: Agent, p[J: Parameters)
#setStats(s: Statf) +gethlonitoringData(actor: Actor, agent: Agent, p[;: Parameters)

Statistics Manager @
e
>7 PP Statisflcs Manager

IR Statistics Manager #putMopftoringData(d: Data)

+isAuthorized(actor: Actor, agent: Agent)
+configureMonitoringPoicy (actor: Actor, agent: Agent, p[: Parameters)

IPP Publish/Subscriber Manager

#setStats(s: Stats) O

R MUMW PublshiSubscribe [ P o Too
*CDﬂ[‘sufe?g'a“f?'ﬂgpﬂ‘?(amﬂ ASOL u SOY)W e Pﬂm e O +configureMontoringPolicy (actor: Actor, agent: Agent, p[: Parameters)
+getLoggedData(agent: Agent, p[: Parameters) , agent: Agent,
+\gsAumgugnzen[am? Amrgpﬂ Ppauyarm\ers) R PublshiSubscriber Manager —— +getMonitoringData(actor: Actor, agent: Agent, e: Event)

" Publish/Subscriber Manager +subscribeEvent(actor: Actor, agent: Agent, e: Event)

+subscribeEvent(actor: Actor, agent: Agent, e: Event)

+notifyEvent(agent: Agent, e: Even)
+notilyEvent(agent: Agent, e: Event) yEventlagent: Agé )

+isAuthorized(actor: Actor, agent: Agent)

+notityEvent(agent: Agent, e: Event)
subscribeEvent(agtor: Actor, agent: Agent, e: Event) yRen(egent Ay )

PP Collector

#subscribeEvent(actor: Actor, agent: Agent, e: Even]
#getMonitoringData(agent: Agent, p[J: Parameter

IP Collector

Collector
| E—

IR Collector +notfyEvent(agent: Agent, e: Event)

+getLoggedData(agent: Agent, [ Parameters)
+subscribeEvent(actor: Actor, agent: Agent, e: Event)

Figure 5 Components of the Monitoring Tool

As it is shown in the figure, the operations provided by the interface of the
Monitoring Tool are the following:

] configureMonitoringPolicy (actor: Actor, agent: Agent,
p[]: Parameters )

These operations allow an actor of the system to configure a component
in order to be monitored. Both Business and Infrastructure Agents can be
configured in order to be monitored. Computational Resources are
supposed to be wrapped by an agent, so they can also be monitored. So,
the agent parameter represents Software Components, Business and
Infrastructure Agents, Services or Computational Resources. The
parameters allow to set up different policies, metrics and parameters that
will be monitored in the running agent providing a service or in the still
non-instantiated component (program). For example, for agents, it can be
specified the style in gathering data (push or pull), a time frame to gather
statistics from the agent or the concrete QoS attributes or events to
monitor and provided by the service. From a software component, it is
possible to monitor the creation/deletion of agents from software
components.
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] getMonitoringData (actor: Actor, agent: Agent , p[:
Parameters )

An actor invokes this operation in order to gather information for a
particular component (pull style). Depending on the component
(represented by the agent parameter) that is going to be monitored (e.g.
either is an agent wrapping a Computational Resource, an Infrastructure
or a Business Agent or a Service), the information can be obtained from
the business agent itself, from the infrastructure agents (e.g. the registry,
the runtime, the ESB etc.) or from the agents wrapping computational
resources. The parameters allow to specify the attributes and events to
monitor (e.g. response time, throughput, specific properties of a resource
such as CPU usage) and other options (e.g. a time frame for gathering
the monitoring data).

] subscribeEvent  (actor: Actor, agent: Agent, e: Event )

This functionality allows an actor in the system (e.g. something acting as
a client) to subscribe to a type of event on a particular Enterprise SOA
component (the agent parameter represents either Software
Components, Business and Infrastructure Agents, Services or
Computational Resources) in order to be notified every time an event of
the type specified occurs.

] notifyEvent  (agent : Agent, e: Event)

This functionality allows the different components of the Enterprise SOA
(the agent parameter represents either Software Components, Business
and Infrastructure Agents, Services or Computational Resources) to
notify the Monitoring Tool about the events that have triggered.

The interface provided by the Monitoring Tool allows to connect several
Monitoring Tools in cascade in a similar way as in the EGA Reference Model
[EGA]. Each Monitoring Tool can be configured to monitor a specific part of the
system and connected to other Monitoring Tools creating a hierarchy.

The required operations by the Monitoring Tool are:

] configureMonitoringPolicy (actor: Actor, agent: Agent,
p[l: Parameters )

This operation must be provided by all the Enterprise SOA components
(Agents, Software Components, Services or Computational Resources)
that need to be monitored in order to configure their monitoring policies.
The agent parameter allows to specify the concrete component to
monitor if the operation is called in a container (e.g. in the Service
Runtime Infrastructure Agent). The parameters allow to set up different
policies Tin form of metrics, quality of service parameters etc.0 and
events to be monitored in the component. For example, it can be
specified the style in gathering data (push or pull), a time frame to gather
statistics from the component or the concrete QoS attributes to retrieve.
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] getLoggedData (agent : Agent, p[]: Parameters )

This operation must be provided by all the Enterprise SOA components
(Agents, Software Components, Services or Computational Resources)
that need to be monitored. This operation allows to collecting monitoring
data from those components. The agent parameter allows to specify the
concrete component to monitor if the operation is called in a container
(e.g. in the Service Runtime Infrastructure Agent). The parameters allow
gathering data only from concrete attributes of the component or set up
specific events and options for gathering data.

] isAutorized( actor: Actor, agent: Agent )

The Monitoring Tool requires this operation from the component that
manages the security of the Enterprise SOA system in order to check if
the actor has the rights to access the information provided by the
component.

] subscribeEvent (actor: Actor, agent: Agent, e: Event )

The Monitoring Tool registers its interest in monitoring a particular
component (Agents, Software Components, Services or Computational
Resources) by means of this operation. This operation may be required
by any other actor in order to be notified about the events that may occur
on the particular component that implements it. Upon receiving events
from the component, the Monitoring Tool will notify the actors subscribed
to that event using the notifyEvent operation.

] notifyEvent(agent: Agent, e: Event)

The Monitoring Tool requires this operation in order to notify to the actors
that have subscribed their interest though the subscribeEvent method
(that is, Agents, Software Components, Services or Computational
Resources) about the events triggered by the different agents of the
system.

The components in which the Monitoring Tool is decomposed are the following
(See Figure 5):

6.2.1Collector

Its main functionality is to collect the required monitoring data. It also acts as the
component that isolates the other components of the Monitoring Tool from the
particular interface style (push or pull) used to collect monitoring data from the
monitored components of the Enterprise SOA (either Software Components,
Business and Infrastructure Agents, Services or Computational Resources).

The Collector component provides two interfaces. The first one is called IP
Collector (IP: Interface-Provided). This is a public interface and provides the
operations that allow the components of the Enterprise SOA to notify events to
the Monitoring Tool. The second one is protected and is called IPP Collector
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(IPP: Interface-Provided-Protected). The functionalities provided by this
interface are used internally by the other components of the Monitoring Tool.

IP Collector Provided Operations
] notifyEvent  (agent : Agent, e: Event )

This component receives the events that have occurred in other
components in the Enterprise SOA system (the agent parameter
represents either Software Components, Business and Infrastructure
Agents, Services or Computational Resources). It collects and packs the
information received in the event and passes that information to the
statitistics manager component.

IPP Collector Provided Operations
] subscribeEvent (actor: Actor, agent: Agent, e: Event )

This is a protected operation called by the Publish/Subscribe Manager.
This component acts as a mediator for the subscribeEvent operation
received by the Publish/Subscribe Manager. It delegates the subscription
to the specific component of the Enterprise SOA specified in the
operation. This operation is required in order to be notified about the
events that will occur on the component. The components will notify the
collector about the events produced using the notifyEvent operation.

] getMonitoringData (agent: Agent, p[]: Parameters )

This is a protected operation called by the Statistics Manager. This
component acts as a mediator for the getMonitoringData operation
received by the Statistics Manager. It delegates the gathering of
monitoring information to the specific component of the Enterprise SOA
specified in the operation using the getLoggedData  operation.

Required Operations

The Collector requires the following operations from other components of the
Entreprise SOA:

] getLoggedData (agent: Agent , p[]: Parameters )
This operation is described in the required operations of the Monitoring
Tool.

] subscribeEvent  (actor: Actor, agent: Agent, e: Event )

This operation is described in the required operations of the Monitoring
Tool.

6.2.2Statistics Manager

The functionality of this component is twofold. On the one hand, this component
allows configuring the components monitored by the Monitoring Tool. On the
other hand, it delivers the monitoring information received from the Collector (by
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means of the putMonitoringData operation) to the other components of the
Monitoring Tool (Log Manager and Publish/Subscribe Manager) or to the
requesters (Actors -e.g. agents or persons- can send to this component explicit
requests in order to get monitoring data from software components.)

The Statistics Manager component provides two interfaces. The first one is
called IP Statistics Manager (IP: Interface-Provided). This is a public interface
and provides the operations that allow configuring the components in order to
be monitored. The second one is protected and is called IPP Statistics Manager
(IPP: Interface-Provided-Protected). The functionalities provided by this
interface are used internally by the other components of the Monitoring Tool.

IP Statistics Manager Provided Operations

] configureMonitoringPolicy (actor: Actor, agent: Agent,
p[]: Parameters )

This operation allows an actor to configure a component in order to be
monitored (the agent parameter represents either Software Components,
Business and Infrastructure Agents, Services or Computational
Resources). If the actor is allowed to configure the component (e.qg. if the
security tool returns true for the isAuthorized operation), the
configuration functionality is delegated to the particular component.

] getMonitoringData (a: Actor, agent:. Agent, p[]:
Parameters )

An actor invokes this operation in order to gather information for a
particular component using the pull style (the agent parameter
represents either Software Components, Business and Infrastructure
Agents, Services or Computational Resources). The Statistics Manager
component first checks if the actor is allowed to access the component
information. Then it tries to retrieve the required information from
memory or from the Log Manager. If the information is found, it returns it
to the caller. Otherwise, it delegates the operation to the Collector. Upon
the Collector returns the information, the Statistics Manager delivers it to
the client and saves the statistics in the Log Manager if necessary.

IPP Statistics Manager Provided Operations
] putMonitoringData (d: Data )

This operation provides the functionality that allows the Collector to
transfer monitoring information to the Statistics Manage with a standard
format independent of the style (push or pull). Depending on the
information received, the Statistics Manager stores the information in the
Log Manager, delivers it to the requestor or notifies the
Publish/Subscribe Manager.

Required Operations
The Statistics Manager requires the following operations from other
components of the Entreprise SOA:
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] configureMonitoringPolicy (actor: Actor, agent: Agent,
p[]: Parameters )

This operation is described in the required operations of the Monitoring
Tool.

] isAutoriz  ed( a: Actor, agent: Agent )

This operation is described in the required operations of the Monitoring
Tool.

6.2.3Log Manager

Stores the monitoring data received from the Statistics Manager component. It
provides only one interface called IPP Log Manager (IPP: Interface-Provided-
Protected) that includes protected operations called by other components of the
Monitoring Tool. The Log Manager does not require operations from other
Enterprise SOA components.

IPP Log Manager Provided Operations
] setStats (s:Stats )

This is a protected operation called by the Statistics Manager. By using
this operation, the Statistics Manager is able to store monitoring statistics
about a particular component.

] getStats (agent: Agent)

This is a protected operation called by the Statistics Manager. By using
this operation, the Statistics Manager is able to retrieve monitoring
statistics about a particular component.

6.2.4Publish/Subscribe Manager

By means of this component, actors can subscribe to events produced by
monitored components. It is also in charge of notifying the actors about the
events produced. Internally, it correlates each monitored component with the
agents (clients) that want to stay informed about the events that occur in the
component.

The Publish/Subscribe Manager component provides two interfaces. The first
one is called IP Publish/Subscribe Manager (IP: Interface-Provided). This is a
public interface and provides the operations that allow the Enterprise SOA
components to subscribe to events that may be triggered in other components.
The second one is protected and is called IPP Publish/Subscribe Manager (IPP:
Interface-Provided-Protected). The functionalities provided by this interface are
used internally by the other components of the Monitoring Tool.

IP Publish/Subscribe Manager Provided Operations
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i

subscribeEvent  (a: Actor a, agent: Agent, e: Event )

This functionality allows an actor in the system (e.g. something acting as
a client) to subscribe to a type of event on a particular component (the
agent parameter represents either Software Components, Business and
Infrastructure Agents, Services or Computational Resources). The
Publish/Subscribe manager stores the correlation between the
components monitored in the system and the actors that are interested in
the events on those components. Eventually, the actor will be notified
every time an event of that type occurs.

IPP Publish/Subscribe Manager Provided Operations

i

setStats (s: Stats )

This is a protected operation called by the Statistics Manager. By using
this operation, the Statistics Manager is able to communicate events
occurred in a particular component. Upon receiving a message, the
Publish/Subscribe Manager gets the actors registered for that particular
event on the component and sends them a notification (using the
noti fyEvent operation on the component).

Required Operations

The Publish/Subscribe Manager requires the following operations from other
components of the Entreprise SOA:

i

notifyEvent(agent: Agent, e: Event)

This operation is described in the required operations of the Monitoring
Tool.

isAutorized(actor: Actor , agent: Agent )

This operation is described in the required operations of the Monitoring
Tool.

6.3 Scenarios

The following figures describe several scenarios that are fulfilled with this
pattern.

6.3.1Scenario 1 (Configure Component for Monitoring)

This scenario shows how a component can be configured in order to be
monitored. In this particular case, this functionality is called by a system
administrator. In Figure 6 is shown a sequence diagram describing the process.
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Figure 6 Configure component for monitoring
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First of all, the system administrator sends a message to the Monitoring Tool
interface in order to configure a particular component, specifying the style and
features to monitor in the associated parameters. This operation is implemented
by the Statistics Manager. Upon receiving the message, the Statistics Manager
checks first if the administrator is allowed to monitor the component. Assuming
that he/she is allowed, the Statistics Manager stores in an internal structure the
parameters related to the configuration for to take further actions. From this
point on, the Statistics Manager delegates the configuration message received
to the particular Enterprise SOA component where the component is deployed.
The figure shows different alternatives (sub-scenarios) that consider business
components placed in the Runtime environment (e.g. services, processes, GUI
components etc.), and Infrastructure Agents (e.g. the Registry, the
Computational Resources Management Tool or the ESB).

6.3.2Scenario 2 (Get Monitoring Data from Component)

This scenario shows how an actor of the system can monitor a component
explicitly (following the pull style). In this case, this functionality is called by a
system administrator. In Figure 7 it is shown a sequence diagram describing
the process.
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