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EXECUTIVE SUMMARY  
RESERVOIR and SLA@SOI, as NESSI strategic projects, are contributing to the  
vision of an Internet of Services and, in particular, to the domain of Infrastructure 
Services in the NEXOF Reference Architecture (NEXOF-RA). This whitepaper 
summarizes the collaboration work performed by both projects in order to support 
NEXOF-RA through contributing to the Architecture Patterns and designing of a 
Proof-of-Concept (PoC) integrating results of both projects to validate these patterns 
related to Service Oriented Infrastructures. 

The collaboration areas that were identified are: 

·  Features comparison 

·  Use-case analysis 

·  Architectural analysis with emphasis on external interfaces 

·  Joint PoC (stretched goal) 

·  Standards (e.g. OCCI, OVF extensions) 

Both projects see the value of a joint Proof-of-Concept. However the partners 
believe it is infeasible for the Proof-of-Concept to be implemented in the NEXOF-RA 
project time frame, but have agreed to conceptualize the PoC and continue working 
on elements of it - in particular on the joint development of standards and interfaces.  

The purpose of this document is to present the conclusions on the analysis of the 
design of the Proof-of-Concept and the related contributions to the NEXOF-RA. 

After the analysis performed by the collaboration group, a lot of progress has been 
made on synchronizing the conceptual models of both projects including the use of 
common SLA models and sharing standardized APIs (OCCI and TCloud). The 
integration of a potential proof-of-concept was evaluated from three different points 
of view: “horizontal” at virtual infrastructure management level, the “vertical” at 
service management level and the “monitoring”. On these three axes of integration, 
convergence points have been identified that would make feasible the integration of 
the proof-of-concept. 

The results of this collaboration group have also been useful to validate the solutions 
proposed by both projects and to make them evolve to the proposed convergence.  
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1 INTRODUCTION  
Now that the Internet has become a commodity for professional and everyday life, 
businesses and citizens aspire to access ICT-based services in a more seamless, 
natural fashion. Target sectors range from public health, government and 
educational services to energy, transport, skills and mass services to individual 
users. Typically, seamlessness is in today's Internet-based service systems only 
achieved within the boundaries of singular service platforms (and the devices 
supported by those) whereas the aim to access services accross platforms or from 
unsupported devices typically introduces breakpoints. An essential feature of the 
Internet of Services is the overcoming of these breakpoints and the reduction of lock-
in risks into single platforms. 

This demand defines a new global system, in which every electronic medium will 
support the provision of services. This creates the need for an open, service-oriented 
approach, with the Internet as its underlying infrastructure and designed to meet the 
expectations of a service-oriented economy.  

Europe aims to play a major role in this shift towards an Internet of Services. The 
Networked European Software and Services Initiative (NESSI)1 was launched in 
September 2005 to support this shared vision, with the mission of developing a 
strategy for software and services driven by a common European research agenda.  

Since then, NESSI is promoted by 22 industrial and academic partners and a 
community of 500 members from 300 organisations. NESSI represents a major 
advance: for the first time ever, industry and academia have joined forces to define a 
common service-oriented strategy and a target deliverable – NEXOF, the NESSI 
Open Service Framework. 

From its initial vision, NESSI has achieved major results: 

·  drawing-up of a NESSI Strategic Research Agenda;  

·  definition of NEXOF: the NESSI Open Service Framework; 

·  design of the contribution process to gather the widest possible support;  

·  definition of application scenarios; 

·  Focused workgroups on services, technology or applications. 

RESERVOIR and SLA@SOI, as NESSI strategic projects, are contributing to this 
vision and, in particular, to the NEXOF Reference Architecture (NEXOF-RA)2 in the 
domain of Infrastructure Services. This whitepaper summarizes the collaboration 
work performed by both project in order to support NEXOF through contributing to 
the Architecture Patterns and designing of a proof-of-concept integrating results of 
both projects to validate these patterns related to Service Oriented Infrastructures. 

                                            
1 http://www.nessi-europe.eu 
2 http://www.nexof-ra.eu 
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1.1 Purpose of the Collaboration 
RESERVOIR and SLA@SOI NESSI Strategic Projects are collaborating to achieve a 
leveraged contribution to NESSI in the areas of architectural patterns, data models 
and interfaces, related to Service Oriented Infrastructure. 

The collaboration areas that were identified are: 

·  Features comparison 

·  Use-case analysis 

·  Architectural analysis with emphasis on external interfaces 

·  Joint PoC (stretched goal) 

·  Standards (e.g. OCCI, OVF extensions) 

Both projects see the value of a joint Proof-of-Concept. However the partners 
believe it is infeasible for the Proof-of-Concept to be implemented in the NEXOF-RA 
project time frame, but have agreed to conceptualize the PoC and continue working 
on elements of it - in particular on the joint development of standards and interfaces. 
The purpose of this document is to present the conclusions on the analysis and 
design of the Proof-of-Concept and the contributions to the NEXOF-RA. 

1.2 Organization of this document 
In Section 1, we describe and compare the rational, objectives andfeatures of both 
projects in order to elaborate a workplan of the collaboration. In Sections 3, 4 & 5 the 
three collaboration group description and results are shown. In Section 6 the Proof-
of-Concept desing is presented. Finally, Section 7 summarizes the main 
collaboration task force conclusions and contributions to NEXOF-RA. 
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2 RATIONALE AND INITIAL POSITION  

2.1 Introduction 
Service-Oriented Architecture (SOA) can be used to implement systems that run on 
top of Cloud Technologies �[19]. Clouds are classified by abstraction and functional 
level in: 

·  Infrastructure as a Service (IaaS, also known as Service-Oriented 
Infrastructures) provides on-demand virtualized computing, storage and 
networking resources. 

·  Platform as a Service (PaaS) provides on-demand execution environments to 
host applications (application containers, development frameworks, common 
distributed services, etc.).  

·  Software as a Services (SaaS) provides on-demand applications and data to 
remote users. 

SaaS Cloud applications may be hosted on PaaS or IaaS, and, in the same way, 
PaaS may be hosted on IaaS Clouds. 

Therefore, RESERVOIR and SLA@SOI provide a set of technology solutions for 
IaaS Clouds that could support reliable, elastic and efficient PaaS and SaaS offers.  

The Proof-of-Concept that will be described in this paper is based on the 
requirements of an elastic SaaS offering that is using federated IaaS Clouds with 
technologies provided by both projects. SLA compliance is consistently monitored 
and enforced at the different levels of this system. 

2.2 RESERVOIR 
The RESERVOIR project �[17] aims to support the emergence of Service-Oriented 
Computing as a new computing paradigm. In this paradigm, services are software 
components exposed through network accessible, platform and language 
independent interfaces, which enable the composition of complex distributed 
applications out of loosely coupled components. Services will be a fundamental 
element of the on-line economy and will underlie virtually all business and 
government activities such as electronic commerce within and across organizational 
boundaries, enterprise applications, telecommunication systems, energy and utilities, 
health care, travel and entertainment and more. 

Service-Oriented Computing (SOC) carries the visionary promise of reducing 
software complexity and costs, expediting time-to-market, improving reliability and 
enhancing accessibility of consumers to government and business services. 
However, conditional to the wide-scale penetration of SOC to the economic 
landscape, the ICT industry needs to solve several well-recognized technical 
challenges. One such key challenge is the development of a scalable and effective 
service-oriented infrastructure, also known as Infrastructure as a Service (IaaS) 
Cloud. This is the challenge addressed by RESERVOIR. 
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To accomplish the vision, RESERVOIR combines and integrates three technologies: 
virtualization, grid computing and business service management (BSM). The 
RESERVOIR Compute Cloud is based on next generation ideas: 

·  Provisioning services as Utilities : easy and on-demand provisioning of 
virtualized resources. 

·  Advanced end-to-end support for SOI : infrastructure services for service 
deployment, management and orchestration, security, billing and SLA 
management. 

·  Service and Resource Migration without boundaries: extending of 
virtualization technologies to allow the migration of resources across 
geographies and administrative domains, maximizing resource exploitation 
and minimizing costs. 

·  Federated heterogeneous Infrastructure and Manageme nt:  creation of 
standard interfaces to enable interaction between distributed sites, allowing 
the federation of infrastructures. 

Figure �2-1 shows the RESERVOIR’s infrastructure management functions, which 
are structured in three layers that deal with different aspects of the Cloud: 

 

·  The Service Manager (SM) : is responsible for the instantiation of service 
applications (controlling the Service Lifecycle) and dynamically asking for 
virtualized resources to the underlying layer (VEEM), trying to avoid over/under 
provisioning and over-costs based on SLAs and business rules protection 
techniques. The Service Manager exposes to Service Providers the Service 
Manager Interface (SMI) an OCCI-compliant and based on the TCloud 
specification which allows managing the service lifecyle and monitoring its 
status.  

·  The Virtual Execution Environment Manager (VEEM)  is responsible for the 
placement of VEEs (Virtual Execution Environment, a generalization of the 
Virtual Machine concept) into VEE Hosts (a generalization of the concept of 
hypervisor or Java Virtual Machine Container manager). The VEEM offers to 
the SM the VEE Manager Interface (VMI), based on the TCloud/OCCI 
specification that manges the provisioning of virtual resources. The VMI also is 
used to support the federation of Cloud sites. 

·  The Virtual Execution Environment Host (VEEH)  represents a virtualized 
resource that can host a certain type of VEEs (for example a physical machine 
with a hypervisor controlling it, or a Java Virtual Service Container). VEEH is 
also responsible for adding to the virtualization platform the necessary 
functions (virtual network management, image storage, image live-migration, 
etc.). The VEEH exposes to the VEEM the VEEH Management Interfaces 
(VHI) which allows the allocation of virtual resources in the physical hosts. 
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Figure �2-1 RESERVOIR Architecture 

2.3 SLA@SOI 
The main goal of the project SLA@SOI is to provide an SLA management 
framework that allows for consistent specification and management of SLAs in a 
multi level environment. The framework is designed for integration into different 
service-oriented infrastructures and will be evaluated within various complementary 
industrial use cases. 

Service Level Agreements (SLAs) have become a common means for specifying the 
conditions under which a certain service is provisioned by a service provider to a 
service consumer. However, SLA management frameworks typically focus at the 
level of singular service interfaces and do not recognize/support the fact that many 
services are composed on lower-level services, might involve 3rd party service 
providers and rely on a possibly complex business/IT stack. 

In order to realize this vision of dynamic service provisioning SLA@SOI addresses 
the integrated research on the following challenges: 

·  Predictability & Dependability : The quality characteristics of services must 
be predictable and enforceable at run-time. 

·  Transparent SLA management : Service level agreements (SLAs) defining 
the exact conditions under which services are provided/consumed must be 
transparently managed across the whole business and IT stack. 

·  Automation : The whole process of negotiating SLAs and provisioning, 
delivery and monitoring of services must be automated allowing for highly 
dynamic and scalable service consumption. 

Figure �2-2 gives a simplified overview about the SLA@SOI architecture. As today’s 
business systems typically consist of complex layered systems, user-level SLAs 
cannot be directly mapped onto the physical infrastructure. Services might be 
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composed of other more fundamental services that could be even provided by 
external parties. Consequently, a stepwise mapping of higher-level SLA 
requirements onto lower levels and the aggregation of lower-level capabilities to 
higher levels is crucial for grounding user-level SLAs to the infrastructure. This 
vertical information flow must carefully reflect service interdependencies as well as 
the originating business context. In addition to SLAs, the vertical information flow 
also covers monitoring, tracking, and accounting data and must support brokering 
and negotiation processes at each layer. As shown in the figure, the overall SLA 
management process may include different stakeholders, namely customers, service 
and infrastructure providers, and also various business steps such as business 
assessment, contracting and sales. The overview is intentionally simplified in the 
sense that no service chains are visualized. Such chains would represent all cases 
where service providers rely on additional external providers. Finally, the figure also 
shows the role of the software provider in charge of creating components with 
predictable behaviour. 

 
Figure �2-2 SLA@SOI Architecture Overview 

 

2.4 Feature Comparison 
The first exercise performed by the collaboration team was to compare the features 
that each project offered, trying to identify actors, components and interfaces that 
could allow the integration of them. Table 2-1 shows the main actors, components 
and external interfaces offered by each project.  

 

 



   

 

RESERVOIR & SLA@SOI Collaboration White Paper • Version 1.0 dated 07/09/2010 • Page 13 of 52 

  

Area SLA@SOI Reservoir Comments 

System Actors 

·  Customer  

·  Software Provider  

·  Service Provider  

·  Infrastructure Provider 

·  Service Provider  

·  Infrastructure Provider 

   

System Hi-level 
Components 

·  Customer Site  

·  Service Provider Site  

·  Infrastructure Provider Site 

·  Infrastructure Provider Site  

External 
Interfaces 

·  Customer «  Service Provider  

·  Service Provider «  
Infrastructure Provider 

·  Service Provider «  
Infrastructure Provider (*) 

·  Infrastructure Provider «  
Infrastructure Provider (**) 

(*) OVF Extensions and 
TCloud proposal 

(**) Cloud Federation 

Table 2-1 Actors, System Components and External In terfaces 

One of the main differences appreciated is that SLA@SOI deals with service 
customers to map the QoE (Quality of Experience) into low-level SLO (Service Level 
Objectives) for Software and Infrastructure Resources, and the role of the Software 
Developers that could offer different service implementations under different QoS, 
usage, and cost terms. 

The Service Management concerns, which were identified by the NEXOF Reference 
Architecture Model �[18], have been taken into account to compare SLA@SOI and 
RESERVOIR features in  Table 2-2 

 

Feature SLA@SOI RESERVOIR Notes 

Federated Provisioning & 
Decommissioning 

No Yes  

Federated (Re)Configuration No Yes  

SLA Description Yes Yes (*) (*) Including elasticity and 
migration support 

SLA Translation Yes No  

SLA Negotiation Yes No  

SLA Compliance Monitoring Yes Yes  

Setup Monitoring Rules Yes Yes (*) (*) Service Definition 
Language, SLA Rules 
Engine 

Resource Usage Monitoring Yes Yes  

QoS Metrics Monitoring Yes Yes  

Accounting and Billing 
Information of Resource & 
Service Usage 

No Yes  

Self-provisioning / 
configuration / optimization / 
healing 

Yes Yes  
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Provision Virtual Resource Set 
  

Yes Yes  

Add / Remove Resource to / 
from Resource Set 

Yes Yes  

 Suspend / Resume Resource 
Set  

Yes Yes  

Delete Resource Set Yes Yes  

Reserve / Release Capacity Yes Yes  

Monitor Resources Yes Yes  

Pay per Use No Yes  

Table 1-2 Features Comparison 

 

2.5 Challenges Ahead 
The integration of a Proof-of-Concept between SLA@SOI and RESERVOIR results 
is not trivial. They are focused on resolving different issues on Service Composition, 
SLA negotiation and mapping top-level QoS requirements into infrastructure 
resources (SLA@SOI), and Cloud Site federation, scalability control and service 
provisioning (RESERVOIR). 

Indeed, there are some overlaps on SLA definition formats and infrastructure 
management that will require the use of SLA management models, and possibly 
integration mechanisms, and compatible/interoperable infrastructure-provisioning 
interfaces for both infrastructure layers. 

2.6 Workplan  
The discussion forum started on  May 2009, with bi-weekly meetings and the 
following results:. 

·  Collaboration wiki established. 

·  Preliminary areas of collaboration identified. 

·  Preliminary feature comparison completed. 

·  Architecture documents and interface specifications interchanged for 
thorough investigation. 

·  Alternatives of hi-level architectures for collaborative PoC were discussed. 

o For the ”horizontal“ (Infrastructure Pprovider to Infrastructure Provider) 
architecture it was concluded, that the OCCI interface, when finalized, 
seems to be the right direction to go. 

o A ”vertical“ (Service Provider to Infrastructure Provider) architecture for 
collaborative PoC was recommended, to demonstrate together each 
project‘s unique innovative features and architectural patterns. 

·  Collaboration framework document developed. 
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Three collaboration workgroups established for the investigation of: 

·  Vertical interoperability (SMI Interface) 

·  Horizontal interoperability OCCI Interface 

·  Monitoring data exchange 

Two collaboration workgroups established for the investigation of: 

·  Feasibility of implementing SAP use-case  

·  Feasibility of implementing the Telco use-case 
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3 HORIZONTAL INTEROPERABILITY (OCCI) 

3.1 Introduction 
Collaboration activities need communication and commonly agreed structures put in 
place. From a management view, we, the collaborators, established such elements 
early in our efforts and this helped us greatly. However, what we then needed was to 
have complimentary and requisite collaboration from the technical view. This meant 
having a common and agreed means to communicate technical syntax and 
semantics between both SLA@SOI and RESERVOIR's infrastructural layers. These 
means were supplied to our efforts in the fashion of the Open Cloud Computing 
Interface (OCCI) �[1] specification. It was established early on that the OCCI 
specification would be a suitable baseline to cater for the horizontal integration of 
SLA@SOI and RESERVOIR's infrastructural service layers and hence frame our 
collaboration at a technical level.  

The Open Cloud Computing Interface (OCCI) is a working group formed within the 
Open Grid Forum �[2]. The motivation for initiating this group was the lack of any 
open standard for the Infrastructure as a Service (IaaS) model-based clouds. The 
open standardisation process is driven by the following motives: 

·  Interoperability : the ability to enable different systems integrate with each 
other. This is an absolute in use cases related to the Intercloud, where two 
distinctly separate and independent IaaS provider work and orchestrate 
seamlessly from a customer perspective. 

·  Portability : the need for easy code reuse in end-user application like cloud 
clients or portals. Enabling this allows migration from on IaaS to another with 
minimal impact upon the customer. Where migration through portability is 
provided and hence lock-in is a non-issue, this focuses the provider on 
offering compelling and attractive services, which due to the almost 
commodity-like nature of IaaS often implies competitiveness through lowering 
of service costs. 

·  Integration : the idea of "wiring up" IaaS with not only current and modern 
provider offerings but also to legacy resources and services. 

With the focus of providing standardised interfaces to IaaS, the OCCI group defines 
a RESTful �[3] protocol. The goal is to create a simple and elegant interface, which 
can be easily extended by 3rd parties, and the RESTful approach supports this. 

OCCI is a boundary protocol/API that acts as a service front-end to an IaaS 
provider's internal infrastructure management framework. It is OCCI that provides for 
commonly understood semantics and syntax in the domain of customer-to-provider 
infrastructure management. More so, OCCI is focused on the management of 
infrastructure hosted in the cloud, in effect, utility computing. The following diagram 
shows OCCI's place in the communications chain: 
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Figure �3-1 OCCI Interface in the IaaS arena 

To give this view further context within the collaboration, below we show how 
RESERVOIR and SLA@SOI would both, quite naturally, integrate together using 
OCCI as their means for IaaS interoperability. 

 

 
Figure �3-2 SLA@SOI and RESERVOIR horizontal integration sc hema 

Further details of this particular integration study were made available in the joint 
technical report [4].  
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3.2 Completed Work 
Resulting from the collaboration activity, a number of outputs both completed and on 
going were achieved. A joint technical report entitled "Using Cloud Standards for 
Interoperability of Cloud Frameworks" �[4] was published. This introduced the two 
collaborating projects, OCCI and outlined a basic use case along with architecture 
on how the two projects can interoperate.  

As RESERVOIR and SLA@SOI had vested interests in OCCI, this resulted in each 
project producing their own implementation of the OCCI specification. SLA@SOI has 
an infrastructure service manager, which allows the provisioning of infrastructural 
services atop its chosen provisioning system, Tashi �[5]. RESERVOIR also has 
exposed OCCI interfaces both at the Service Manager level, through the Claudia 
Platform’s TCloud API [6] implementation and the VEEM level, through the 
OpenNebula [7] implementation. This potentially allows OCCI interoperation at not 
only in a horizontal fashion but also, in the context of RESERVOIR's architecture, a 
vertical fashion.  

As each project worked independently on their implementation of OCCI but still with 
OCCI as the vehicle of collaboration this resulted in each project supplying feedback 
to the specification. To date this is largely captured in the section on open 
architectural issues. It should also be noted that there is another implementation of 
OCCI in use currently. This implementation belongs to the Instituto Nazionale di 
Fisica Nucleare (INFN) �[8] and was presented at OGF28 �[9]. 

 

3.3 Open Architectural Issues & Proposed Solutions 
As OCCI was identified early as the interface specification that each project would 
implement, it was not particularly difficult to integrate architecturally. From our review 
of OCCI, there were a number of issues that might hamper this effort. There were 
questions raised regarding the suitability of using HTTP headers as a means to 
transfer serialised data over the network. Where as HTTP headers are a reasonable 
place to transmit data that has a small payload, inserting data here that has a large 
payload is not practical. Typically, the most common data that is transferred to OCCI 
clients are collections of VM representations. This is currently being addressed by 
the OCCI group.  

Also there has been demand for alternative serialisation formats, other than HTTP 
headers. The OCCI working group is also now investigating and aim to specify how 
to represent the OCCI model as RDFa �[10] within XHTML documents. This would 
then allow OCCI serialisations rendered within a web browser. An advantage of 
exposing the attributes and relationships of OCCI managed resources through RDFa 
is that not only can a web browser consume and display the content but 
programmatic clients that can extract RDFa [11] can be used to reliably extract data 
to perform automated tasks and not be subject to issues associated with screen-
scraping. A consequence of supporting RDFa is that the OCCI model must be reified 
as a RDF �[11] ontology in order to support and validate RDFa declarations within a 
XHTML document. By defining a RDF ontology this too adds huge possibilities to the 
OCCI standard by not only providing a serialisation format that can support a richer 
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and more extensible but could potentially further the cause of linked data and the 
semantic web. 

From our collaboration work, it was found that an area that OCCI does not currently 
address is atomic, multiple resource provisionings. This means that with the current 
OCCI specification, it is only possible to provision one resource per request. For 
some use cases this is not sufficient, as they require that multiple resources be 
successfully provisioned through one request or not at all. The alternative solution 
used by RESERVOIR was to utilise the Open Virtualisation Format (OVF) 
�[13]specification to express many resources within one request. This work is an 
example of how other open specifications can be integrated within the OCCI 
specification. In reference to the previously mentioned OCCI developments, a RDF 
serialisation, indeed RDFa, format could support and solve this current limitation 
within OCCI as RDF easily supports multiple resources per request due to its XML 
heritage. 

In order for any provider to be SLA-enabled by SLA@SOI, that provider should 
ideally offer a means to monitor each service provisioned by its systems. In this 
case, the provider would offer a monitoring service in parallel to it's service offering. 
The exclusion of monitoring considerations in the OCCI specification was found to 
be an issue when SLA-enabling infrastructural services that implemented the OCCI 
specification. Although OCCI does not currently offer a means to perform monitoring, 
other than periodic pull requests to retrieve individual resource metrics, OCCI does 
not preclude other monitoring specification being used. It is at this point where the 
two projects, as currently implemented, diverge and so to allow for seamless inter-
operable SLA management across the two projects requires that both projects 
select, just as was done for IaaS management, a standard or common specification 
for monitoring. Within SLA@SOI, interacting with a service manager is currently 
performed using access to messaging bus powered by the open standard XMPP 
[14]. Within, RESERVOIR monitoring information is accessed using the TCloud 
monitoring API [15]. If the two projects are ever to be interoperable from an SLA 
management perspective, through horizontal integration then this difference in 
monitoring approaches needs to be addressed. The suggestion from the horizontal 
integration working group is two-fold. First, select an API-based monitoring 
specification that allows asynchronous notifications pushed from the provider. 
Second, from the learning of implementing the selected API, contribute back to the 
OCCI working group a compatible specification for an OCCI monitoring extension. 

As already noted, a number of OCCI implementations are being actively developed. 
Once implementations are ready for consumption, it would be appropriate firstly 
nominate reference implementations and secondly, with those agreed reference 
implementation perform interoperability tests and report on the results. 

 

3.4 Conclusions 
By selecting standardised and commonly agreed interfaces, the integration of both 
architecture and technology was vastly expedited and simplified and reflects the 
benefits of standardisation. The use of standards as a tool for rapid and productive 
collaborations between large projects; be they EU-funded or commercial, cannot be 
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understated. Standards allow for everyone to share a common baseline of 
functionality and level what would be otherwise an uneven, jagged technology 
landscape where vast amounts of time, funding and resources are spent just for 
basic communications to be achieved. With everyone sharing a common baseline of 
functionality, further functionality can be built upon that, for example in the case of 
IaaS, Interclouds of IaaS. IaaS cloud brokers with fail over intelligence can be rapidly 
developed. The horizontal integration working group provided good examples of how 
to quickly deal with deficiencies in specifications by not re-inventing the wheel, but 
rather, reusing existing standards e.g. OVF, TCloud. In general, this work showed 
that it is possible to let two large Cloud-oriented frameworks interoperate even with 
vastly different architectures and goals. This has the result of paving the way for 
possible proof of concept demonstrators that have functionality that is greater than 
the sum of its parts. 
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4 VERTICAL INTEROPERABILITY (OVF)  

4.1 Introduction 
Vertical interoperability refers to the stacking of the SLA management model into the 
layered RESERVOIR architecture. Through integration with the service manager, we 
enable monitoring data obtained from lower layers of the architecture to be 
propagated towards and processed by suitable SLA management components 
where the data will be evaluated against specified service level objectives. Any 
identified violations of constraints can then be propagated down, triggering 
appropriate corrective actions or the enactment of penalties.  

This requires a number of developments, including the definition of an SLA language 
via which SLOs can be described with respect to cloud-based services, means of 
interfacing with the existing RESERVOIR infrastructure to obtain relevant 
performance metrics or provide the necessary feedback for corrective actions to take 
place and finally the means of evaluating and processing measurements. 

In this section, we present the proposed SLA management model, detail the 
relationship between OVF specified services and SLAs and detail our approach to 
integration – in the form of an SLA compliance monitor. 

4.2 SLA Management Model 

4.2.1 Service Definition in Clouds 

We begin by covering the issue of SLA specification for cloud services. Services to 
be deployed on the RESERVOIR infrastructure are described using the Open 
Virtualisation Format standard, a DMTF standard backed by VMWare and 
XenSource which aims to offer a packaging mechanism in a portable and platform 
neutral way.  

The OVF descriptor is an XML-based document composed of three main parts: 
description of the �les included in the overall ser vice (disks, ISO images, etc.), meta-
data for all virtual machines included, and a description of the different virtual 
machine systems. The description is structured into various “Sections”. Focusing 
primarily on the most relevant, the <DiskSection> describes virtual disks, 
<NetworkSection> provides information regarding logical networks, 
<VirtualHardwareSection> describes hardware resource requirements of service 
components and <StartupSection> de�nes the virtual machine booting sequence.  

However OVF primarily caters for the initial deployment of fixed size services on 
dedicated physical hardware, and does not cater for requirements introduced by 
large scale Cloud computing infrastructures, including elasticity and service level 
agreements. In the context of RESERVOIR we have identified a number of key 
extensions that must be adopted in order to ensure the correct management and 
provisioning of services on a RESERVOIR cloud. In particular, we have defined a 
declarative language for the specification of Key Performance Indicators, which allow 
us to identify metrics to be obtained from the monitoring infrastructure for the 
purpose of elasticity management and SLA protection.  
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OVF also lacks the ability to specify clear Service Level Objectives and other SLA 
related requirements, such as penalties or issues related to financial compensation, 
which is what we aim to address in the context of this collaboration. It is necessary to 
adopt a syntax for SLAs that is suited to services deployed in a cloud computing 
environment.  

In itself, the OVF descriptor provides all the necessary syntactic requirements to 
describe services and the requirements that we are interested in protecting in the 
context of an agreement between providers. In addition, performance indicators 
specified in the document via the RESERVOIR extensions and the existing 
monitoring infrastructure via which we can identify and retrieve metrics provide us 
with a foundation for measuring the quality of service obtained. This must be 
complemented with means of specifying SLOs that establish constraints on KPIs and 
identify actions to undertake should these constraints be violated. The latter should 
be specified with respect to the service management interface, which will be 
described below. We believe minimal changes to the SLA syntax model proposed by 
SLA@SOI are required to achieve this. 

It should be noted that it is not necessary to fully integrate an SLA specification 
language into the OVF schema in the form of extensions. By nature, OVF targets the 
specification of hardware and software requirements. Several elements of an SLA 
language, such as the description of parties, penalties and negotiation processes, 
fall outside of the scope of OVF. Multiple documents, specified using independent 
syntax models, may co-exist to form a service manifest – an approach particularly 
suited to the notion that semi independent loosely coupled components may handle 
the processes of SLA monitoring, protection and general lifecycle management.  

4.2.2 Service Level Agreement syntax model 

SLA@SOI has produced a flexible, elaborate model to describe SLAs independent 
of the language used or specific protocols (e.g. WS-Agreement). Although the 
project provides translators between different formats, the model does not rely on 
any specific technology. 

The starting point for the definition of the model was a reference chain (also seen in 
WS-Agreement), which is briefly represented in Error! Reference source not 
found. . In this chain, the service descriptions includes invocable operations, 
functional properties, protocols, or other constructs that describe somehow what the 
service does. A set of non-functional properties is related to these constructs – for 
instance, in Error! Reference source not found.  one of the two non-functional 
properties could be availability, while the other could be response time. Overall, the 
SLA@SOI does not distinguish between software and infrastructure services, 
therefore it is necessary to have the tools to describe service properties that may be 
invoked (where a property such as “response time” could apply), and others that 
cannot (where “availability” may apply). 
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Figure �4-1 Relations between services, operations, propert ies and guarantees 

 

 

On the associations of non-functional properties with service functional 
characteristics, guarantees are provided. These guarantees are the subject of 
negotiation between the customer and the provider, and –after establishment— the 
subject of monitoring and adjustment activities. 

Based on the model, an abstract syntax was created. This syntax can be used to 
produce many different formats for describing SLAs (XML, JSON, etc), all of which 
would be semantically equivalent. The syntax is agnostic with regard to the service 
description. As long as its parts can be uniquely referenced with some (any) 
language, then the service description can be embedded in the SLA. It is also 
possible that, in the place of the service description, a URI exists; the SLA@SOI 
platform takes up the task of resolving this link, retrieving the description file, and 
inserting it in the place of this URI. This is very useful in those cases where the 
service description may change slightly (for instance, an additional optional 
parameter to an operation) but the SLA remains the same. This is particularly useful 
also for SLA Templates; these are recipes used to create an initial offer for the 
establishment of an agreement, and provide guidelines to facilitate the negotiation 
process among independent software agents. As the topic of negotiation is outside 
the scope of this collaboration, we will not refer any further to SLA Templates. 

Due to the flexibility as regards service description, it is straightforward to reuse the 
augmented OVF that RESERVOIR has specified. It is then a matter of properly 
referencing the KPIs in this description, as well. There are two ways this can be 
achieved; one is to extend the model to support pointers (references), as is also the 
case already with service descriptions. This way, it will be possible to use, for 
instance, XPath expressions to reference KPIs in the OVF files. Nevertheless, this 
may lead to increased complexity, and make the model more dependent on specific 
technologies. The second, easier, and perhaps cleaner way is to create a new 
reflective “standard term” in the syntax’ supported terms dictionary. This term would 
imply that the “non-functional property” is, as a matter of fact, the service property to 
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which it points. Following, the application of a guarantee on this reflective term would 
be directly interpreted as a guarantee on the referenced KPI. This second approach 
is proposed as the preferable integration method on this level. 

Due to the scope of this document, and the length of the model & syntax 
descriptions themselves, we do not provide them here. Interested readers are 
recommended to look at SLA@SOI deliverable D.A5a, Y2 release. 

4.3 The RESERVOIR’s Service Manager Interface 
The primary roles of the Service manager of the RESERVOIR architecture are to 
provide an interface for interaction with Service Providers, allowing them to deploy, 
control and monitor the execution of services, and ensure that the requirements 
specified by service providers are correctly enforced. It is hence responsible for the 
processes of lifecycle management, managing the overall deployment, un-
deployment or resizing of services potentially composed of a number of loosely 
coupled components, accounting and billing, and service level protection, interacting 
with the virtual execution environment to enact any necessary configuration actions 
to ensure that the service quality meets that required by the Service Provider. 

The process of SLA protection is a form of autonomic control loop; adaptation 
controllers steer the operation of deployed services based on obtained feedback. 
This requires two primary channels of interaction with the remainder of the 
RESERVOIR layers: firstly there must exist a monitoring channel between elements 
of the service application, manager, virtual execution environment and physical 
environments to facilitate the distribution of suitable performance metrics. This 
allows the state of the application and infrastructure to be correctly inferred based on 
a number of measurements related to KPIs, suggested by either or both the Service 
and Infrastructure Provider. Secondly, there must exist an interface via which control 
actions that aim to adapt the provisioning of the service can be executed.  

RESERVOIR’s service manager component effectively implements these two 
channels. The lifecycle management process requires the functionality to instruct the 
virtual execution environment to deploy, undeploy, allocate, resize services. In 
addition, elasticity enforcement or accounting and billing require key performance 
metrics to be monitored at all times. It is these interfaces that must be made 
available to SLA management components. 

More specifically, RESERVOIR’s monitoring framework can be briefly described as 
follows. Data sources, such as application level monitoring agents, encapsulate one 
or more probes responsible for the collection and publication of custom attributes 
and values. Communication between producers and consumers of data is divided 
between multiple communication planes which may use numerous transport 
mechanisms: the control plane, to manage the execution of infrastructure level 
probes, such as turning them on and off and re-con� guration, the information plane, 
to facilitate the exchange of related meta-data, and the data plane, for the actual 
communication of KPI measurements. Multiple probes will exist in the environment: 
probes in the underlying infrastructure gathering hardware related raw data, probes 
embedded within the application service itself, or probes responsible for the general 
aggregation and analysis of raw data into composed KPIs.  
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The service manager hence provides a primary source of interaction with the 
monitoring framework, presenting an interface for the retrieval and real time 
aggregation and composition of measurements. It also provides the ability to store 
short term and longer term monitoring data for lifecycle management or accounting 
purposes.  

4.4 Proposed Solution 
There exists a natural separation of concerns between SLA management 
components and remainder of the service management architecture. This is 
illustrated in the following figure. 

 

 

 

 
Figure �4-2 SLA Compliance Monitor in RESERVOIR 

 

We propose that the output of the collaboration be in the form of one primary 
component referred to as the SLA compliance monitor . This component is 
primarily responsible for the flagging of SLA violations based on an agreed SLA 
between providers, and reporting these violations to suitable service management 
components. We can hence decompose our requirements for the compliance 
monitor as follows: 

- SLA syntax and model: A suitable SLA syntax must exist that will allow the 
definition of SLAs suited to cloud based services, as described in Section 
4.2.1. 

- SLA Parser and rule store: Mechanisms to parse and derive a set of rules and 
expressions from which we can evaluate compliance of the service operation. 

- Monitor: The monitor is responsible for the transformation and storage of 
measurement records obtained from the monitoring infrastructure, in such a 
way that they can be evaluated with respect to the previously described rules. 
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- Reporting interface: The service manager must present means of reporting 
violations in the form of alarms or triggers and propagating these to the 
required service management components (E.g. for accounting and billing 
and SLA protection). 

The service level protection component is envisaged to be mostly synchronous in its 
operation: as new measurements are streamed in to the service manager, these are 
then passed to the SLA compliance monitor, immediately evaluated against existing 
rules and previously obtained measurements and any violations are returned as a 
result. Because such functionality exists in part to support issues such as service 
elasticity, this collaboration primarily represents an effort to support the more 
elaborate SLA model, which surpasses in complexity the relatively simple scaling 
model and may result in a wider range of control actions being taken (e.g. financial 
penalty or resizing, etc). The ability to monitor and store measurement records 
identified by KPIs is for example fully in place. 

Issues such as negotiation fall outside of the scope of the proposal. It is assumed 
that the negotiation process between providers has already taken place and a 
defined set of SLA parameters, measurable metrics and service level objectives 
have been agreed upon.  
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5 MONITORING INTEGRATION  

5.1 Introduction 
Service monitoring provides introspection into service behaviour and is therefore 
essential for every service. It is also a foundation for Service Level Agreements 
(SLAs) as all agreement terms should be based on measurable data. 

In the scope of SLA@SOI – RESERVOIR interoperability, RESERVOIR acts as an 
external provider of virtual resources (virtual machines, etc.). These virtual resources 
are constrained by agreement terms in SLA, provided and monitored by the 
SLA@SOI framework. Basic measurements come from RESERVOIR that 
instruments its virtual resources and expose these data to SLA@SOI. 

5.1.1 Scope of monitoring 

SLA@SOI framework collects monitoring data from various resources (virtual 
infrastructure, physical infrastructure, software services and third-party services) to 
provide: 

·  Overview of detailed system state 

·  History of detailed system state 

·  Trigger adjustment mechanisms in case of SLA violations and warnings 

·  Notify the user and offer renegotiation in case the SLA guarantees cannot be 
assured 

·  Calculate penalties and bonuses from SLA violations  

 
All these functionalities provided by SLA@SOI require raw measurements that 
RESERVOIR cloud has to continuously provide. For example: for each VM it 
provides cpuUsage, memoryUsage, diskUsage, netInput, netOutput and 
bandwithUsage. Based on these raw metric, more advanced QoS terms can be 
calculated (by the SLA@SOI) that are further used in SLA guarantee term 
constraints.  

The interaction is shown on Figure �5-1. 
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Figure �5-1 Monitoring interaction 

 

5.1.2 Terminology 

The following table presents the terminology differences in both projects. 

SLA@SOI RESERVOIR 

metric measure 

(metric) observation/value measure value (sample) 

virtual resource VApp 

service - group of virtual resources VApp 

 

5.2 Requirements 
To assure the seamless integration the following requirements has been taken into 
account: 

·  Monitoring data exchange protocol should be an extension of OCCI [1] 
(already used for provisioning) 
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·  Support for the metrics provided by VApps 

·  Pull and push model (optional) 

·  The information about the virtual resources and their measures should be 
queriable.   

 

5.3 The RESERVOIR’s Monitoring model 
RESERVOIR’s monitoring framework is composed of three main entities: producers, 
consumers and distributors. The virtual resources in RESERVOIR can include 
several types of monitoring data sources : 

1. VM-embedded probes build and maintained by the service provider;  

2. external probes offered by either the infrastructure or the service provider that are 
less intrusive and do not undermine services’ performance; and 

other monitoring data producers such as hypervisors and the physical hardware 
itself.  

 

5.4 Proposed Monitoring API Solution  
All these data sources dump their data into a monitoring distribution framework that 
hides the underlying heterogeneity of transport media to the 
probe/agent/hypervisor/hardware source builders. Once provided with the measured 
data, RESERVOIR will make these data available via its TCloud/OCCI APi (see 
Figure above) to a variety of consumers that include the Service Manager, for 
instance. These very same mechanisms will be employed to deliver measured data 
to SLA@SOI. 

The proposed solution is based on TCloud REST API [2]. A TCloud OCCI extension 
will be developed extending the core OCCI functionality with monitoring capabilities. 

Below is an example of using TCloud API:  

1. First query available measures for the given virtual resource (VM memory – a 
component of VM 10001-010). 

Request: 
GET http://cloud.telefonica.com/api/org/ mycompany/vdc/ bss /vapp/ sales / 10001- 
010 /hw/4/monitor 
 
Response: 
200 OK 
Content-Type: application/vnc.telefonica.tcloud.mea sureDescriptorList+xml 
 
<MeasureDescriptorList 
href="http://cloud.telefonica.com/api/org/mycompany /vdc/bss/vapp/sales/10001- 
010/hw/4/monitor"> 
<Link rel="up" 
type="application/vnd.telefonica.tcloud.vapp+xml" 
href="http://cloud.telefonica.com/api/org/mycompany /vdc/bss/vapp/sales/10001- 
010" /> 
<MeasureDescriptor 
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href="http://cloud.telefonica.com/api/org/mycompany /vdc/bss/vapp/sales/10001- 
010/hw/4/monitor/ memoryUsage" 
name="memoryUsage"> 
<Link rel="monitor:subscribe" 
type="application/vnd.telefonica.tcloud.monitoringC allback+plain" 
href="http://cloud.telefonica.com/api/org/mycompany /vdc/bss/vapp/sales/10001- 
010/hw/4/monitor/memoryUsage" /> 
<Unit>byte * 2^20</Unit> 
<MinValue>0</MinValue> 
<MaxValue>2048</MaxValue> 
<Description>Amount of used memory</Description> 
</MeasureDescriptor> 
</MeasureDescriptorList> 

�
2. To obtain a measure the following request may be invoked. 
Request: 
GET http://cloud.telefonica.com/api/org/mycompany/v dc/bss/vapp/sales/10001- 
010/hw/4/monitor/ memoryUsage 
 
Response: 
200 OK 
Content-Type: application/vnd.telefonica.tcloud.mea sure+xml 
<Measure 
href="http://cloud.telefonica.com/api/org/mycompany /vdc/bss/vapp/sales/10001- 
010/hw/4/monitor/memoryUsage"> 
<Link rel="monitor:subscribe" 
type="application/x-url" 
href="http://cloud.telefonica.com/api/org/mycompany /vdc/bss/vapp/sales/10001- 
010/hw/4/monitor/memoryUsage/subscription" /> 
<Sample unit="byte * 2^20" timestamp="2010-01-03T09 :30:10Z" value=" 712" /> 
</Measure>  

 

It's possible to register a callback URL to obtain monitoring measures in a push 
manner. 
Request: 
POST http://cloud.telefonica.com/api/org/mycompany/ vdc/bss/vapp/sales/10001- 
010/hw/4/monitor/memoryUsage/subscription 
Content-Type: application/x-url 
http://example.com/monitoring/do.ReceiveMeasure 
 
Response: 
200 OK 
<MonitoringSubscription 
href="http://cloud.telefonica.com/api/org/mycompany /vdc/bss/vapp/sales/10001- 
010/hw/4/monitor/memoryUsage/subscription/1" 
status="accepting"> 
<Link rel="up" 
href="http://cloud.telefonica.com/api/org/mycompany /vdc/bss/vapp/sales/10001- 
010/hw/4/monitor/memoryUsage" /> 
<Callback href="http://example.com/monitoring/do.Re ceiveMeasure" 
type="application/vnd.telefonica.tcloud.measure+xml " /> 
</MonitoringSubscription>  
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6 PROOF OF CONCEPT 
  

6.1 Overview 
The conceptual PoC provided by RESERVOIR and SLA@SOI describes a validation 
approach for the NEXOF-RA Infrastructure as a Service (IaaS) architectural pattern 
in relation to two essential requirements: 

• Scalability (including elasticity) 

• SLA compliance 

It is based on the CRM SaaS provider scenario3 of NEXOF-RA that discusses the 
relation of both requirements to business needs when hosting enterprise software "in 
the cloud". It has further leveraged elements of the SAP use case of the 
RESERVOIR project. In this context, the PoC combines functionalities in four areas 
provided by RESERVOIR and SLA@SOI4:  

1. Federated IaaS Management 

2. Federated Monitoring 

3. Perform automated scalability and elasticity 

4. SLA compliance management 

Scalability is a central element of the IaaS pattern and enabled by the three layered 
RESERVOIR architecture as described previously. This is of particular interest for 
enterprise type applications - like the CRM application in the scenario - that itself are 
composed by multiple tiers and thus using multiple VEEs in a network. 

Scalability and elasticity may be specified by rules as part of the deployment 
description (manifest). They are thus part of the vertical interface. The service 
management functionality allows the execution of these rules at runtime based on 
monitored KPIs that trigger them.  

In the SAP enterprise use cases of the RESERVOIR project, typically a single KPI - 
such as processor queue length (as an indicator of server workload) or the number 
of users per SAP application dialogue instance (DI) are used to trigger scalability 
and elasticity and this has already been successfully demonstrated within the 
RESERVOIR framework. 

SLA compliance is however a more complex complementary requirement as it may 
integrate multiple KPIs and quality of service (QoS) sub concerns. In contrast to 
observing isolated KPIs and single events - SLA compliance monitoring involves the 
observation of more complex situations composed by multiple connected KPIs and 
events over a temporal interval. Of particular interest for this PoC are those aspects 
of SLA compliance that may cause constraints on the scalability mechanisms as 
applied in the IaaS pattern - e.g. KPIs on application transaction performance may 
                                            
3 For full details refer to the scenario description as provided in the NEXOF deliverable D10.1 
4 For full details refer to the PoC description as provided in the NEXOF deliverable D8.1.c 
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interfere with the intermediate network and server performance drops when 
automated migration processes are performed depending on the completion time for 
the migration. 

SLA compliance involves monitoring and situation detection as well as automated 
mechanisms of SLA protection. 

As illustrated in Figure 5-1, it is proposed in the PoC architecture to achieve this via 
a monitoring interaction between the service manager of RESERVOIR - propagating 
on request the necessary raw monitoring information - and the SLA@SOI monitoring 
framework collecting and analyzing the data - e.g. to calculate penalties and 
bonuses from SLA violations. In return, the SLA@SOI monitoring framework may 
also flag warnings and trigger adjustment mechanisms back to the RESERVOIR 
service manager. 

The PoC describes the outline of a multi-site testing environments building on 
RESERVOIR and SLA@SOI components. Also typical test cases, assessment 
criteria and metrics are described.  

The PoC relates to the ongoing collaboration efforts between the RESERVOIR and 
the SLA@SOI projects - as described in this paper - in particular on: 

• the alignment of an SLA model and translation of elements (primarily KPIs) 
from the SLA model into the OVF (which may also involve further extension 
needs towards OVF) 

• the integration of the monitoring framework and in particular the propagation 
of the monitoring information from the RESERVOIR service manager via the 
OCCI / Tcloud Interface 

• the interaction of the SLA compliance management framework of SLA@SOI 
with the service manager 

At the current stage, the PoC is conceptual and further guiding the 
RESERVOIR/SLA@SOI collaboration. As outlined in the section 5.5, the general 
feasibility of propagating the necessary information via OCCI can already be 
demonstrated by the collaboration team but the further implementation and 
specification on both sides would be a significant add-on effort to the projects.  

Due to the complexity of the PoC - and in particular due to the complexity of aligning 
the interface level, an implementation with the available resources of the 
RESERVOIR and SLA@SOI projects was judged to be not feasible as of now. 

 

6.2 Requirements for the PoC testing sites 
 

In order to set-up the PoC, there is first a need to set-up physical cloud test sites. 
One of these sites is set-up as the primary site that also runs the Service Manager 
(SM). Secondary sites are running each one management node (VEEM). Division 
into groups of machines creates sub-testbeds. Each sub-testbed belongs to a 
different VLAN subnet, and all of them are connected to a storage node using 
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GPFS. In terms of components, each sub-testbed is configured to have a 
management node and a minimum of 2 VEEHs.  

 

Current sites contributing to the RESERVOIR testbed are e.g. UniMe, Thales, Umea 
and IBM. This shall give an impression of the size of test sites needed for a realistic 
PoC. UniMe is the largest and primary site. It is made of 15 machines, divided in 
groups of 3, that is 5 subtestbeds. Thales testbed is made of 10 machines, divided in 
2 groups of 5 machines, each group in a different subnet. Each group has one 
management node as in UniMe and 4 VEEHs. Umea and IBM testbeds are made of 
3 machines, one management node as in UniMe and 2 VEEHs. 

 

The primary site  is running the 

·  The Service Management Node 

The Service Manager can be installed using the Claudia5 Open Source 
Framework that comprises a Service Manager toolkit based on components 
developed in the RESERVOIR project. EzWeb6 is used to build a UI for the 
Service Management. The Service Management Node is using an extended 
OVF for service deployment description. 

 

The primary site  and all secondary sites  are running the: 

·  The VEE Management Node 

The VEEM can be installed based on Open Nebula7 and RESERVOIR 
extensions. Open Nebula is using the OCCI interface to communicate 
between VEE Management Nodes of federated sites. 

·  The VEE Hosts 

        The VEE Hosts can be installed using a RESERVOIR extended KVM8 

 

Base software for all machines need to include the IBM-patched libvirt and the 
Virtual Area Network. 

 

                                            
5 http://claudia.morfeo-project.org/ 
6 http://ezweb.morfeo-project.org/ 

7 http://www.opennebula.org/ 
8 http://www.linux-kvm.org/page/Main_Page 



   

 

RESERVOIR & SLA@SOI Collaboration White Paper • Version 1.0 dated 07/09/2010 • Page 34 of 52 

  

 

 

6.3 Monitoring Framework for the PoC 
The Monitoring is suggested to be conducted based on the Lattice9 Framework. 
Lattice is also used to actively control the distributed probes - such that probes can 
be requested instead of having them produce data on a continuous basis. The 
Lattice Framework separates also the transfer of data (called ProbeValues) from the 
access of further (semantic) information on a probe (called ProbeAttributes). This 
increases the efficiency of data transfer in the monitoring process. 

 

Data Plane

Control Plane

Information Plane

Control
System

Data
Consumer

Data
Source

Probes

 
Figure �6-1 Control and transfer of monitoring information  according  to the Lattice 

Framework  

 

 

 

 

 

                                            
9 http://clayfour.ee.ucl.ac.uk/lattice/ 
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Figure �6-2 Monitoring control and data channels linking th e federated cloud sites  

 

 

6.4 Target validations of PoC results 
 

It is suggested to use load-simulation - following several distinct testing scenarios.  

Load maybe simulated in case of an SAP CRM application using SAP's own load 
simulator that can simulate concurrent users as well as transactions. Also it can 
handle different test cases. 

 

The following table gives an example of different test cases for this PoC: 

 

TestID Objective Description of the technique Expected Result/Behaviour 

1  Application 
Deployment 

Deployment via transferring the 
OVF manifesto and the related 
images to the Service 
Manager. Handling of the 
deployment request by the 
VEEM - policy driven allocation 
of VEEs. Manual testing of 
application deployment and full 
functionality at run-time.   

Testing the deployment of the CRM 
application stack  

2 Monitoring 
Set-up 

Handling of the monitoring via 
the monitoring framework. 
Invocation of the probes and 

 Testing the accurateness of the 
monitoring 
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cross-verification of the probing 
data - e.g. via alternative 
monitors/agents.  

3 Trigger 
based 
scaling / 
elasticity  

Simulate workload increase 
and link scale/elasticity to a 
simple trigger. Supervise VEE 
creation/suspension.  

Test trigger-based scalability 

4 Federated 
Scalability 

As Test 3 - but using federation 
and cross-site creation / 
migration of VEEs 

Test federation 

6 SLA 
Compliance 

Initiate different non-compliant 
situations. E.g. with regard to 
performance SLAs by specific 
load simulations (such as high 
peak times). Observe reaction 
of the SLA compliance 
monitoring and situation 
detection. 

Test SLA compliance monitoring 
functionality 

7 SLA 
protective 
actions 

Observe triggering of SLA 
protective actions when non-
compliant situations (from Test 
6) are created 

Test SLA protective actions 

8 Federated 
Scalability 
and SLA 
Compliance 
Management 
Interaction 

Combine SLA compliance 
management (case 6 and 7) 
with automated scalability 
(elasticity). Observe interaction 
- e.g. with regard to KPIs on 
performance 

Test interaction - tune scalability to act 
before SLA non-compliance is reached  

9 Scalability 
efficiency 

 Combined (fine tuned) 
scalability and SLA compliance 
management as in 8.  

Log efficiency measurements - 
in particular by assessing the 
effects on load optimization of 
machines at cloud sites as well 
as compliance to performance 
related SLA requirements. 

  Assess efficiency of the federated IaaS 
architecture 

 

Table 6-1: PoC Test cases 

  

It is further suggested to create and use multiple SLAs with increasing complexity 
and overlap of to be monitored parameters.The data gathered from the test-cases 
described above can be used to link to the following logic of PoC assessment criteria 
and metrics: 
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IaaS Pattern

SLA Compliance

Accurate monitoring of compliance 
relevant information

Accurate detection  of 
non-compliant situations

Effective initiation of
Protective actions Effectiveness of

Protective actions

Scalability /
Elasticity

Time to detect

Time to initiate

Degree of rightly identified 
testing situations

Efficiency of the
Scalability/Elasticity

Time to adapt / Migration times

Scale-Range 
Allocated VEEs (min, max, average)

Effectiveness of the
Scalability/Elasticity

Load optimization  of machines

Mitigation of situations leading to
non-compliance

 
Figure 6-3: PoC Assessment Criteria and metrics 

:  
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7 CONCLUSION &  FURTHER CONTRIBUTIONS TO NEXOF -RA 

7.1 Conclusions 
After the analysis performed by the collaboration group, a lot of progress have been 
done on synchronizing the conceptual models of both projects including the use of 
common SLA models and sharing standardized APIs (OCCI and TCloud). The 
integration of a potential proof-of-concept was evaluated from three different points 
of view: “horizontal” at virtual infrastructure management level, the “vertical” at 
service management level and the “monitoring”. On these three axes of integration, 
convergence points have been identified that would make feasible the integration of 
the proof-of-concept. 

The results of this collaboration group have also been useful to validate the solutions 
proposed by both projects and to make them evolve to the proposed convergence.  

Finally, thanks to the knowledge which both projects have gained between each 
other has make them to boost the collaboration to NEXOF-RA’s Architecture Patters 
described in next section. 

 

7.2 Infrastructure as a Service Pattern 

7.2.1 Background 

Nexof-RA project, owned by NEXOF, the NESSI Open Service Framework, is 
intended to develop reference architecture and specifications, to constitute an open 
service framework to speed up the dynamics of the services eco-system. The 
Infrastructure as a Service (IaaS) architectural pattern was developed as part of a 
workpackage aimed to provide the architectural framework for infrastructure 
services, which include the description of functional and non-functional 
characteristics of infrastructure services, abstracting these from the physical systems 
used to deliver them, and usage and management interfaces.  

The pattern's requirements and developed architectural solution are based primarily 
on the RESERVOIR NESSI Strategic Project (NSP), with additions coming also from 
SLA@SOI NSP, within the two projects collaboration framework. 

7.2.2 Requirements 

The IaaS pattern [IaaS] describes the architecture of a system which is aimed at 
providing Cloud Service Providers (e.g. Platform as a Service, Software as a 
Service) with computational resources, charged by usage and supporting automatic 
scaling. It enables its customers (the Service Providers) to deliver their own business 
services on the Internet without owning or administering ICT infrastructure.  

The pattern (with other Nexof-RA supporting patterns) addresses at a high level the 
following questions: 

·  How does an IaaS Customer specify the service it requires? 
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·  How is the lifecycle of this service managed? 

·  How the applicable service level agreement (SLA) is negotiated, specified and 
monitored by the Customer and by the Provider? 

·  How does the IaaS Provider allocate the resources in an efficient manner, 
both initially and changing allocation while running? (Elastic Infrastructure). 

·  How are services accounted for and billed according to use? 

·  How does the IaaS Provider federate with other IaaS Providers? 

·  How does the IaaS Provider abstract the underlying heterogeneous physical 
infrastructure? (execution environment/container, storage, network) 

7.2.3 Solution 

As a first step, the Pattern defines the required functionalities, based on use cases 
that were chosen by the two NSPs (see Figure 7-1)and State of the Art IaaS 
Systems. 
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Figure �7-1 IaaS Functional Requirements 

The IaaS solution follows a three-layer-architecture (See Figure �7-2). This layered 
architecture allows the requirements for separation of management concerns and for 
hiding the details of the lower layers from the upper layers to be satisfied. 

The top layer, Service Manager (SM), supports the operations necessary to 
establish the business context between the IaaS Provider and the higher-level 
Service Provider (a customer). The IaaS Provider/Service Provider business 
relationship includes Service Definition and selection, SLA agreement, monitoring 
and billing. The SM also monitors contracted SLA compliance and protects SLAs by 
requesting virtual resources on demand from the Virtual Execution Environment 
Manager described next. 

The middle layer, Virtual Execution Environment Manager (VEEM) (or more 
generally Virtual Resource Manager), is the virtual infrastructure management layer. 
It uses monitoring and control interfaces offered by the Virtual Execution 
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Environment Host to construct an integrated, coherent resource infrastructure. The 
VEEM hides the details of mapping virtual resources to physical resources 
(placement) and resource management at runtime from the SM layer.  

The bottom layer, Virtual Execution Environment Host (VEEH) (or more generally 
Virtual Resource Host), is responsible for managing the virtual resources, specific to 
the underlying virtualization technology, hiding the heterogeneous infrastructure 
details from the VEEM layer. 

For more detailed information see [RES Arch]. 

The Service Repository (SR) is a component that stores the information required to 
manage the IaaS services, and provides the functionalities to add to, delete from, 
find in and update in the repository the various data elements. The SR provides its 
functionalities to the SM using the described interface, and to the human actors via a 
Portal.  

 



   

 

RESERVOIR & SLA@SOI Collaboration White Paper • Version 1.0 dated 07/09/2010 • Page 42 of 52 

  

 

Figure �7-2: IaaS three-layer architecture System Component s 

 

 

The pattern describes in detail, which is beyond the scope of this paper, the IaaS 
system's four components functionalities, and its required/provided interfaces. (See 
Figure �7-3). 
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Figure �7-3: The IaaS system components required/provided i nterfaces 

The pattern also describes several service scenarios using sequence diagrams, to 
show e.g. how service is deployed within a single IaaS System (See Figure �7-4) and 
how it is undeployed in a federated IaaS System. 

 
Figure �7-4: Scenario of Service Deployment 
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7.2.4 Non-Functional Quality Attributes 

The following table summarises the main quality attributes affected by the 
IaaS pattern. 

 

Portability + 

Interoperability + 

Scalability + 

Availability + 

Reliability + 

Modifiability + 

Reusability + 

Buildability + 

Performance - 

Security - 

 

 

The non-functional properties of this pattern are assessed by comparing with the 
situation in which the higher level Service Provider directly administers and 
maintains its own resource infrastructure (e.g. in-house datacentres). As 
summarised in the table above the impact of the architectural choices made in this 
pattern can be evaluated against a range of non-functional attributes. These non-
functional properties of the pattern are in part provided by the selection of 
appropriate standards and choices surrounding the decomposition of the pattern into 
lower level more technically explicit patterns. 

This pattern makes a number of significant architectural choices that allow clean 
separation of concerns between the functional aspects of the pattern: 

1. A number of more generic crosscutting functionalities such as management, 
monitoring and security authorisation are cleanly separated from the IaaS 
pattern and described in other patterns in their own right. It was not obvious a 
priori that other patterns would provide a suitable basis for the IaaS pattern so 
this is a significant architectural choice. 

2. The pattern requires the use of standards for properties such as service 
descriptions and SLA definitions. It also considers the use of standard 
virtualisation formats to be desirable. 

3. The pattern makes extensive use of encapsulation and abstraction in its 
general architecture. This is exemplified by the use of server virtualisation in 
the embodiment described below. 
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With regard to the specific quality attributes the buildability of the system is 
enhanced by the clean separation between components, the use of separate 
supporting patterns where appropriate and the use of standard descriptions and 
abstractions. These characteristics all contribute to a system that is efficient and 
realisable as demonstrated in the RESERVOIR and SLA@SOI projects. 

Portability between different computational platforms is enhanced by the use of 
standard Service Definitions and SLA templates together with common abstractions 
for the description of the underlying real resources. Multiple implementations built 
according to this pattern can offer the ability for higher level Service Providers to port 
services between IaaS Providers and to port execution environments between 
different physical infrastructures.  

The use of standardised descriptions and abstractions can also enhance the 
properties of scalability, interoperability, availability and modifiability by virtue of the 
increased flexibility inherent in the pattern. This flexibility allows applications to take 
advantage of whichever resource infrastructure best meets their specific 
requirements and to respond to changes. Implementations can take advantage of 
the facility for services to be moved between different physical resource 
architectures or ported between IaaS Providers. Working at the abstraction level of 
the execution environment (as the deployable unit of software) means that parts of 
the overall service can be moved or replaced for scaling or for reasons of reliability. 
Since resource infrastructure components are only characterised via an abstract 
description of their properties, specific physical components (e.g. servers, storage 
devices, network links) can be easily replaced in higher level services which are built 
to take advantage of these features. 

For the user of the IaaS pattern there are a number of potential negatives whose 
magnitude may vary according to specific circumstances and should form part of a 
careful evaluation of the technology. When an application is essentially outsourced 
to a 3rd party managed infrastructure it moves from an internal location with high 
local network connectivity and many layers of security to a shared infrastructure. The 
performance of the system may be affected by bandwidth constraints on 
connections, increased latency, increased traffic to support consistency etc, this will 
have to be balanced against any cost saving. There will also be at the very least a 
perception of lower security as the application and associated data are no longer 
within the organisations security domain and information may be being sent over 
public networks. 

There is a reasonable expectation that IaaS will be cheaper for end users given the 
economies of scale for providers and the potential to site hosts in areas of the world 
where utility costs are favourable. The detailed implementation of the pattern in the 
RESERVOIR project makes use of virtualisation to increase utilisation of the 
underlying hardware and potentially reduce costs for both provider and consumer. 
However we believe that the cost benefits  are only apparent in instantiations of the 
pattern and cannot be estimated for the pattern itself, therefore we have not included 
cost in the table for this pattern. 
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7.3 Contribution to Standardization 
 

In the context of this collaboration the RESERVOIR and SLA@SOI projects have 
provided the following contributions to standards organizations. These are 
documented in more detail in the NEXOF-RA Deliverable D9.2.2nd "Report on 
Standardization Activities". 

7.3.1 RESERVOIR contribution to DMTF on the Open Vi rtualization Format 
(OVF) 

 

The contribution from the RESERVOIR project to the DMTF OVF Standard relates to 
current limitations of standard OVF when applied in federated cloud environments – 
in particular specifications have been added for:  

·  Custom Key Performance Indicators 

·  Automatic elasticity 

·  Deployment-time customization – allocation of network IPs 

·  Deployment restrictions specification - e.g. based on country, time zone, etc. 

·  Performance objectives (SLA) 

The RESERVOIR project uses extended OVF in the Service Management Interface 
(SMI) as also applied in the PoC described in this White Paper. 

 

References on details of the standards contribution: 

 

Type of 
Reference 

Document / Link Status & 
Distribution Level 

RESERVOIR 
Publication 

Service Specification in Cloud Environments 
Based on Extensions to Open Standards 

http://www.reservoir-
fp7.eu/fileadmin/reservoir/presentations/comsware09.pdf 

public 

 

7.3.2 RESERVOIR contribution to OGF on the Open Clo ud Computing 
Interface (OCCI) 

 

The trigger to create the OCCI working group came in part from the RESERVOIR 
project.  

RESERVOIR further provided specific use cases and requirements to OCCI. Also in 
the context of RESERVOIR, UCM provided a piloting implementation of the OCCI 
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APIs in Open Nebula. Telefónica provided an OCCI Java implementation as part of 
the Claudia platform. 

 

The new API for interfacing “IaaS” Cloud computing facilities will allow for: 
  

·  Consumers  to interact with cloud computing infrastructure on an ad-hoc 
basis (e.g. deploy, start, stop, restart) 

·  Integrators  to offer advanced management services 
·  Aggregators  to offer a single common interface to multiple providers 
·  Providers  to offer a standard interface that is compatible with available tools 
·  Vendors  of grids/clouds to offer standard interfaces for dynamically scalable 

service delivery in their products 
 

The OCCI APIs are based on RESTful queries and use unique URIs to identify IaaS 
resources in combination with a basic set of operations. The OCCI specification 
consist of  

····  The Core specification 

····  A description of how IaaS based resources should look like 

····  A HTTP rendering for easy machine-to-machine management  

····  An XHTML rendering for creation of human-to-machine interfaces. 

 

References on details of the standards contribution: 

  

Type of 
Reference 

Document / Link Status & 
Distribution 
Level 

Open Cloud 
Computing Interface 
- Use cases and 
requirements for a 
Cloud API 

http://forge.ogf.org/sf/go/doc15732 public 

MORFEO 
Community 

http://cloudtechnologies.morfeo-project.org Project 
Community 

Claudia Platform http://claudia.morfeo-project.org/ Open Source 
Software 

Open Nebula 
Release 1.4 

http://www.opennebula.org/ Open Source 
Software 

 

7.3.3 SLA@SOI contribution to OGF on the Open Cloud  Computing Interface 
(OCCI) 
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SLA@SOI has contributed heavily throughout the on going lifecycle of OCCI. Use 
cases were supplied to help in scoping of specification and these are reflected in the 
OCCI Use Case & scoping document. Outputs from SLA@SOI relating to 
infrastructure management were used in guiding and forming the current OCCI core 
and infrastructure model. Supports through the co-chair role brought additional 
resources to not only contribute to the specification but also to perform reviews. 
OCCI proved to be a stable integration point between the collaboration activity taken 
between SLA@SOI and Reservoir. OCCI allows this activity to avail of each project 
infrastructure resources through a common API. 

 

 

Type of
Reference

Document / Link Status &
Dis tribution
Level

Use cases  and
requirements
for a Cloud A PI
Document

http://www .ggf.org/documen ts/GFD.162.pdf Final, ope n

OCCI Core
Specification

http://www .ogf.org/Public_Comment _Docs/Documents/2010-01/occi-core.pdf Draft, in
public
comment,
open

OCCI HTTP
Header
Rendering
Specification

http://www .ogf.org/Public_Comment _Docs/Documents/2010-01/occi-http.pdf Draft, in
public
comment,
open

OCCI
Infrastructure
Model
Specification

http://www .ogf.org/Public_Comment _Docs/Documents/2010-01/occi-infrastructure.pdf Draft, in
public
comment,
open

OCCI
XHTML5/RDFa
Rendering
Specification

http://www .ogf.org/Public_Comment _Docs/Documents/2010-01/occi-xhtml5.pdf Draft, in
public
comment,
open
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8 LESSONS LEARNED 
 

The collaboration between RESERVOIR and SLA@SOI facilitated by NEXOF-RA 
has been very productive and has also led to several innovative results notably with 
regard to the standardization of infrastructure cloud (IaaS) service interfaces, core 
functionalities and architecture (as documented in the IaaS pattern), monitoring 
integration as well as with regard to extending the established OVF industry 
standard and specifying the new OCCI standard.  

 

Collaboration between large-scale EU research projects is in most cases an 
afterthought and often – despite of good intentions - does not proceed beyond the 
stage of discussions at collaboration meetings and mutual exchange of results and 
concepts. The RESERVOIR and SLA@SOI collaboration has gone well beyond this 
and the results have been summarized in this paper. 

 

Finally, a few lessons and experiences on the collaboration itself shall be sketched 
to inform potential future EU collaboration initiatives: 

 

1. Motivation 
Motivation for collaboration can not be infused purely from outside the research 
projects (via e.g. a Supporting Action or similar activity). It is essential to build 
support from within the projects when collaboration shall be initiated. For this, the 
projects that intend to collaborate need to be represented by stakeholders in the 
supporting activity itself and vice versa. In the RESERVOIR / SLA@SOI 
collaboration this was the case with two of the collaborating organizations - IBM 
and Telefonica (TID) – that were also represented in NEXOF-RA and that could 
stimulate further interest and concrete support from additional partners in 
RESERVOIR and SLA@SOI.  

 

2. Realistic Targets 
The next issue is the setting of realistic and concrete targets for the collaboration 
that will also be perceived by other partners in the projects as useful. Here, a joint 
proof-of-concept has turned out to be a realistic and pragmatic goal. In particular, 
the joint target should help to reveal concrete areas of collaboration and 
corresponding technical challenges and new requirements. These were derived 
in the case of RESERVOIR/SLA@SOI primarily with regard to interfaces and 
related emerging standards. The concentration on the level of interfaces has 
followed a through comparison of features and architectures from both projects.It 
turned out that the richer functionalities that could be derived from combining 
complementary components from both projects in a complex cloud scenario 
would itself create new challenges. So the collaboration has been pushing 
requirements beyond those derived within each project alone.  
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3. Timing & Effort 
The requirements derived from the collaboration have significantly informed 
interface specification work and use cases. However, it turned out that the 
technical development would become too complex within the constraints of the 
efforts available from the projects as well as within the constraints of time – in 
particular as NEXOF-RA was only running two years compared to the three year 
running RESERVOIR and SLA@SOI projects. So, the proof-of-concept could 
finally only be conceptualized. Further to this, it needs to be considered that the 
collaboration became fully operational only in year two of the RESERVOIR and 
SLA@SOI projects as both projects needed a time upfront to establish first 
results, conduct own use cases and stabilize architectures. Hence, attention to 
timing and synchronization of individual delivery timelines with the timelines of 
the collaboration targets is essential. Collaboration – in particular such that shall 
lead to joint technical results, specifications and even implementations - has also 
to be considered as an effort-intensive activity. Typically these efforts are not 
budgeted adequately in the planning of research projects. Potentially new FP 
funding instruments or extensions to existing instruments are needed to optimally 
support collaboration intensive clusters of projects. Results from NESSI and 
NEXOF-RA should be leveraged in that respect. 
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