1- Indicators and an Architecture for Dynamic SOA Security and Compliance

· Type of document : Scientific paper
· Size & terms of use N/A
· Brief description -

· The need for quantifiable indicators of security and compliance, and also a component architecture that can deliver these indicators. At the moment, MASTER makes the assumption that all components reside in a single trust domain, which means that all components are effectively under a single administrative authority. In the next two years, MASTER will explore the cases where the producers and consumers of events and evidence reside in different trust domains. We expect this to generate many results that will be interesting and useful for dynamic SOA security and compliance.

· Relationship with NEXOF-RA or other NSP (indicate relevance)
· We expect MASTER to generate many results that will be interesting and useful for dynamic SOA security and compliance 

· Methodology to manage compliance requirements. To specify, monitor, assess and adjust controls for compliance. Methodology that consider the case of distributed organization and the outsourcing scenario 
· Indicator tailored for compliance to measure levels of compliance (Key Security Indicators and Key Assurance Indicators), and also a component architecture that can deliver these indicators. 

· Further references  (N/A)
2- Dynamic Security for SOA

· Type of document : Internal Position paper
· Size & terms of use N/A
· Brief description -

· One specific aspect of dynamic security, namely automated responses to attacks (hostile activities aimed at exploiting software vulnerabilities) and intrusions (successful attacks). 

· Relationship with NEXOF-RA or other NSP (indicate relevance)
· We expect MASTER to generate many results that will be interesting and useful for dynamic SOA security and compliance 

· Overcoming the challenges in practice involves site- and situation-dependent tradeoffs, which take the costs and benefits of automated responses into account
· Further references  (N/A)
