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1 PATTERN ID-CARD 

 

 

 Name Non-Repudiation 

Abstract The Non-Repudiation pattern brings a set of 
functionalities which permits to trust the 
ESOA and guarantee the data integrity. 

Level Abstract 

Type Functional 

Key Concerns Security  

Credits Nexof-RA WP4,  

Serenity,  

Security Principles 

Security PoC of WP8 

Contact Phong CAO (phong.cao@thalesgroup.com) 
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2 PROBLEM DESCRIPTION  

Non-repudiation is the concept of ensuring that a party in a dispute cannot 
repudiate, or refute the validity of an information, statement or contract. 
Although this concept can be applied to any transmission, including television 
and radio, by far the most common application is in the verification and trust of 
signatures. 

According to traditional legal practice, a signature on a paper contract or 
memorandum is sometimes challenged by the signatory. Such contesting may 
take one of two forms: The signatory may claim fraud or forgery, such as "I did 
not sign that." Alternately, he/she may accept the signature as authentic but 
dispute its validity due to coercion, as in the scenario of blackmail or 
confessions given under torture. In the latter case the digital signature does 
nothing more. 

The legal burden of proof differs depending upon the repudiation reason. In the 
former scenario the burden of proof typically rests on the party claiming validity, 
while in the latter it shifts to the signatory claiming lack thereof. 

  

The following picture is an interaction between building blocks. This represents 
at the same time a scenario in order to conceive a complete non-repudiation 
solution. 

Abstract Design Patterns

Document

Certificate 

Store

Document signed with 

private key

Consumer

Signature

PKIVerify Certificate from

CRL

CRL or OSCP
OCSP 

Server

 

Figure 1 Non-Repudiation Scenario 

 

This scenario lightens different abstract components which are participated to 
build the Non-Repudiation solution. It also illustrates the design problem and 
how the pattern solves the problem. 
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3 FUNCTIONAL REQUIREMENTS  

 

The following use-case diagram shows the functional requirements related to 
Security that this pattern meets. This use-case elaborates a set of security 
functions which can help other patterns of ESOA to manage their security. It 
depends on the application context; each functionality can be used separately 
or combined with other functionalities. To know what security is adequate for 
the system, a complete study of expression of needs must be conducted. 

System

Service
Developer

External
Consumer

Agent

External
Provider

Agentsign

isNonRepudiation

hash

unsign

getKey

verifyCertificate

configureSecurityPolicy

suspend

reactivate

Administrator

Internal
Agent

 

Figure 2 Functionalities provided by the Non-Repudiation for Security in ESOA 

 

 isNonRepudiation: offers the functionality to check if the data is 
corrupted or not. 

 sign: offers the functionality to digitally sign the data (document or 
message). The digital signature is a process that permits to crypt the 
data with the private key and after to attach the certificate to this 
encrypted message. 

 unsign: offers the functionality to decrypt digitally the signature of  the 
data (document or message). 
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 hash: offers the functionality to hash a message or a document. The 
hash can use different mechanisms of hash.  

 getKey: offers the functionality to get the cryptographic key. This 
functionality is one of provided functionalities. Others can be described in 
the XKMS1 

 verifyCertificate: offers the functionality to get a status of the certificate. 
The verifyCertificate is often mandatory to check the revocation of the 
certificate. 

 configureSecurityPolicy: this functionality is provided by the Security In 
ESOA pattern and was already described [Security In ESOA Pattern]. 

 suspend: this functionality is provided by the Security In ESOA pattern 
and was already described [Security In ESOA Pattern]. 

 reactivate: this functionality is provided by the Security In ESOA pattern 
and was already described [Security In ESOA Pattern]. 

 

 

                                            
1
 XKMS : XML Key Management Specification 
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4 NON-FUNCTIONAL QUALITIES (QUALITY ATTRIBUTES ) 

 

Generally, the CIA triad (confidentiality, integrity, and availability) must be the 
atomic quality attributes. 

For the context of Enterprise SOA, only the quality attributes directly linked with 
the provided functionalities and the quoted security components are stressed 
below: 

 

Integrity + 

Authenticity + 

Maintainability + 

Performance (efficiency) - 

 

 

4.1 Rational  

 

All security functions will decrease the performance of the system. For this 
reason, an adequate choice between the needs of the security and the 
performance must be considered each time to implement the security on a 
system. For example, a set of files can be read by all public users, the SSL2 is 
not necessary to secure the network between the end user and the server. 

 

Integrity  The aim of integrity is to guarantee that a data is not modified either 
accidentally or maliciously. The integrity can be obtained with different manners. 
The encryption of a document protects against to the unauthorized access. The 
digital signature guarantees that the document has not been modified since the 
signature. Trusted time-stamping adds the information of the time of the 
signature. The Authorization Service controls the access to the external agent 
(resources, software systemé) and assures that the modification on a 
document is made by the authorized entity. The architectural choice should 
respect the standard specification such as XACML3 of OASIS. Based on the 
standard specification permits to gain a large use of the ESOA and adopts the 
best practices to guarantee only an authorized access to the resource or to the 
provider agent. 

 

                                            
2
 SSL Secure Socket Layer 

3
 XACML: eXtensible Access Control Markup Language 
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Authenticity  A data is considered as authentic when it can be used as a 
legal proof. Digital signature and time stamping are good tools to constitute 
such legal proofs.  

 

Performance    performance of a security function is acceptable if its 
implementation does not impact in a significant way the global performance of 
the infrastructure.  

 

Maintainability    the overall security architecture is based on the SOA. All 
security components are seen as a service. By this way, they inherit the 
benefits of SOA: interoperability, loose-coupling. And the maintenance of the 
components is eased by decomposing the Security Tool into loosely coupled 
sub-components. Each sub-component fulfils functionality, so it is possible to 
modify the implementation of a particular functionality without affecting the rest 
of the components. 
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5 ASSUMPTIONS 

This section describes the context where the proposed pattern is applicable.  

 

Non
Repudiation

IR_NonRep

+notifyEvent(Event)
+displayEvent()
+configureSecurityPolicy(Policy)
+suspend()
+reactivate()

 

Figure 3 Functionalities required by the Non-Repudiation 

 

The diagram in Figure 3 shows the functionality required by the Non-
Repudiation to the other parts of the system before it makes sense to apply the 
pattern.  

The proposed pattern is applicable in a context where the following functionality 
is provided: 

 notifyEvent: this functionality is required to notify events to the external 

clients that have subscribed their interest though the subscribeEvent  

method. E.g. an organization can be interested in the publication of new 
Agent Descriptions in the registry of another organization. 

 displayEvent: this functionality is required by Security In ESOA to 
display events. 

 configureSecurityPolicy: this functionality is required by Security In 
ESOA to configure the Security Policy. 

 suspend: this functionality is required by Security In ESOA to suspend a 
security component. 

 reactivate: this functionality is required by Security In ESOA to reactivate 
a security component. 
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6 SOLUTION  

The Non-Repudiation solution provides a set of functionalities which can be 
used in the top-level pattern such as the case of ESOA. These functionalities 
come from the work of WP4, the security PoC of WP8 and also from the 
Investigation Teams. 

Before detailing the scenarios of provided functionalities, the following section 
describes all main components which participate in the building of this solution. 

 

6.1 Non-Repudiation Components 

This pattern captures the distinctiveness of the different Software Components 
managed by the Security in ESOA and provides a specific Security Component 
for each of them. 

  

The diagram below shows the provided and required interfaces the system 
exposes to connect to other systems.  

 

Non
Repudiation

IR_NonRep

+notifyEvent()
+displayEvent()
+configureSecurityPolicy()
+suspend()
+reactivate()

IP_NonRep

+sign(MessageDigest, PrivateKey, Algorithm): Signature
+isNonRepudiation(Signature, Message, PublicKey, Algorithm): boolean
+unsign(Signed Message, PublicKey, Algorithm): Message
+hash(Message, HashAlgorthm): MessageDigest
+getKey(): Key
+verifyCertificate(Certificate): Status
+configureSecurityPolicy(Policy): boolean
+suspend()
+reactivate()

 

Figure 4 Required and provided interfaces of the Non-Repudiation 

The following picture depicts the components of the system and their 
interconnections. 
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Digital Signature

Key ManagementHash Certificate Store

Certificate Revocation ListOnline Certificate Status Protocol

 

Figure 5 Components and their interrelations of Non-Repudiation solution 

 

The diagram in Figure 5 shows the components and their interrelations that the 
ñNon-Repudiationò provides for each specific Software Component. 

 

Before describing all components, their interrelations are explained here. 

The ñDigital Signatureò uses the following components Hash, Certificate Store 
and Key Management to achieve the non-repudiation solution 

The Certificate Store uses functionalities offered alternatively by the CRL4 or 
OCSP5 in order to verify the status of certificates. 

 

The details of the interrelations are described from section 6.2. Non-
Repudiation Scenarios. 

The introduced components are described as follows: 

6.1.1 Digital Signature 

Digital Signature

IR_Sign

+notifyEvent()

IP_Sign

+sign(MessageDigest, PrivateKey, Algorithm): Signed Message
+unsign(Signed Message, PublicKey, Algorithm): Message
+isNonRepudiation(Signed Message, MessageDigest, PublicKey, Algorithm): boolean

 

Figure 6 Required and provided interfaces of the Digital Signature 

                                            
4
 CRL: certificate revocation list 

5
 OCSP: online certificate status protocol 
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Digital Signature provides interfaces to digitally sign/unsign the data and also to 
check the non-repudiation of this data. 

 

The exposed operations are: 

Provided Operations 

 sign(MessageDigest, PrivateKey, Algorithm): Signed 

Message  

This method permits to sign a hashed message (MessageDigest) by using a 
PrivateKey and an Algorithm. 

An algorithm is a cryptographic algorithm. 

It returns a signed message. 

 unsign(Signed Message, PublicKey, Algorithm): Message  

This method permits to make the signed message to a clear message. 

Signed Message is a message which is signed by the ñsignò method. 

The PublicKey is linked with the PrivateKey. 

The Algorithm permits to this method how to make the signed message to a 
clear message. 

It returns a clear message. 

 isNonRepudiation(Sign ed Message, MessageDigest , 

PublicKey, Algorithm): boolean  

This method permits to check the non-repudiation of the message. 

Signed Message is a message which is signed by the ñsignò method. 

The PublicKey is linked with the PrivateKey. 

The Algorithm permits to this method how to make the signed message to a 
MessageDigest. 

At the end, the MessageDigest (come from the ñunsignò method) is 
compared with the MessageDigest (in parameter of this method). 

The result is true if the comparison is equal. 

 

Required Operations 

 notifyEvent( Event )  

Notify an event when an event is occurred. 
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6.1.2 Hash 

Hash

IP_Hash

+hash(Message, HashAlgorthm): MessageDigestIR_Hash

+notifyEvent()

 

Figure 7 Required and provided interfaces of the Hash 

 

The Hash component permits to hash a message with a hash algorithm.  

 

The exposed operations are: 

Provided Operations 

 hash(Message, HashAlgor i thm): MessageDigest  

This method permits to hash a message with a hash algorithm. 

It returns a hashed message called MessageDigest. 

 

Required Operations 

 notifyEvent( Event )  

Notify an event when an event is occurred. 

 

6.1.3 Key Management 

Key
Management

IP_KeyMan

+getKey(): Key

IR_KeyMan

+notifyEvent()

 

Figure 8 Required interfaces of the Key Management 

 

Key Management provides an interface to manage cryptographic keys in the 
ESOA. This component should implement the XKMS6 specification. 

 

                                            
6
 XKMS: XML Key Management Specification 
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The exposed operation is: 

Provided Operation 

 getKey ( ): Key  

This method permits to get a cryptographic key. 

 

Required Operations 

 notifyEvent(Event )  

Notify an event when an event is occurred. 

 

6.1.4 Certificate Store 

Certificate
Store

IP_CertStore

+verifyCertificate(Certificate): Status

IR_CertStore

+notifyEvent()
+getStatus()

 

Figure 9 Required and provided interfaces of the Certificate Store 

 

The Certificate Store interface provides firstly interface to verify the status of 
certificates. 

 

The exposed operations are: 

Provided Operations  

 verifyCertificate(Certificate): Status  

This method permits to the status of the certificate. 

It returns a status of the certificate. It can be ñthe certificate is expiredò. 

 

 

Required Operations 

 notifyEvent( Event )  

Notify an event when an event is occurred. 

 getStatus(Certificate): Status  

This method is required to get the status of the certificate. 
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6.1.5 Online Certificate Status Protocol (OCSP) 

Online
Certificate

Status
Protocol

IP_OCSP

+getStatus(Certificate): Status

IR_OCSP

+notifyEvent(Event)

 

Figure 10 Required and provided interfaces of the OCSP 

 

The Online Certificate Status Protocol (OCSP) is an Internet protocol used for 
obtaining the revocation status of an X.509 digital certificate. It is described in 
RFC 2560 and is on the Internet standards track. It was created as an 
alternative to certificate revocation lists (CRL), specifically addressing certain 
problems associated with using CRLs in a public key infrastructure (PKI). 

In the ESOA context, the OCSP interface provides firstly interface to get the 
status of certificate. 

 

The exposed operations are: 

Provided Operations  

 getStatus(Certificate): Status  

This method permits to get the status of the certificate. 

It returns a status of the certificate. It can be ñthe certificate is expiredò. 

 

Required Operations 

 notifyEvent(Event )  

Notify an event when an event is occurred. 

 

6.1.6 Certificate Revocation List (CRL) 

Certificate
Revocation

List

IP_CRL

+getStatus(Certificate): Status

IR_CRL

+notifyEvent(Event)

 

Figure 11 Required and provided interfaces of the CRL 
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In the operation of some cryptosystems, usually public key infrastructures 
(PKIs), a certificate revocation list (CRL) is a list of certificates (or more 
specifically, a list of serial numbers for certificates) that have been revoked or 
are no longer valid, and therefore should not be relied upon. 

In the ESOA context, the CRL interface provides firstly interface to get the 
status of certificate. 

 

The exposed operations are: 

Provided Operations  

 getStatus(Certificate): Status  

This method permits to get the status of the certificate. 

It returns a status of the certificate. It can be ñthe certificate is expiredò. 

 

Required Operations 

 notifyEvent(Event )  

Notify an event when an event is occurred. 
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6.2 Non-Repudiation Scenarios 

In this section, two scenarios are presented. The first scenario depicts how the 
signature can trust a message and guarantee its integrity. The second scenario 
shows how to verify the signature. 

 

6.2.1 Trust a message and guarantee its integrity, signature scenario 

Non
Repudiation

IR_NonRep

+notifyEvent()
+displayEvent()
+configureSecurityPolicy()
+suspend()
+reactivate()

IP_NonRep

+sign(MessageDigest, PrivateKey, Algorithm): Signature
+isNonRepudiation(Signature, Message, PublicKey, Algorithm): boolean
+unsign(Signed Message, PublicKey, Algorithm): Message
+hash(Message, HashAlgorthm): MessageDigest
+getKey(): Key
+getStatus(Certificate): Status
+configureSecurityPolicy(Policy): boolean
+suspend()
+reactivate()

 

Figure 12 Required and provided interfaces of the Non-Repudiation 

 

The following sequence diagrams represent scenario of a creation of signature 
on a message. 

 : External Consumer Agent

 : Hash  : Digital Signature  : Key Management

1 : hash(Message, HashAlgorthm): MessageDigest

2 : sign(MessageDigest, PrivateKey, Algorithm): Signed Message

The certificate is attached to Signed Message

3 : getKey(): Key

4
5

6

 

Figure 13 creation of a signature on a message sequence diagram 

 

Description of this creation 

The External Consumer Agent hashes the message by using an algorithm of 
hash. 

The result of hashed message (MessageDigest) is injected to the ñsignò 
method. And Key Management returns the cryptographic key in order that the 
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Digital Signature signs the MessageDigest by encrypting it with the private key 
and after by attaching a certificate to it. 

The Digital Signed Message is returned to the External Consumer Agent. 

 

 

6.2.2 Verification of a signature Scenario 

The following scenario describes how to verity the signature of a message. 

 

Verification with CRLseq

Verification with OCSPseq

 : External Consumer Agent

 : Hash  : Digital Signature  : Key Management  : Certificate Store  : Certificate Revocation List  : Online Certificate Status Protocol

1 : hash(Message, HashAlgorthm): MessageDigest

2

3 : isNonRepudiation(Signed Message, MessageDigest, PublicKey, Algorithm): boolean
4 : getKey(): Key

5

6 : verifyCertificate(Certificate): Status
7 : getStatus(Certificate): Status

8
9

10 : verifyCertificate(Certificate): Status
11 : getStatus(Certificate): Status

12
13

14

The status can be returned to the External Consumer Agent for information

 

Figure 14 Verification of a signature sequence diagram 

 

Description of this verification 

The External Consumer Agent hashes the message by using an algorithm of 
hash. 

The hashed message (MessageDigest) is injected to the ñisNonRepudiationò 
method in the objective to compare with the signed message (one time, it is 
decrypted). 

The External Consumer Agent can verify now the non-repudiation of the origin 
message. 

The Digital Signature gets the PublicKey from the Key Management and 
decrypts the signed message by using the ñunsignò method. 

 

The verification of the certificate revocation status is mandatory for the validity 
of the non-repudiation verification. For performance optimization, we can allow 
not to verify for a reasonable period. The following descriptions concern the two 
sub sequences verification of CRL or OCSP. 
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The Digital Signature verifies the status of the certificate. This verification is 
done with the Certificate Store. And this component gets the status of the 
certificate from the remote service of OCSP or CRL. 

The status is returned directly in the parameter of the ñunsignò method. 

And then, the message digest computed by the External Consumer Agent is 
compared to the received MessageDigest. If these two message digests are 
equal, the message is not corrupted and has been signed by the sender. This 
process permits to guarantee the integrity of the message. The verification of 
the certificate trusts the authenticity of the message. 




















