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1 PATTERN ID-CARD

Name Security in Enterprise SOA

Abstract The Security In ESOA brings a set of
functionalities which permits to guarantee the
security in the ESOA and so more.

Level Abstract

Type Functional

Key Concerns Security

Credits Nexof-RA WP4,
Serenity,

Security Principles
Security PoC of WP8
Contact Phong CAO (phong.cao@thalesgroup.com)
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2 PROBLEM DESCRIPTION

Nowadays, the value of SOA is not discussed any more. In this context, the
security has become a crucial property for service oriented architectures (SOA)
and its underlying infrastructure.

One can distinguish two kinds of security:

¢ the first one is inherent to the infrastructure itself (how users can trust the
infrastructure),

e the second one deals with the security services (guaranteed by a SLA)
provided by the infrastructure itself.

However, the overall security architecture relies on three fundamental IT
infrastructure components: network services, host operating systems and target
application.

All these techniques will use state of the art technologies such as:
e Intrusion detection and connection control
e Protection against malicious code
e Cryptography
e Strong authentication
e Public Key infrastructure (PKI)
e Identity Management (IM)
In the context of ESOA, the base functionalities rely on:
e authentication,
e authorization,
e security policy management (configuration of the security policy),

e security proactive management (which treats the policy of security
events,

¢ identity management,
e trusted timestamping,
e non-repudiation.

The aim of this document is to provide generic patterns securing an SOA
infrastructure based on the assumptions listed above.
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3 FUNCTIONAL REQUIREMENTS

The following use-case diagram shows the functional requirements related to
Security that this pattern meets. This use-case elaborates a set of security
functions which can help other patterns of ESOA to manage their security. It
depends on the application context; each functionality can be used separately
or combined with other functionalities. To know what security is adequate for

the system, a complete study of expression of needs must be conducted.

O

A

Service
Developer

Q

A

Administrator

Al

/N

—_—

/ /
\
\ getLoggedData

createTimestamp

displayEvent

IsAuthorized
——
N—

_—

cribeEv

System

—

—

| —

= (=

reactivate

configureSecurity Policy

\ deleteldentityAttributes

storeldentity getldentityAttributes
verifyCertificate

I~
]
|~

/

Q

A

External
Provider
Agent

External
Consumer
Agent

X

Internal
Agent

Figure 1 Functionalities provided by the Security Tool for ESOA
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e authenticate: offers the functionality to identify and to authenticate an
external agent or an entity. Authentication Service should offer the
possibility to change the authentication protocol.

e isAuthorized: offers the functionality to control access of the external
actor to the resources. Authorization service offers tools and techniques
to make authorization decisions based on the functions, role or task
performed by individual actor, to grant access rights to service or
process.

In the context of ESOA, this functionality permits to authorize an agent or
an entity to access to a resource, or more precisely, to perform a specific
action on this resource.

e configureSecurityPolicy: The Security Policy Configuration products
tools and data base to introduce security requirements that a NEXOF
framework instantiation (for example: Transportation critical
infrastructure) must ensure the security of information and information
technology (IT) assets under their control. An Operational Security policy
iSs never generic. It stems from the security requirements and the
strategic issues specific to a particular activities domain.

As a security policy is never generic, this functionality permits to modify
an established policy according to the requirements. In the context of the
authorization, it permits to modify the access control policy. Concerning
the authentication, it permits to configure the protocol.

e subscribeEvent: this functionality is already defined into Monitoring
Pattern document. It allows an agent to subscribe its interests to different
types of events produced in components.

e getLoggedData: this functionality is already defined into Monitoring
Pattern document. This functionality must be provided by the
components that are able to be monitored explicitly in order to extract
monitoring data. The functionality must return the data specified by the
consumer from applications and services running on top of a NCI, the
NCI components and the computational resources of the E-SOA
infrastructure.

e configureMonitoringPolicy: this functionality is already defined into
Monitoring Pattern document. This functionality is required by the
Monitoring Tool in order to configure the monitoring policies of the
components that need to be observed.

e suspend: offers the functionality to suspend the security agent. In mode
automatic, the Proactive Security Management can decide to suspend an
agent depending to the security policy decided by the enterprise. In
manual mode, the administrator can suspend an agent which is
subjected to a breach.

e reactivate: offers the functionality to reactivate an agent. This action is
often done by an administrator which is a security expert. Before

reactivating an agent, he must analyse a breach subjected by this agent.
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e displayEvent: offers the functionality to display events which are notified
by other security components (for example: Authentication Service is
subjected to a breach, it notifies event to Security Component in order to
display this event).

e storeldentity: offers the functionality to store or update the properties of
an entity.

e getldentityAttributes: offers the functionality to get properties of an
entity.

o deleteldentityAttributes: offers the functionality to delete properties of
an entity.

e createTimestamp: offers the functionality to create a trusted
timestamped message. A trusted timestamped message is achieved by a
complex mechanism which will be described a section of the solution and
also be expressed more details in the separate file [Trusted
Timestamping Pattern).

e checkTimestamp: offers the functionality to check if the time of the
message and also the document is corrupted or not. [Functionality of
Trusted Timestamping Pattern].

e sign: offers the functionality to digitally sign the data (document or
message). The digital signature is a process that permits to crypt the
data with the private key and after to attach the certificate to this crypted
message. [Functionality of Non-Repudiation Pattern].

e isNonRepudiation: offers the functionality to check if the data is
corrupted or not. [Functionality of Non-Repudiation Pattern].

The following functionalities are showed in the solution section of the
Trusted Timestamping and Non-Repudiation patterns.

e unsign: offers the functionality to decrypt digitally the signature of the
data (document or message). [Functionality of Non-Repudiation Pattern].

e hash: offers the functionality to hash a message or a document. The
hash can use different mechanisms of hash. [Functionality of Non-
Repudiation Pattern].

e getKey: offers the functionality to get the cryptographic key. This
functionality is one of provided functionalities. Others can be described in
the XKMS™. [Functionality of Non-Repudiation and Trusted Timestamping
Patterns].

o verifyCertificate: offers the functionality to get a status of the certificate.
The verifyCertificate is often mandatory to check the revocation of the
certificate. [Functionality of Non-Repudiation Pattern].

L XKMS : XML Key Management Specification
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e timestamp: offers the functionality to put a time and date on document
or a message. [Functionality of Trusted Timestamping Pattern].
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4 NON-FUNCTIONAL QUALITIES (QUALITY ATTRIBUTES)

In general manner, the Security In Enterprise SOA pattern will affect positively
or negatively the following quality attributes.

Generally, the CIA triad (confidentiality, integrity, and availability) must be the
atomic quality attributes.

For the context of Enterprise SOA, only the quality attributes directly linked with
the provided functionalities and the quoted security components are stressed
below:

Confidentiality

Integrity

Authenticity

Accountability

+| +| +| +| +

Maintainability

Performance (efficiency) -

4.1 Rational

All security functions will decrease the performance of the system. For this
reason, an adequate choice between the needs of the security and the
performance must be considered each time to implement the security on a
system. For example, a set of files can be read by all public users, the SSL? is
not necessary to secure the network between the end user and the server.

Confidentiality ® In the general context or particularly in the context of ESOA,

the confidentiality is managed by two security components AAuthori zat
Encryptiono. | f a message or sensitive dat
guaranteed against the thief of information. As the consequence, the
confidentiality of the sensitive data is assured because the data is accessible or

modifiable only with the authorization and the owner decryption key.

2 SSL Secure Socket Layer
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Integrity ® The aim of integrity is to guarantee that a data is not modified either
accidentally or maliciously. The integrity can be obtained with different manners.
The encryption of a document protects against to the unauthorized access. The
digital signature guarantees that the document has not been modified since the
signature. Trusted time-stamping adds the information of the time of the
signature. The Authorization Service controls the access to the external agent
(resources, software systemé) and
document is made by the authorized entity. The architectural choice should
respect the standard specification such as XACML® of OASIS. Based on the
standard specification permits to gain a large use of the ESOA and adopts the
best practices to guarantee only an authorized access to the resource or to the
provider agent.

Authenticity ® A data is considered as authentic when it can be used as a
legal proof. Digital signature and time stamping are good tools to constitute
such legal proofs.

Accountability ® Provides the ability to enforce accountability or imputability,
guarantying the transparency of the operations. Several security components
enable accountability. The logging of all events in an audit trail is the most direct
way. Authentication contributes to give evidence of accountability. In a more
sophisticated way, the architectural choice with the TSA* permits to trust the
time of a document or a message. This choice should implement the best
practices concerning the trusted timestamping which can be found in some
standard specifications such as RFC 3161.

Performance ™ performance of a security function is acceptable if its
implementation does not impact in a significant way the global performance of
the infrastructure.

Maintainability ® the overall security architecture is based on the SOA. All
security components are seen as a service. By this way, they inherit the
benefits of SOA: interoperability, loose-coupling. And the maintenance of the
components is eased by decomposing the Security Tool into loosely coupled
sub-components. Each sub-component fulfils a functionality, so it is possible to
modify the implementation of a particular functionality without affecting the rest
of the components.

¥ XACML: eXtensible Access Control Markup Language
* TSA: Timestamping Authority
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5 ASSUMPTIONS

This section describes the context where the proposed pattern is applicable.

Q Security
Tool
IR_SecurityTool

+notifyEvent(Event)

Figure 2 Functionalities required by the Security Tool

The diagram in Figure 2 shows the functionalities required by the Security In
Enterprise SOA to the other parts of the system before it makes sense to apply
the pattern.

The proposed pattern is applicable in a context where the following
functionalities are provided:

e notifyEvent: this functionality is required to notify events to the external
clients that have subscribed their interest though the subscribeEvent
method. E.g. an organization can be interested in the publication of new
Agent Descriptions in the registry of another organization.

Within this pattern description, the functionalities described above are assumed
to be provided by an actor named: External Provider Agent.
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6 SOLUTION

The security solution provides a set of functionalities which can be used in the
top-level pattern such as the case of ESOA. These functionalities come from
the work of WP4 and also from the Investigation Teams. Certain functionalities
are frequently used by the other concerns as the Authentication, Authorization.
Others remain optional for the advanced use.

Before detailing the scenarios of provided functionalities, the following section
describes all main components which participated in the building of this solution.

6.1 Security Tool Components

This pattern captures the distinctiveness of the different Software Components
managed by the Enterprise SOA and provides a specific Security Tool
Component for each of them.

The diagram below shows the provided and required interfaces the system
exposes to connect to other systems.

> 0

IR_SecurityTool IP_SecurityTool

+notify Event(Event) +authenticate(Credentials): AuthenticationToken
+isAuthorized(Entity, Resources, Action, Conditions): Decision
+configureSecurity Policy (Policy)
+suspend()
+reactivate()
+displayEvent()
+getldentityAttributes(Entity): Entity Properties
+storeldentitity (Entity, Entity Properties)
+deleteldentitity (Entity, Entity Properties)
+createTimestamp(MessageDigest, DigestAlgorthm): TS Message
+checkTimestamp(TSACertificate, Timestamped Message, TS Message): boolean
+sign(MessageDigest, PrivateKey, Algorithm): Signature
+isNonRepudiation(Signature, Message, PublicKey, Algorithm): boolean
+subscribeEvent()
+getLoggedData()
+configureMonitoringPolicy()
+hash(Message, HashAlgorthm): MessageDigest
+getKey(): Key
+unsign(Signed Message, PublicKey, Algorithm): Message
+verifyCertificate(Certificate): Status
+timestamp(MessageDigest, Time): Timestamped Message

Figure 3 Required and provided interfaces of the Security In ESOA
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The following picture depicts the components of the system and their
interconnections.

Authentication Authorization Trusted Non-Repudiation
Service Service Timestamping

Security Proactive Security dentity
Management Management Management

Figure 4 Components and their interrelations of Security In ESOA

The diagram in Figure 4 shows the components and their interrelations that the
fSecurity In ES O Agrovides for each specific Software Component.

Before describing all components, their interrelations are explained here.

The fAiSecurity Management o offers ofthee possi
following components: Authentication, Authorization, Trusted Timestamping,
Non-Repudiation.

The Security Proactive Business offers the possibility to suspend and reactivate
the following components: Authentication, Authorization, Trusted Timestamping,
Non-Repudiation.

The ldentity Management manage the provisioning and the administration of
identity (entity) of the following components: Authentication, Authorization.

The Authentication Authorization Storage permits to persist users and security
policy in the data base, LDAP or other solution.

The details of the interrelations are described from section 6.2. Security Tool
Scenarios.
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The introduced components are described as follows:
6.1.1Authentication Service

IR Authe\n%[?oa\ Authentication
— Service

+notifyEvent(Event) T~ IP_Authentication
+displayEvent() —

+getldentity Attributes(Entity): Entity Properties +authenticate(Credentials): AuthenticationToken
+storeldentitity (Entity, Entity Properties) +configureSecurity Policy (Policy): boolean
+deleteldentitity (Entity, Entity Properties) +suspend()

+configureSecurity Policy (Policy) +reactivate()

+suspend()

+reactivate()

IP_AuthStorage

+createUser(Entity): boolean
+deleteUser(Entity): boolean
+updateUser(Entity): boolean
+getUser(): Entity

Figure 5 Required and provided interfaces of the Authentication Service

Authentication Service provides interfaces to authenticate an actor. In other
words the Authentication Service enables to check that the actor is who its
claims to be.

These interfaces permit also to configure protocols and manage identity (user or
agent). They offer a possibility to support the proactive functionalities.

The exposed operations are:
IP_Authentication Provided Operations
e authenticate( Credentials ): AuthenticationToken

The method returns an authentication token. This token should be used to
authenticate again the actor (agent or entity).

The credentials can be a couple of login/password or a certificate. It
supports, for example, authentication methods such as username/password
authentication, or X.509 certificate authentication.

e configure SecurityPolicy (Policy ): boolean

This method permits to configure the authentication protocol of
Authentication Service.

The Protocol is the authentication protocol. If the authentication service uses
a basic authentication, this method permits to change to a strong
authentication with the certificate.

It returns true if the operation is successful.
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e suspend()
This method suspends the Authentication Service.
e reactivate ()

This method reactivates the Authentication Service.

IP_AuthStorage Provided Operations
e createUser(Entity): boolean

This method permits to create an Entity into the authentication service. The
store of this entity can be managed with a low component as LDAP.

It returns true if the operation is successful.

e deleteUser(Entity): boolean

This method permits to delete an Entity.

It returns true if the operation is successful.

e updateUser(Entity): boolean

This method permits to update an existing Entity.
It returns true if the operation is successful.

e getUser(Entity Identifier ). Entity

This method permits to retrieve the information elements attached to an
Entity.

It returns an Entity if the operation is successfully get. Otherwise, it returns
null.

Required Operations
e notifyEvent( Event )
Notify an event when an event is occurred.
e displayEvent(Event )

This method is required by this service in order to display an event by a GUI
sulotion.

e getldentity Attributes  (Entity): Entity Properties

This method is needed by this service in order to provide the identity of an
actor.

e storelden tity(Entity, Entity Properties)
This method is needed by this service in order to store or update the identity
of an actor.
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e deletelden tity(Entity, Entity Properties)

This method is needed by this service in order to delete the identity of an
actor.

e configureSecurityPolicy(Policy): boolean

This method is needed by this service in order to configure the Protocol of
Authentication.

e suspend()

This method is needed in order to suspend a service.
e reactivate()

This method is needed in order to reactivate a service.

6.1.2Authorization Service

<) Authorization
IR_Authorization Selice

+notifyEvent(Event) IP_Authorization

+displayEvent() - - - - — —
+getldentityAttributes(Entity): Entity Properties +|sAu‘thor|zed(Erjtrty, Resources, Action, Conditions): Decision
+storeldentitity (Entity, Entity Properties) +configureSecurity Policy (Policy): boolean

+deleteldentitity (Entity, Entity Properties) +suspend()

+configureSecurity Policy (Policy) +reactivate()

+suspend()

+reactivate()

IP_AuthZStorage

+createAttributes(Entity): boolean
+deleteAttributes(Entity): boolean
+updateAttributes(Entity): boolean
+getAuthorization(): Attributes Properties

Figure 6 Required and provided interfaces of the Authorization Service

Authorization Service provides interfaces to validate that an actor is authorized
to perform the action it is willing to perform.

These interfaces permit also to configure the control access policy and manage
attributes of the access control. They offer a possibility to support the proactive
functionalities.

Authorization privileges (set by the Security Management) are expressed by
defining the authorized actions on resources for each actor. The definition of
roles can help to map permissions (authorized actions on specific resources)
to entities/subjectsfor an homogeneous group of entities by simply linking an
entity to a role. Authorization is validated againtsan authorization server that
stores the authorization privileges or access control list.

The exposed operations are:
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IP_Authorization Provided Operations

e isAuthorized  ( Entity, Resources, Action, Conditions ):
Decision (eg Permit/Deny)

The authorization is based on the entity (user).

What resources are accessible for this entity?

What action this entity can do?

Condition may be fonly. i f user has role m
e configure Security Policy(Policy): boolean

This method permits to configure the Access control Policy of Authorization
Service.

The Policy is a |list of granted access.
anything.

It returns true if the operation is successful.

e suspend()

This method suspends the Authentication Service.
e reactivate()

This method reactivates the Authentication Service.

IP_AuthZStorage Provided Operations
e createAttributes(Entity): boolean
This method creates attributes of access control.
It returns true if the operation is successful.
e deleteAttributes(Entity): boolean
This method deletes all attributes of an entity.
It returns true if the operation is successful.
e updateAttributes(Entity, Attribu tes): boolean
This method permits to update an existing Attributes.
It returns true if the operation is successful.
e getAttributes(Entity): Properties
This method permits to get attributes of access control of an entity.
It returns Properties if the operation is successfully get.

Required Operations

¢ notifyEvent( Event )
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