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1 PATTERN ID-CARD
Name Session Replication

Abstract The Session Replication pattern is commonly
used to achieve availability and scalability in the
application server tier.

Level Abstract

Type Non-Functional-Cross-Cutting

Key Concerns

Credits Francisco Pérez-Sorrosal
Ricardo Jiménez-Péris
Marta Patifio-Martinez

Contact Francisco Pérez-Sorrosal

fpsorrosal@fi.upm.esl
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2 PROBLEM DESCRIPTION

Many of the current applications deployed over multi-tier architectures are
computational intensive. When load increases, these applications must able to
scale in order to provide the desired quality of service to the final users. Thus,
scalability is a desirable feature for this kind of infrastructures at the middle tier.
At this level, application servers hold the business components that form the
business logic that consumes CPU cycles on client requests.

Application servers also keep track of the temporal information related to a
particular client, the so-called session state. The session state is used in
conversations between the particular client and the business logic of the
application. In a non-replicated multi-tier infrastructure, the session state is lost
if the application server fails. This means that when the application server is re-
started, all the pending conversations with the clients must be re-created. This
re-execution can degrade the quality of service perceived by the clients, so it is
better to provide high availability for those sessions at the middle-tier.

An important challenge for applications is that request execution does not only
change the state at the application server but might also access the data tier
(e.g. a database). Therefore, any solution that aims to provide scalability and
availability in such an infrastructure has to be aware of this fact.

The Session Replication pattern deals with this scenario, achieving scalability
and high availability for session state stored in the middle tier.
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3 FUNCTIONAL REQUIREMENTS
This section is not applicable to non-functional patterns.
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4 NON-FUNCTIONAL QUALITIES (QUALITY ATTRIBUTES)

Vertical Replication

Scalability

Availability

Applicability

o| +| +| +

Maintainability

4.1 Rational

The main goal of this pattern is to enhance the availability and scalability of the
middle-tier of applications deployed in multi-tier service platforms.

In order to attain high availability, the pattern results to a replication approach
that replicates session information across the middle tier in a cluster of
application servers that share a common database. Different application servers
might serve different clients leading to load-distribution, and thus, potential for
scalability.

The applicability of the pattern 1 that is, the number and strength of assumptions
that must be taken into account in order to apply the pattern- must be also
considered. The approach encapsulates the replication logic for the session
components in the application server, what results in a high applicability since it
is based on a standard database.

Finally, how the pattern affects maintainability (measured as the number of
components that is required to modify and maintain to apply the pattern) is
another important quality attribute to take into account. The maintainability is
considered neutral since it does not require maintaining database code. It
requires only maintaining the replication code within the application server.
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5 ASSUMPTIONS

The pattern assumes a Multi-Tier Transactional Service Runtime that will be
enhanced with high availability and scalability at the middle-tier. The
components of the Multi-Tier Transactional Service Runtime pattern® are shown
in Figure 1. The figure shows the two tiers of the internal multi-tier architecture
with their respective proxies: the application server (middle-tier) and database
(data-tier) respectively.

1

<<subsystem>>

O

IP_ApplicationServer

+sendMessage(pa: Provider Agent, m: Message)
Application Server Proxy +deploy(ssc: Simple Service Component)
+undeploy(ssc: Simple Service Component)
+startAgent(ssc: Simple Service Component): Provider Agent
+stopAgent(pa: Provider Agent)
+getLoggedData()
+subscribeEvent(et: EventType)
O +configureMonitoringPolicy ()

IP_ApplicationServer

+sendMessage(pa: Provider Agent, m: Message)
+deploy(ssc: Simple Service Component)

+undeploy(ssc: Simple Service Component)

+startAgent(ssc: Simple Service Component): Provider Agent
+stopAgent(pa: Provider Agent)

+getLoggedData()

+subscribeEvent(et: EventType)
+configureMonitoringPolicy ()

O

IR_ApplicationServer
% Application Server

+ser je(a: Agent, m: )
+notifyEvent(e: Event)

+isAuthorized()

+assignCR()

o)

|P_Database

+beginTx(pa: Provider Agent): Transactionld
+commitTx(pa: Provider Agent, tid: Transactionld)
+abortTx(pa: Provider Agent, tid: Transactionld)
+read(pa: Provider Agent, q: Query): Data
+write(pa: Provider Agent, d: Data)

% Database Proxy

©

|P_Database

+beginTx(pa: Provider Agent): Transactionld
+commitTx(pa: Provider Agent, tid: Transactionld)
+abortTx(pa: Provider Agent, tid: Transactionld)
+read(pa: Provider Agent, q: Query): Data
+write(pa: Provider Agent, d: Data)

Database

Figure 1 Multi-Tier Architecture

It also assumes that application server code is available in order to introduce
the replication logic for session information.

! See the Multi-Tier Transactional Service Runtime pattern for additional information.
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6 SOLUTION

In the Session Replication pattern, in order to achieve high availability and
scalability for the middle-tier of a multi-tier architecture, replication is proposed
at that tier. The architecture of the solution is shown in Figure 2. A set of
application server replicas conform a cluster that share a single standard
database instance. Both, the application servers and the databases have their
corresponding proxies.

[ 4

<<subsystem>>
Multi-Tier Transactional Service Runtime O

IP_ApplicationServer

+sendMessage(pa: Provider Agent, m: Message)
Application Server Proxy +deploy(ssc: Simple Service Component)
+undeploy(ssc: Simple Service Component)
+startAgent(ssc: Simple Service Component): Provider Agent

+stopAgent(pa: Provider Agent)
+getLoggedData()
O

+subscribeEvent(et: EventType)
+configureMonitoringPolicy ()

IP_ApplicationServer

+sendMessage(pa: Provider Agent, m: Message)
+deploy(ssc: Simple Service Cpomponent)

+undeploy(ssc: Simple Service Component)

+startAgent(ssc: Simple Servi¢ge Component): Provider Agent
+stopAgent(pa: Provider Agent)
+getLoggedData()
+subscribeEvent(et: EventType)
+configureMonitoringPolicy ()

O

IR_ApplicationServer
% Replicated Application Server

+send| : Agent, m: )
+notifyEvent(e: Event)

+isAuthorized()

+assignCR()

o

|P_Database

+beginTx(pa: Provider Agent): Transactionld
+commitTx(pa: Provider Agent, tid: Transactionld)
+abortTx(pa: Provider Agent, tid: Transactionld)

@ +read(pa: Provider Agent, g: Query): Data
+write(pa: Provider Agent, d: Data)
IR_MTTSR IP_MTTSR
% Database Proxy
(@)
|P_Database

+beginTx(pa: Provider Agent): Transactionld
+commitTx(pa: Provider Agent, tid: Transactionld)
+abortTx(pa: Provider Agent, tid: Transactionld)
+read(pa: Provider Agent, q: Query): Data
+write(pa: Provider Agent, d: Data)

Database

Figure 2 Session Replication pattern

The proposed solution for attaining high availability consists in replicating the
session information hold at the application server and keep track of the versions
of the data at the database. Session information refers to the data/components
modified at the application server that are tied to a particular conversation
(transactional set of related operations) from a particular client. Application
servers drive the replication process for the session information of the clients,
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extracting/injecting data when required from/into the common database
instance.

With regard to scalability, different servers might serve different clients leading
to load-distribution, and thus, potential for scalability. The application server
maintains some session state for the duration of the client connection, so once
the client has contacted a particular application server replica for starting a
session (called local replica), the client will be tied up to that replica till the end
of the session.

For fault-tolerance purposes, the session state of each client should be
replicated on several replicas (at least one). Session replication requires replica
control to keep the session copies on the different servers consistent. That is,
when client requests lead to a change of the session state the local replica of
the client has to propagate the changes to the remote replicas. Concurrency
control is not an issue as different clients have disjoint session state. When the
local server replica of a client fails, the client will be transferred to another
application server replica with a copy of its session state.

Replication transparency in this pattern requires that each request is executed
exactly once in the system despite replication and possible failures. The tasks
to achieve this are split between the Session Replication pattern and the
Transparent Replication Proxy pattern with the use of the Multi-Tier
Coordination pattern.

The following figure shows an example of deployment for the components of
Session Replication pattern.
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Client Node Client Node Client Node

% Application Server Proxy % Application Server Proxy % Application Server Proxy

= =y

Application Serv?{e Application Server Node Aplcation Server Node
% Replicated Application Server % Replicated Application Server % Replicated Application Server

Database Proxy Database Proxy g Database Proxy

Database Node

Database

Figure 3 Session Replication Deployment Example

In Figure 3, the proxies of each component in the architecture (that is,
application server replicas and the database instance) are distributed in either
client nodes or application server nodes. In order to discover and connect to the
different application server replicas, the application server proxy implements the
Transparent Replication Proxy pattern for the interaction between clients and
application server replicas. The application server proxy depends on a
discovery component that discovers through one of the replica discovery
patterns (either Registry-Based Replica Discovery or Multicast-Based Replica
Discovery) one of the application server replicas that will be its local replica and
will execute all its requests. In the remainder of the pattern description, we
assume that each client session has only one request that corresponds to a
single database transaction (1 client request/1 transaction). Extensions are
possible to deal with more complex transaction interaction patterns such as
sessions with 1 client request/N transactions, N client request/1 transaction and
N client request/M transactions (See [WKO05,PPJV06]). In the deployment
diagram, session information for the clients connecting to application server
node 1 is replicated to node 2. The session information for the clients
connecting to node 2 is replicated to node 3 and finally session information in
node 3 is replicated to node 1.

The next paragraphs describe here a possible implementation of the Session
Replication pattern depicted in Figure 4 and Figure 5. The example describes a
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scenario in which two application server replicas are connected to a shared
database instance. The clients of such system are connected and perform
requests to the application server replicas. The application server and database
proxies have been omitted for the sake of clarity.

In Figure 4, when the local application server of a client receives a request, it
executes the request locally, potentially interacting with the shared database
instance (steps 1-10). Just before finishing executing (and committing the
database transaction if one was started), the session state plus the response to
be sent to the client are propagated to the server replicas that replicate that
particular session. Furthermore, if an update transaction is associated with the
request execution, the Multi-Tier Coordination pattern is applied in order to be
able to keep track of the outcome of this transaction. Only when the remote
replicas confirm the reception of these state changes is the database
transaction committed and the response returned to the client. The remote
replica keeps track of the last two state changes it receives for each session.
Note that the tasks of the remote replica on behalf of this session are not
compute intensive. Thus, its main processing power can be used to serve its
own clients.

However, when a replica fails (step 11), the client proxy will find a new replica
that has a copy of the session state through one of the replica discovery
patterns (steps 12-13). If there was an outstanding request, the proxy will
resubmit the request to the new replica. Several cases can be distinguished:

e The new replica had not received the state changes on the session and
the response associated with this request before the failure. In this case,
it is impossible that the database transaction had committed, and the
new replica can safely execute the request as a hew request.

e The new replica has received the state changes. It will use the Multi-Tier
Coordination Pattern in order to determine whether the corresponding
database transaction committed (e.g., by checking if a marker exists in
the database).

o If the marker is found, it will install the state changes locally and
immediately return the response (see this scenario in Figure 4,
steps 14-18). This guarantees exactly-once semantic across the
application and database tiers.

o If the database transaction had not committed (see Figure 5, steps
13-14), it will not install the state changes but resort to the
previous state of the session. Thus, no changes on behalf of this
request remain in the system. The new replica will execute the
request as if it were a new request (steps 15-22). This also
guarantees exactly-once semantic across the application and
database tiers.
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sd Session Replication - 2 )

c: Client as1: ApplicationServer as2 : ApplicationServer db : Database

First, use the
replica discovery

to find the primary
application server

.
4
epecute() 5: execute() .
A L
S TR {]
6 : Exetution Result

73 wnteMe':adataInMarker0

) 4| | S T

10: rtommit Ok

11 : Failure Notification#
12 : cbnnect( A

B
13 : Connection Ok U
14 : request() H

15 : searchInMarker()

i
E—— =U

16 : Search Result
17 : Restore State()

18 : Request Result

Figure 4 Session Replication Failover: Marker Found

sd Session Replication - 3 )

c: Client as1: ApplicationServer as2 : ApplicationServer db : Database

First, use the : L : :
replica discovery e U : :
to find the primary +  2: Connection Ok X : :
application server H 3 : request() H : :
. o H H
' 4: i< . i
i <§<ecu =0 5 : execute() H
: L
: ——— A——— ]
H 6 : Exetution Result
' 7 : writeMefadatalnMarker i
H L 1
H rite Ok
i "9 : Failure Notification 4, :
: 10 : connect( $
B e s s s
p 11 : Connection Ok '
% 12: t :
: requestQ 13 : searchInMarker) !
E _, |15 : execute( 5
H - H
E 16 : execute() ]
H 17 : Execution Result
: 18 : writeMetadatalnMarker(Q &
H !
H B
H 19 : Write Ok
H 20 : commit() o '
. L
I e L)
22 : Request Result T 21 : Commit Ok

Figure 5 Session Replication Failover: Marker Not Found
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7 RELATIONSHIPS TO OTHE R PATTERNS

This pattern can be applied to the Multi-Tier Transactional Service Runtime
pattern in order to provide high availability and scalability.

1

Multi-Tier
Transactional
Service Runtime

isApplicahleTo

[ ]

Session
Replicatior

The main alternatives to this pattern are the patterns devoted to the replication
of the database tier (See White-Box, Gray-Box and Black-Box DB Replication
patterns), the Vertical Replication pattern that replicates both tiers at the same
time or the Horizontal Replication pattern that replicates both tiers
independently.

For failover purposes, this pattern may use the Transparent Replication Proxy in
order to provide replication transparency to the clients. If exactly once execution
of request is also required, the Multi-Tier Coordination pattern is needed.

Moreover, the clients can implement the connection to the replicas based on
any replica discovery pattern (that is, Registry-Based Replica Discovery or
Multicast-Based Replica Discovery).
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8 RELATIONSHIPS TO COMPONENTS CATALOGUE

The following sections detail the relationships of the components of this pattern
with regard to the NEXOF Reference Architecture.

8.1 Abstract Components

In many of the frameworks for developing multi-tier applications is crucial the
notion of application server. The application server contains the business logic
of applications. This notion is has been captured in this pattern by the abstract
component Application Server of the NEXOF-RA.

With regard to the data tier, the notion of data storage has been captured in this
pattern by the abstract component Database of the NEXOF-RA.
8.2 Concrete Components

In real architecture implementations, the functionality of some current state-of-
the-art application server products includes session replication facilities. For
example, JBoss [JBo] and JONnAS [Jon] include this support. This support can
be added ad-hoc to any open-source application servers based on the
J2EE/JEE standard.

With regard to databases, some examples of concrete databases that can be
used to implement this pattern are:

e Microsoftds SQL Server [ MSS]
e Oracle [Ora]

e | BM6s DB2 [ DB2]

e Sybase [Syb]

e PostgreSQL [Pos]

e MySql [MyS]

o &

Object-oriented databases or ad-hoc databases can also be used in addition to
relational databases.
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9 RELATIONSHIPS TO STANDARDS CATALOGUE

Nowadays, there are many different standards that currently allow the
construction of multi-tier architectures. With regard to the middle-tier, not all the
frameworks/standards -such as J2EE/JEE [JEE], .NET [Net], CORBA [Cor] or
SAP [SAP]- can be used for implementing this pattern. As this pattern requires
modifying the application server code, open-source application server
components based on the J2EE/JEE standard are recommended.

Regarding to databases, the most well-known and used currently in enterprises
are relational databases. In relational databases, the SQL standard is the de
lure standard. Moreover, in the current market, there are standard interfaces to
allow application servers to connect with them (e.g. ODBC, JDBC).
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