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1 PATTERN ID-CARD 

 

 

 Name Trusted Timestamping 

Abstract The Trusted Timestamping pattern brings a 
set of functionalities which permits to trust the 
ESOA as well as other system families. 

Level Abstract 

Type Functional 

Key Concerns Security  

Credits Nexof-RA WP4, Serenity, Security Principles 

Security PoC of WP8 

Contact Phong CAO (phong.cao@thalesgroup.com) 
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2 PROBLEM DESCRIPTION  

Trusted Timestamping is the process to track a document in the time, since its 
creation, and follow its changes. It is the means guaranteeing that nobody, even 
the owner, is capable of modifying it, once it has been timestamped, provided 
that the timestamper's integrity is never compromised. Consequently, this 
pattern strengthens the trust in the timestamp of a document. 

 

The administrative aspect involves setting up a publicly available, trusted 
timestamp management infrastructure to collect process and renew 
timestamps. 

 

The following picture is an interaction between building blocks. This represents 
at the same time a scenario in order to conceive a complete trusted 
timestamping solution. 

Document

Hash
TS

Authority

(Document + Timestamp)

Signed with secrete key

Consumer

Encryption

TS Server

Timestamp

Digital 

Signature

 

Figure 1 Trusted Timestamping Scenario 

 

This scenario lightens different abstract components which are participated to 
build the Trusted Timestamping solution. It also illustrates the design problem 
and how the pattern solves the problem. 
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3 FUNCTIONAL REQUIREMENTS  

 

The following use-case diagram shows the functional security requirements that 
this pattern meets. This use-case elaborates a set of security functions which 
can help other patterns of ESOA to manage their security. It depends on the 
application context; each functionality can be used separately or combined with 
other functionalities. To know what security is adequate for the system, a 
complete study of expression of needs must be conducted. 

System

Service
Developer

External
Consumer

Agent

External
Provider

Agent

createTimestamp

checkTimestamp

hash

timestamp

configureSecurityPolicy

suspend

reactivate

getKeyInternal
Agent

Administrator

 

Figure 2 Functionalities provided by the Trusted Timestamping for Security in 
ESOA 

 

 createTimestamp: offers the functionality to create a trusted 
timestamped message. A trusted timestamped message is achieved by a 
complex mechanism which will be described later in the solution section. 

 checkTimestamp: offers the functionality to check if the time of the 
message or the document is corrupted or not. 

 hash: offers the functionality to hash a message or a document. The 
hash can use different mechanisms of hash. Certain mechanisms are not 
reversible. 

 timestamp: offers the functionality to put a time and date on document 
or a message. 
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 getKey: offers the functionality to get the cryptographic key. This 
functionality is one of provided functionalities. Others can be described in 
the XKMS1 

 configureSecurityPolicy: this functionality is provided by the Security In 
ESOA pattern and was already described [Security In ESOA Pattern]. 

 suspend: this functionality is provided by the Security In ESOA pattern 
and was already described [Security In ESOA Pattern]. 

 reactivate: this functionality is provided by the Security In ESOA pattern 
and was already described [Security In ESOA Pattern]. 

 

 

 

 

                                            
1
 XKMS : XML Key Management Specification 
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4 NON-FUNCTIONAL QUALITIES (QUALITY ATTRIBUTES ) 

 

Generally, the CIA triad (confidentiality, integrity, and availability) must be the 
atomic quality attributes. 

For the context of Enterprise SOA, only the quality attributes directly linked with 
the provided functionalities and the quoted security components are stressed 
below: 

 

Integrity + 

Accountability + 

Maintainability + 

Performance (efficiency) - 

 

 

4.1 Rational  

 

All security functions will decrease the performance of the system. For this 
reason, an adequate choice between the needs of the security and the 
performance must be considered each time to implement the security on a 
system. For example, a set of files can be read by all public users, the SSL2 is 
not necessary to secure the network between the end user and the server. 

 

Integrity  The aim of integrity is to guarantee that a data is not modified either 
accidentally or maliciously. The integrity can be obtained with different manners. 
The encryption of a document protects against to the unauthorized access. The 
digital signature guarantees that the document has not been modified since the 
signature. Trusted time-stamping adds the information of the time of the 
signature. The Authorization Service controls the access to the external agent 
(resources, software systemé) and assures that the modification on a 
document is made by the authorized entity. The architectural choice should 
respect the standard specification such as XACML3 of OASIS. Based on the 
standard specification permits to gain a large use of the ESOA and adopts the 
best practices to guarantee only an authorized access to the resource or to the 
provider agent. 

 

                                            
2
 SSL Secure Socket Layer 

3
 XACML: eXtensible Access Control Markup Language 
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Accountability   Provides the ability to enforce accountability or imputability, 
guarantying the transparency of the operations. Several security components 
enable accountability. The logging of all events in an audit trail is the most direct 
way. Authentication contributes to give evidence of accountability. In a more 
sophisticated way, the architectural choice with the TSA4 permits to trust the 
time of a document or a message. This choice should implement the best 
practices concerning the trusted timestamping which can be found in some 
standard specifications such as RFC 3161. 

 

Performance    performance of a security function is acceptable if its 
implementation does not impact in a significant way the global performance of 
the infrastructure.  

 

Maintainability    the overall security architecture is based on the SOA. All 
security components are seen as a service. By this way, they inherit the 
benefits of SOA: interoperability, loose-coupling. And the maintenance of the 
components is eased by decomposing the Security Tool into loosely coupled 
sub-components. Each sub-component fulfils functionality, so it is possible to 
modify the implementation of a particular functionality without affecting the rest 
of the components. 

 

 

 

                                            
4
 TSA: Timestamping Authority 
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5 ASSUMPTIONS 

This section describes the context where the proposed pattern is applicable.  

 

Trusted
Timestamping

IR_TS

+notifyEvent(Event)
+displayEvent()
+configureSecurityPolicy(Policy)
+suspend()
+reactivate()

 

Figure 3 Functionalities required by the Trusted Timestamping 

 

The diagram in Figure 3 shows the functionality required by the Trusted 
Timestamping to the other parts of the system before it makes sense to apply 
the pattern.  

The proposed pattern is applicable in a context where the following functionality 
is provided: 

 notifyEvent: this functionality is required to notify events to the external 

clients that have subscribed their interest though the subscribeEvent  

method. E.g. an organization can be interested in the publication of new 
Agent Descriptions in the registry of another organization. 

 displayEvent: this functionality is required by Security In ESOA to 
display events. 

 configureSecurityPolicy: this functionality is required by Security In 
ESOA to configure the Security Policy. 

 suspend: this functionality is required by Security In ESOA to suspend a 
security component. 

 reactivate: this functionality is required by Security In ESOA to reactivate 
a security component. 
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6 SOLUTION  

The trusted timestamping solution provides a set of functionalities which can be 
used in the top-level pattern such as the case of ESOA. These functionalities 
come from the work of WP4, demonstrated in the WP8 and also from the 
Investigation Teams. 

Before detailing scenarios of provided functionalities, the following section 
describes all main components which participate in the building of this solution. 

 

6.1 Trusted Timestamping Components 

This pattern captures the distinctiveness of the different Software Components 
managed by the Security In ESOA and provides a specific Security Component 
for each of them. 

  

The diagram below shows the provided and required interfaces the system 
exposes to connect to other systems.  

 

Trusted
Timestamping

IR_TS

+notifyEvent(Event)
+displayEvent()
+configureSecurityPolicy(Policy)
+suspend()
+reactivate()

IP_TS

+createTimestamp(MessageDigest, DigestAlgorthm): TS Message
+checkTimestamp(TSACertificate, Timestamped Message, TS Message): boolean
+hash(Message, HashAlgorthm): MessageDigest
+timestamp(MessageDigest, Time): Timestamped Message
+getKey(): Key
+configureSecurityPolicy(Policy): boolean
+suspend()
+reactivate()

 

Figure 4 Required and provided interfaces of the Trusted Timestamping 

 

The following picture depicts the components of the system and their 
interconnections. 
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Timestamping
Authority

Digital Signature TimestampingHash

Key Management

 

Figure 5 Components and their interrelations of Trusted Timestamping  

 

The diagram in Figure 5 shows the components and their interrelations that the 
ñTrusted Timestampingò provides for each specific Software Component. 

 

Before describing all components, their interrelations are explained here. 

The ñTimestamping Authorityò uses the following components Hash, Digital 
Signature and Timestamping to achieve the trusted timestamping solution 

The Digital Signature uses functionalities offered by the Key Management in 
order to sign a message or a document. 

 

The details of the interrelations are described from section 6.2. Trusted 
Timestamping Scenarios. 

The introduced components are described as follows: 

6.1.1 Timestamping Authority (TSA) 

Timestamping
Authority

IP_TSA

+createTimestamp(MessageDigest, DigestAlgorithm): TS Message
+checkTimestamp(TSACertificate, Timestamped Message, TS Message): boolean

IR_TSA

+notifyEvent(Event)

 

Figure 6 Required and provided interfaces of the Timestamping Authority 

 

Timestamping Authority provides interfaces to create a trusted timestamping 
message and to check the validity of this message. 
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The exposed operations are: 

Provided Operations 

 createTimestamp(MessageDigest, DigestAlgor i thm): TS 

Message  

The method returns a Trusted Timestamping message. This message is 
trusted by a TSA. 

The MessageDigest is hashed message. And the DigestAlgorithm is a 
cryptographic algorithm. 

 checkTimestamp(TSACertificate, Timestamped Message, TS 

Message): boolean  

This method permits to check if the message and the timestamp are not 
modified. 

The TSACertificate is the certificate of the TSA. Timestamped Message is a 
hashed message + a timestamp. And the TS Message is a trusted 
timestamping message. 

It returns true if the result of comparison is equal. 

 

Required Operations 

 notifyEvent( Event )  

Notify an event when an event is occurred. 

 

6.1.2 Hash 

Hash

IP_Hash

+hash(Message, HashAlgorthm): MessageDigest

IR_Hash

+notifyEvent()

 

Figure 7 Required and provided interfaces of the Hash component 

 

The Hash component permits to hash a message with a hash algorithm. This 
algorithm can be reversible or irreversible. 

 

The exposed operations are: 

Provided Operations 

 hash(Message, HashAlgor i thm): MessageDigest  

This method permits to hash a message with a hash algorithm. 
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It returns a hashed message called MessageDigest. 

 

Required Operations 

 notifyEvent( Event )  

Notify an event when an event is occurred. 

 

6.1.3 Digital Signature 

IR_Sign

+notifyEvent()

Digital Signature

IP_Sign

+sign(MessageDigest, PrivateKey, Algorithm): Signed Message
+unsign(Signed Message, PublicKey, Algorithm): Message
+isNonRepudiation(Signed Message, MessageDigest, PublicKey, Algorithm): boolean

 

Figure 8 Required interfaces of the Digital Signature 

 

This component proposes to digitally sign a message and to unsign this same 
signed message. 

 

The exposed operations are: 

Provided Operations 

 sign(MessageDigest,  PrivateKey, Algorithm): Signed 

Message  

This method permits to sign a hashed message (MessageDigest) by using a 
PrivateKey and an Algorithm. 

An algorithm is a cryptographic algorithm. 

It returns a signed message. 

 unsign(Signed Message, PublicKey, Algorithm ): Message  

This method permits to make the signed message to a clear message. 

Signed Message is a message which is signed by the ñsignò method. 

The PublicKey is linked with the PrivateKey. 

The Algorithm permits to this method how to make the signed message to a 
clear message. 

It returns a clear message. 

 isNonRepudiation(Signed Message, MessageDigest , 

PublicKey, Algorithm): boolean  

This method permits to check the non-repudiation of the message. 
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Signed Message is a message which is signed by the ñsignò method. 

The PublicKey is linked with the PrivateKey. 

The Algorithm permits to this method how to make the signed message to a 
MessageDigest. 

At the end, the MessageDigest (come from the ñunsignò method) is 
compared with the MessageDigest (in parameter of this method). 

The result is true if the comparison is equal. 

 

Required Operations 

 notifyEvent(Event )  

Notify an event when an event is occurred. 

 

6.1.4 Key Management 

Key
Management

IR_KeyMan

+notifyEvent()
IP_KeyMan

+getKey(): Key

 

Figure 9 Required and provided interfaces of the Key Management 

 

Key Management provides an interface to manage cryptographic keys in the 
ESOA. This component should implement the XKMS5 specification. 

 

The exposed operation is: 

Provided Operation 

 getKey ( ): Key  

This method permits to get a cryptographic key. 

Required Operations 

 notifyEvent( Event )  

Notify an event when an event is occurred. 

                                            
5
 XKMS: XML Key Management Specification 
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6.1.5 Timestamping 

Timestamping

IP_Timestamp

+timestamp(MessageDigest, Time): Timestamped Message

IR_Timestamp

+notifyEvent()

 

Figure 10 Required and provided interfaces of the Timestamping 

 

Timestamping interface provides interface to put a time on a message. 

 

The exposed operations are: 

Provided Operations  

 time stamp ( MessageDigest, Time): Timestamped Message  

This method permits to stamp the hour and date on a hashed message 
(MessageDigest). 

It returns a Timestamped Message. 

 

This method manages the following interface required of this solution: 

Required Operations 

 notifyEvent( Event )  

Notify an event when an event is occurred. 
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6.2 Trusted Timestamping Scenarios 

In this section, two scenarios are presented. The trust of timestamped message 
scenario depicts how a message becomes a trusted timestamped message. 
The second scenario shows how to check the integrity of the time of message. 

 

6.2.1 Trust of timestamped message scenario 

Trusted
Timestamping

IR_TS

+notifyEvent(Event)

IP_TS

+createTimestamp(MessageDigest, DigestAlgorthm): TS Message
+checkTimestamp(TSACertificate, Timestamped Message, TS Message): boolean
+hash(Message, HashAlgorthm): MessageDigest
+timestamp(MessageDigest, Time): Timestamped Message

 

Figure 11 Required and provided interfaces of the Trusted Timestamping 

 

The following sequence diagrams represent scenario of a creation of trusted 
timestamped message. 

 : External Consumer Agent

 : Hash  : Timestamping Authority  : Timestamping  : Key Management : Digital Signature

1 : hash(Message, HashAlgorithm): MessageDigest

2

3 : createTimestamp(MessageDigest, DigestAlgorithm): TS Message

4 : timestamp(MessageDigest, Time): Timestamped Message

5
6 : hash(Message, HashAlgorithm): MessageDigest7

8 : sign(MessageDigest, PrivateKey, Algorithm): Signed Message
9 : getKey(): Key

10

11
12

 

Figure 12 creation of a trusted timestamped message sequence diagram 

 

Description of this creation 

The External Consumer Agent hashes the message by using an algorithm of 
hash. 

The result of hashed message (MessageDigest) is injected to the 
ñcreateTimestampò method. The Timestamping Authority cannot read the 
message because of the hash function. 

The External Consumer Agent wants to make a trusted timestamped message 
by addressing it to the Timestamping Authority. 
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The Timestamping adds the time to the MessageDigest. 

The Digital Signature signs the MessageDigest and the Timestamp. 

Before signing the data, the Digital Signature gets the cryptographic key from 
the Key Management. 

 

 

6.2.2 Verification of the trusted timestamping of a message Scenario 

The following scenario describes how the trusted timestamped message 
permits to verity the validity of the time and the integrity of the message. 

 : External Consumer Agent

 : Hash  : Timestamping Authority  : Timestamping  : Key Management : Digital Signature

1 : hash(Message, HashAlgorthm): MessageDigest

2 3 : timestamp(MessageDigest, Time): Timestamped Message

4 : hash(Message, HashAlgorthm): MessageDigest5

6

7 : checkTimestamp(TSACertificate, Timestamped Message, TS Message): boolean

8 : unsign(Signed Message, PublicKey, Algorithm): Message
9 : getKey(): Key

The Timestamped Message =?= The TS Message is unsigned and gives a Timestamped Message

10
11

12

 

Figure 13 Verification of a trusted timestamping 

 

Description of this verification 

The External Consumer Agent hashes the message by using an algorithm of 
hash. 

The hashed message is added with a timestamp. This action is done by the 
Timestamp component. This hashed message + timestamp is injected to the 
Hash component. The result is sent to the External Consumer Agent. 

The result of hashed message (MessageDigest) is injected to the 
ñcheckTimestampò method. 

The External Consumer Agent can verify now if the origin message is modified 
or not and also if the timestamp is the correct one. 

Before doing the ñcheckTimestampò method, the Timestamping Authority 
decrypts the trusted timestamped message (TS Message, see the previous 
scenario). 

The decryption is done thanks to algorithm and to Key Management component 
which provides the PublicKey. We should verify also the revocation of the 
certificate of the TSA. This verification is done with the Non-Repudiation 
pattern. 
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The decrypted message is compared to MessageDigest. If these two messages 
are equal, the timestamp is correct and the message is not corrupted. 
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7 RELATIONSHIPS TO OTHE R PATTERNS 

This section provides the relationships that the Trusted Timestamping pattern 
has with the Security In Enterprise SOA pattern and with the top-level pattern.  

Enterprise SOA Security In ESOA

isPartOf[Security Tool]

Trusted Timestamping

IsPartOf[Trusted Timestamping]

 

Figure 14 Relationship between ñTrusted Timestampingò, ñSecurity In ESOAò 
and ñEnterprise SOAò pattern 

 

The security In ESOA functionalities are transversal to other patterns of the 
Enterprise SOA top level pattern.  

In this case, this pattern can be used for all other top-level patterns with certain 
aspects of the solution section. The objective of this pattern is already quoted in 
the problem description. 

 


















